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Preface

This volume contains the proceedings of the 11th International Conference on
Concurrency Theory (CONCUR, 2000) held in State College, Pennsylvania, USA,
during 22-25 August 2000.

The purpose of the CONCUR conferences is to bring together researchers,
developers, and students in order to advance the theory of concurrency and
promote its applications. Interest in this topic is continuously growing, as a
consequence of the importance and ubiquity of concurrent systems and their ap-
plications, and of the scientific relevance of their foundations. The scope covers
all areas of semantics, logics, and verification techniques for concurrent systems.
Topics include concurrency related aspects of: models of computation, semantic
domains, process algebras, Petri nets, event structures, real-time systems, hybrid
systems, decidability, model-checking, verification techniques, refinement tech-
niques, term and graph rewriting, distributed programming, logic constraint pro-
gramming, object-oriented programming, typing systems and algorithms, case
studies, tools, and environments for programming and verification.

The first two CONCUR conferences were held in Amsterdam (NL) in 1990
and 1991. The following ones in Stony Brook (USA), Hildesheim (D), Uppsala
(S), Philadelphia (USA), Pisa (I), Warsaw (PL), Nice (F), and Eindhoven (NL).
The proceedings have appeared in Springer LNCS, as Volumes 458, 527, 630,
715, 836, 962, 1119, 1243, 1466, and 1664.

Of the 72 regular papers submitted this year, 34 were accepted for presen-
tation and are included in the present volume. The conference included also
talks by four invited speakers: Ed Brinksma (Universiteit Twente, NL), Alberto
Sangiovanni-Vincentelli (UC at Berkeley, USA), Natarajan Shankar (SRI Inter-
national, USA), and Eugene Stark (SUNY at Stony Brook, USA). Additionally,
there were four invited tutorials by Rajeev Alur (University of Pennsylvania,
USA), Rocco De Nicola (Universita di Firenze, I), Philippa Gardner (University
of Cambridge, UK), and C. R. Ramakrishnan (SUNY at Stony Brook, USA).

The conference had four satellite events:

— EXPRESS’00 (7th International Workshop on Expressiveness in Concur-
rency), organized by Luca Aceto and Bjérn Victor, held on 21 August 2000.

— GETCO 2000 (2nd Workshop on Geometric and Topological Methods in
Concurrency Theory), organized by Eric Goubault, Maurice Herlihy, and
Martin Raussen, held on 21 August 2000.

— YOO (Why Object-Orientation) organized by Arend Rensink, held on 26
August 2000.

— MTCS 2000 (First Workshop on Models for Time-Critical Systems) orga-
nized by Flavio Corradini and Paola Inverardi, held on 26 August 2000.

I would like to thank my conference co-chair, Dale Miller, the members of the
program committee and their subreferees, the workshop chair, Uwe Nestmann,
and the workshop organizers. I also would like to thank the invited speakers and
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invited tutorial speakers, the authors of submitted papers, and all the partici-
pants of the conference. Special thanks go to Vladimiro Sassone for providing
the software that helped to handle the submissions and the electronic PC meet-
ing. Finally, I would like to thank the Department of Computer Science and
Engineering of the Pennsylvania State University for sponsoring the event and
providing many facilities.

I also would like to express all my gratitude and love to my husband Dale
Miller and to our baby daughter, Nadia Alexandra Miller, for their patience with
a wife and mom who was even busier than usual.

June 2000 Catuscia Palamidessi

CONCUR Steering Committee

Jos Baeten (Technische Universiteit Eindhoven, NL, Chair)

Eike Best (Carl von Ossietzky Universitat Oldenburg, D)

Kim Larsen (Aalborg Universitet, DK)
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Combining Theorem Proving and Model
Checking through Symbolic Analysis*

Natarajan Shankar

Computer Science Laboratory, SRI International
Menlo Park CA 94025 USA
Phone: +1 (650) 859-5272
shankar@csl.sri.com
http://www.csl.sri.com/ shankar/

Abstract. Automated verification of concurrent systems is hindered by
the fact that the state spaces are either infinite or too large for model
checking, and the case analysis usually defeats theorem proving. Com-
binations of the two techniques have been tried with varying degrees
of success. We argue for a specific combination where theorem proving
is used to reduce verification problems to finite-state form, and model
checking is used to explore properties of these reductions. This decom-
position of the verification task forms the basis of the Symbolic Analysis
Laboratory (SAL), a framework for combining different analysis tools for
transition systems via a common intermediate language. We demonstrate
how symbolic analysis can be an effective methodology for combining de-
duction and exploration.’

The verification of large-scale concurrent systems poses a difficult challenge
in spite of the substantial recent progress in computer-aided verification. Tech-
nologies based on model checking [CGP99] can typically handle systems with
states that are no larger than about a hundred bits. Techniques such as symme-
try and partial-order reductions, partitioned transition relations, infinite-state
model checking, represent important advances toward ameliorating state explo-
sion, but they have not dramatically increased the overall effectiveness of au-
tomated verification. Model checking does have one advantage: it needs only a
modest amount of human guidance in terms of the problem description, possi-
ble variable orderings, and manually guided abstractions. Verification based on
theorem proving, on the other hand, requires careful human control by way of
suitable intermediate assertions, invariants, lemmas, and proofs. Can automated
verification ever combine the automation of model checking with the generality
of theorem proving?

It has often been argued that model checking and theorem proving could be
combined so that the former is applied to control-intensive properties while the

* This work was funded by DARPA Contract No. F30602-96-C-0204 Order No. D855
and NSF Grants No. CCR-9712383 and CCR-9509931.

The SAL project is a collaborative effort between Stanford University, SRI Inter-
national, and the University of California, Berkeley.

1
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2 Natarajan Shankar

latter is invoked on data-intensive properties. Achieving an integration of theo-
rem proving and model checking is not hard. Both techniques verify claims that
look similar and it is possible to view model checking as a decision procedure for
a well-defined fragment of a specification logic [RS595]. However, most systems
contain a rich interaction between control and data so that there is no simple
decomposition between data-intensive and control-intensive properties.

For the purpose of this paper, we view model checking as a technique for
the verification of temporal properties of a program based on the exhaustive ex-
ploration of a transition graph represented in explicit or symbolic form. Model
checking methods typically use graph algorithms, automata-theoretic construc-
tions, or finite fixed point computations. Theorem proving is usually based on
formalisms such as first-order or higher-order logic, and employs proof techniques
such as induction, rewriting, simplification, and the use of decision procedures.
Some infinite-state verifiers and semi-decision procedures can be classified as
both deductive and model checking techniques, but this ambiguity can be over-
looked for the present discussion.

We make several points regarding the use of theorem proving and model
checking in the automated verification of concurrent systems:

1. Correctness is over-rated. The objective of verification is analysis, i.e., the
accretion of useful observations regarding a system. Verifying correctness is
an important form of analysis, but correctness is usually a big property of
a system that is demonstrated by building on lots of small observations. If
these small observations could be cheaply obtained, then the demonstration
of larger properties would also be greatly simplified. The main drawback of
correctness is its exactitude. The verification of a correctness claim can only
either fail or succeed. There is no room for approximate answers or partial
information.

2. Theorem proving is under-rated. Deduction remains the most appropriate
technology for obtaining insightful, general, and reusable automation in the
analysis of systems, particularly those that are too complex to be analyzed
by a blunt instrument like model checking. Theorem proving can exploit the
mathematical properties of the control and data structures underlying an
algorithm in their fullest generality and abstractness

3. Theorem proving and model checking are very similar techniques. In the ver-
ification of transition systems, both techniques employ some representation
for program assertions, they compute the image of the transition relation
with respect to these assertions, and usually try to compute the least, great-
est, or some intermediate fixed point assertion for the transition relation.

The difference is that in theorem proving,

— The image constructions are usually more complicated since they involve
quantification in domains where quantifier elimination is either costly or
impossible.

— The least and greatest fixed points can seldom be effectively computed
and human guidance is needed to suggest an intermediate fixed point.

— Showing that one assertion is the consequence of another is typically
undecidable and requires the use of lemmas and human insight.
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4. Theorem proving and model checking can be usefully integrated. Such an
integration requires a methodology that decomposes the verification task so
that

— Deduction is used to construct valid finite-state abstractions of a system.
The construction of a property-preserving abstraction generates simple
proof obligations that can be discharged, often fully automatically, using
a theorem prover. These are typically assertions of the form: if property p
holds in a state s from which there is a transition R to a state s’, then
property ¢ holds in s’. Similar proof obligations arise during verification
(in the form of verification conditions) but these are usually not valid
and the assertions have to be strengthened in order to obtain provable
verification conditions. While theorem proving is useful for examining
the local consequence of properties, it is not very effective at deducing
global consequences over a large program or around an iterative loop.
Such computations can be extremely inefficient and the computation of
fixed points around a loop rarely terminates.

— Ezxploration by means of model checking is used to calculate global prop-
erties of such abstractions. This means that model checking is not used
merely to validate or refute putative properties but is actually used to
calculate interesting invariants that can be extracted from the reacha-
bility predicate or its approximations. Finite-state exploration of large
structures can also be inefficient but it is much easier to make finite-state
computations converge efficiently.

— Deduction is used to propagate the consequences of such properties. For
example, model checking on a finite-state abstraction might reveal an
assertion x > 5 to hold at a program point simply because it was true
initially and none of the intermediate transitions affected the value of x.
If the program point has a successor state that can only be reached by a
transition that increments x by 2, then we know that this successor state
must satisfy the assertion x > 7. Such a consequence is easily deduced
by theorem proving.

In summary, we advocate a verification methodology where deduction is em-
ployed in the local reasoning steps such as validating abstractions and propagat-
ing known properties, whereas model checking is used for deriving global con-
sequences. In contrast, early attempts to integrate theorem proving and model
checking were directed at using model checking as a decision procedure within
a theorem prover. These attempts were not all that successful because it is not
common to find finite-state subgoals within an infinite-state deductive verifica-
tion.

1 Background

We review some of the background and previous work in the combined use of
theorem proving and model checking techniques.
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1.1 Model Checking as a Decision Procedure

Joyce and Seger combined the theorem prover HOL [GM93] with the symbolic
trajectory evaluation tool Voss [J593] by treating the circuits verified by Voss
as uninterpreted constants in HOL. This integration is somewhat ad hoc since
the definitions of the circuits verified by Voss are not available to HOL. Dingel
and Filkorn [DF95] use a model checker to establish assume—guarantee proper-
ties of components and a theorem prover to discharge the proof obligations that
arise when two components are composed. Rajan, Shankar, and Srivas [RS5595]
integrate a mu-calculus [Par76,BCMT92] model checker [Jan93] as a decision
procedure for a fragment of the PVS higher-order logic corresponding to a fi-
nite mu-calculus. While this integration smoothly incorporates CTL and LTL
model checking into PVS, the work needed to reduce a problem into model-
checkable form can be substantial. This integration has recently been extended
with an algorithm for constructing finite-state abstractions of mu-calculus ex-
pressions [S5599].2

1.2 Extending Model Checking with Lightweight Theorem Proving

Several alternative approaches to the integration of model checking and theorem
proving have emerged in recent years. Some of these have taken the approach of
supplementing a model checker with a proof assistant that provides rules for de-
composing a verification goal into model-checkable subgoals. McMillan [McM99]
in his work with Cadence SMV has extended the SMV model checker with the
following decomposition rules that are used to reduce infinite-state systems to
model-checkable finite-state ones.

1. Temporal splitting: Transforms a goal of the form O(Vi: A) into v =i D A
for each 1.

2. Symmetry reduction: Typically, the system being verified and the property
are symmetric in the choice of i so that proving Ov = i D A for a sin-
gle specific value for ¢ is equivalent to proving it for each i. Examples of
such symmetric choices include the memory address or the processor in the
verification of multiprocessor cache consistency.

3. Data abstraction: Large or infinite datatypes can be reduced to small finite
datatypes by suitably reinterpreting the operations on these datatypes. For
example, with respect to the choice of 7 in temporal splitting, the remaining
values of the datatype can be abstracted by a single value non-i.

4. Compositional verification: The verification of P||Q = A A B is decomposed
as P = =(B U —A) (B fails before A does) and Q = —(A U —B). This
allows different components to be separately verified up to time ¢t + 1 by
assuming the other components to be correct up to time t.

These and other proof techniques have been used to verify an out-of-order
processor, a large cache coherence algorithm, and safety and liveness for a ver-
sion of Lamport’s N-process bakery algorithm for mutual exclusion [MOS00].

2 These features are part of PVS 2.3 which is accessible at the URL pvs.csl.sri.com.
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McMillan’s approach is substantially deductive. The rules of inference, such as
symmetry reduction and compositional verification, are specialized but quite
powerful.

Seger [Segd8] has extended the Voss tool for symbolic trajectory evaluation
with lightweight theorem proving. Symbolic trajectory evaluation (STE) which is
a limited form of linear temporal logic model checking. A few simple proof rules
are used to decompose proof obligations on the basis of the logical connectives
such as conjunction, disjunction, and implication. These rules can be used to
decompose a large model checking problem into smaller ones.

1.3 Abstraction and Model Checking

Abstraction has been studied in the context of model checking as a technique
for reducing infinite-state or large finite-state models to finite-state models of
manageable size [BBLS92,Kur94,CGLI4,LGST95,Dam96,BLOIS].

Some of the work on abstraction is based on data abstraction where a vari-
able X over a concrete datatype T is mapped to a variable x over an abstract
type t. For example, a variable over the natural numbers could be replaced by
a boolean variable representing the parity of its value. Clarke, Grumberg, and
Long [CGL94] gave a simple criterion for abstractions that preserve VCTL**
properties. Let the concrete transition system be given by (I¢, No) where I¢ is
the initialization predicate and N¢ is the next-state relation. Then the verifica-
tion of a concrete judgement (I, N¢) |E Po can be reduced by means of the ab-
straction function « to the verification of an abstract judgement (14, Na) | Pa
provided

1. ICgIAOOé
2. NCENAo<a,a)
3. PyoaC Po

Data abstraction has the advantage that the abstract description can be
statically constructed from the concrete program. The drawback is that many
useful abstractions are on relations between variables rather than on individual
variables.

Graf and Saidi [SG97] introduced predicate abstraction as a way of replac-
ing predicates or relations over a set of variables by the corresponding boolean
variables. For example, given two variables z and y over the integers, and the
predicate x < y over these variables, predicate abstraction would replace the
variables x and y by a boolean variable b that represents the behavior of the
predicate.

The application of predicate abstraction makes significant use of theorem
proving. Graf and Saidi used predicate abstraction to construct an abstract
reachability graph for a concrete program by a process of elimination. If a rep-
resent an abstract state, a’ a putative successor, V(a) the concrete state corre-
sponding to a, and y(a’) the concrete state corresponding to a’, then if

(@) D wp(P)(~(v(d)))
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is provable, the corresponding transition between a and @’ can be ruled out.?
However, if a proof attempt fails, the corresponding successor node can be con-
servatively included in the abstract reachability graph. Using predicate abstrac-
tions with the PVS theorem prover [OR592], Graf and Saidi [SGO7] were able to
verify a variant of the alternating bit protocol called the bounded retransmission
protocol [HSV94]. Das, Dill, and Park [DDP99] extended this technique using
the SVC decision procedures [BDL.96] and were able to verify such impressive
examples as the FLASH cache coherence protocol, and a cooperative garbage
collector.

Predicate abstraction can also be used to construct an abstract transition
relation instead of the abstract reachability graph. It is typically less expen-
sive to construct the abstract transition relation since fewer proof obligations
are generated, but it typically results in a coarser abstraction than one that
is obtained by directly computing the abstract reachability graph. In the lat-
ter construction, information about the current set of abstract reachable states
can be used to rule out unreachable successor states. Bensalem, Lakhnech, and
Owre [BLO98] describe an abstraction tool called InVeSt that uses the elimi-
nation method to construct an abstract transition system from a concrete one
in a compositional manner. Colon and Uribe [CU98] give another compositional
method for constructing abstractions with the framework of the STeP theorem
prover [MtSG95].

All of the above abstraction techniques preserve only YCTL*t proper-
ties, namely those in the positive fragment of CTL* with universal path
quantification. For more general calculi, criteria for abstractions that preserve
CTL* [DGGY4] and mu-calculus [LGST95], but these results are quite technical.
Saidi and Shankar [SS99] gave a simple method for constructing predicate ab-
stractions over the full relational mu-calculus [Par76]. The two key observations
in this work are:

1. The operators of the mu-calculus are monotonic with respect to upper and
lower approximations.

2. The over-approximation of a literal (an atomic formula or its negation) can
be efficiently computed in conjunctive normal form by using a theorem prover
as an oracle.

Verification diagrams [MBSU99] can also be seen as a form of predicate ab-
straction. These diagrams employ graphs whose nodes are labeled by assertions
and the edges correspond to program transitions within the diagram. Properties
can be directly checked with respect to the verification diagram.

The primary advantage of predicate abstraction is that it is sufficient to
guess a relevant predicates without having to guess the exact invariant in these
predicates. For n predicates, the construction of the abstract transition system

3 All programs are assumed to be total as transition system, i.e., the domain of the
next-state relation is the set of all states. Thus, wp(P)(A) is the set of states that
have no transitions in P to states in =A. The dual notion sp(P)(A) is the set of
states reachable from some state in A by a transition of P.
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generates of the order of 2" proof obligations. The resulting abstract model can
also be model checked in time that is exponential in n to yield useful invariants.
With deduction, there are 22" boolean functions that are candidate invariants
in these n predicates so that it is harder to guess suitable invariants.

1.4 Automatic Invariant Generation

Automatic  invariant  generation has  been  studied since  the
1970s [CH78,GW75,KM76,5177]. This study has recently been revived
through the work of Bjgrner, Browne, and Manna [BBM97], and Bensalem,
Lakhnech, and Saidi [BLS96,52196,B1L99].

The strongest invariant of a transition system P is given by the least fixed
point starting from the initial states of P of the strongest postcondition operator
for P, uX.Ip V sp(P)(X). If this computation terminates, it would yield the set
of reachable states of P which is its strongest invariant. Unfortunately, the least
fixed point computation rarely terminates for infinite-state systems. A program
with a single integer variable x that is initially 0 and is repeatedly incremented
by one, yields a nonterminating least fixed point computation. Widening tech-
niques [CC77] are needed to accelerate the fixed point computation so that it
does terminate with a fixed point that is not necessarily the least one.

A different, more conservative approach to invariant generation is given
by the computation of the greatest fixed point of the strongest postcondition
vX.sp(P)(X). For example, a greatest fixed point computation on a program
with a single variable  and a single guarded transition + > 0 — x := x + 1
would terminate and yield the invariant « > 0. The greatest fixed point invari-
ant computation also may not terminate and could require narrowing as a way
of accelerating termination. However, one could stop the greatest fixed point
computation after any bounded number of iterations and the resulting predicate
would always be a valid invariant.

Dually, a putative invariant p can be strengthened to an inductive one by
computing the greatest fixed point with respect to the weakest precondition
of the program of the given invariant vX.p A wp(P)(X). If this computation
terminates, the result is an invariant that is inductive.

Automatic invariant generation is not yet a successful technology. Right now,
it is best used for propagating invariants that are computed from other sources
by taking the greatest fixed point with respect to the strongest post-condition
starting from a known invariant. However, as theorem proving technology be-
comes more powerful and efficient, invariant generation is likely to be quite a
fruitful technique.

2 Symbolic Analysis

Symbolic analysis is simply the computation of fixed point properties of programs
through a combination of deductive and explorative techniques. We have already
seen the key elements of symbolic analysis as
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1. Automated deduction, in computing property preserving abstractions and
propagating the consequences of known properties.

2. Model checking, as a means of computing global properties of by means of
systematic symbolic exploration. For this purpose, model checking is used for
actually computing fixed points such as the reachable state set, in addition
to verifying given temporal properties.

3. Invariant generation, as a technique for computing useful properties and
propagating known properties.

2.1 SAL: A Symbolic Analysis Laboratory

SAL is a framework for integrating different symbolic analysis techniques in-
cluding theorem proving and model checking. The core of SAL is a description
language for transition systems. The design of this intermediate language has
been influenced by SMV [McM93], UNITY [CM88], Murphi [MD93], and Reac-
tive Modules [AT96]. Transition systems described in SAL consist of modules
with input, output, global, and local variables. Initializations and transitions
can be either specified by definitions of the form wvariable = expression or by
guarded commands. The assignment part of a guarded command consists of as-
signments of the form 2’ = expression, meaning the new value of x is the value
of the expression, as well as selections z’ € set, meaning the new value of z
is nondeterministically selected from the value of the nonempty set set. SAL is
a synchronous language in the spirit of Esterel [B(G92], Lustre [[ICRPYI1], and
Reactive Modules [AT196], in the sense that transitions can depend on latched
values as well as current inputs. SAL modules can be composed by means of

1. Binary synchronous composition P||@ whose transitions consist of lock-step
parallel transitions of P and Q.
2. Binary asynchronous composition P [] @ whose transitions are the interleav-
ing of those of P and Q.
. N-fold synchronous composition (|| (i) : P[i])
4. N-fold asynchronous composition ([] (¢) : Pl[i])

w

The implementation of SAL is still ongoing. The version to be released some
time in 2000 will consist of a parser, typechecker, translators to SMV and PVS,
a translator to Java (for animation), and a translator from Verilog, among other
tools.

Since the SAL implementation is still incomplete, we informally describe some
examples that motivate the need for a symbolic analysis framework integrating
abstraction, invariant generation, theorem proving, and model checking.

2.2 Analysis of a Two Process Mutual Exclusion Algorithm

As a first example, we use a simplified 2-process version of Lamport’s Bakery al-
gorithm for mutual exclusion [Lam74]. The algorithm consists of two processes P
and @ with control variables pep and pcq, respectively, and shared variables x
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and y. The control states of these processes are either sleeping, trying, or
critical. Initially, pcp and peq are both set to sleeping and the control vari-
ables satisfy x = y = 0. The transitions for P are

pcp = sleeping — ¢/ =y + 1; pep’ = trying
[| pcp = trying A (y =0V a < y) — pep’ = critical
pep = critical — 2’ = 0; pep’ = sleeping

Similarly, the transitions for @) are

peq = sleeping — 3y’ = x + 1; peq’ = trying
[| pcq = trying A (x =0V y < z) — pc’ = critical
pcq = critical — 3’ = 0; pcq’ = sleeping

The invariant we wish to establish for P[] Q is =(pcp = critical A pcq =
critical. Note that P[] @ is an infinite-state system and in fact the values of
the variables  and y can increase without bound. We can therefore attempt to
verify the invariant by means of a property-preserving predicate abstraction to
a finite-state system.

The abstraction predicates suggest themselves from the initializations,
guards, and assignments. We therefore abstract the predicate x = 0 with the
boolean variable xg, the predicate y = 0 with the boolean variable yq, and the
predicate x < y with the boolean variable xy. The resulting abstract system can
be computed as P’ and @', where in the initial state, zg A yo A —xy, and the
transitions for P’ are

pep = sleeping — xq, = false; zy’ = false; pep’ = trying;
[| pcp = trying A (yo V xy) — pep’ = critical;
pep = critical — x)) = true; zy’ € {true, false};
pep’ = sleeping;

The transitions for Q' are

peq = sleeping — y|, = false; xy’ = true; pcq’ = trying;
pcq = trying A (zg V —xy) — pep’ = critical;
ying
I pep = critical — y|) = true; zy’ = false; pcp’ = sleeping;

Model checking the abstract system P’ [] Q' easily verifies the invariant
—(pcp = critical A pcq = critical).

The theorem proving needed to construct the abstraction is at a trivial level
that can be handled automatically by the decision procedures over quantifier-
free formulas in a combination of theories [RS00]. Such decision procedures
are present in systems like PVS [ORS92], ESC [Det96], SVC [BDLI6], and
STeP [MtSG95]. The above example can be verified fully automatically by means
of the abstract-and-model-check command in PVS [S599].
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2.3 Analysis of an N-Process Mutual Exclusion Algorithm

We next examine a fictional example, namely, one that has not been mechanically
verified by us. This example is a simplified form of the N-process Bakery algo-
rithm due to Lamport [Lam74]. The description below shows a hand-executed
symbolic analysis.

In this version of the Bakery algorithm, there are N processes P(0) to
P(N —1), with a shared array x of size N over the natural numbers. The logical
variables 7, j, and k range over the subrange 0..(N — 1). The operation maz(z)
returns the maximal element in the array z. Initially, each P(¢) is in the control
state sleeping, and for each 7, z:(i) = 0. Let (z,4) < (y,j) be defined as the lex-
icographic ordering x < yV (x =y At < j). We abbreviate y = 0V {(x,1) < (y,7)
as (z,4) 2 (y,J)-

The transitions of processes P(i) for 0 < ¢ < N are interleaved and each
non-stuttering transition executes one of the following guarded commands.

pc(i) = sleeping —

i) =1+ maz(x);
pc'(i) = trying;
[ pc(i) =trying — pc(i) = critical;
A (V5 (2(0),8) = (x()), 5))
I pe(i) = eritical — 2/ (1) = 0;
pc (i) = sleeping;

We want to prove the invariance property
(Vi : pc(i) = critical D (Vj : pe(j) = critical D i = j)). (1)

Invariant generation techniques can be used to generate trivial invariants
such as

(Vi : z(i) = 0 iff pc(i) = sleeping). (2)

We omit the details of the invariant generation step. The above invariant will
prove useful in the next stage of the analysis.

We next skolemize the mutual exclusion statement so as to obtain a correct-
ness goal about a specific but arbitrary ¢ which we call a. The main invariant
now becomes

pc(a) = critical D (Vj : pe(j) = critical Da = j) (3)

The goal now is to reduce the N-process protocol to a two process protocol
consisting of process a and another process b that is an existential abstraction of
the remaining N — 1 processes. By an existential abstraction, we mean one where
the N —1 processes are represented by a single process b such that a transition by
any of the N — 1 processes is mapped to a corresponding transition of b. In such
an abstraction, b is in control state critical if any one of the N — 1 processes is
critical. Otherwise, b is in control state trying if none of the N — 1 processes is
in the state critical and at least one of them is in its trying state. If none of
the N — 1 process is either trying or critical, then b is in its sleeping state.
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By examining the predicates appearing in the initialization, guards, and the
property, we can directly obtain the following abstraction predicates given by
the function v which maps abstract variables to the corresponding concrete
predicates:

7(pca) = pc(a)

v(peb) = if  (Fj:j# aApe(j) =critical)
then critical
elsif (37 :7 # aApc(j) = trying)
then trying
else sleeping

V(zag) = (z(a) = 0)

Y(abo) = (%) : j #a > 2(j) = 0)
v(ma) = (V5 : (z(a),a) 2 (x(4), 7))
v(mb) = (37 : (Vk = (2(4),4) = (x(k), k)
~v(ea) = (Vg : pc(j) = critical D a =j)

Since mb is only relevant when pc(j) = trying for j # a, we can use invari-

ant (2) to prove that

J # aApc(j) # sleeping D y(mb) = y(-ma)

thereby dispensing with mb in the abstraction.
With the above abstraction mapping, the goal invariant (3) becomes

pca = critical D ea.
and the resulting abstracted transition system is one where initially
pea = sleeping N pch = sleeping A\ xag A xby A ma A ea

Each non-stuttering step in the computation of the abstract program executes
one of the guarded commands shown in Figure 1.
Model checking the abstract protocol fails to verify the invariant

pca = critical D ea

as the model checker could generate the following counterexample sequence of
transitions:

|transition| pea | Ta | ma| ea | pchb | b |
initially |sleeping| true | true | true |sleeping| true
3 sleeping| true | false| true | trying |false
4 sleeping| true | false|false| critical | false
1 trying |false|false|false|critical |false
8 trying |false| true |false| critical | false
2 critical | false| true |false| critical | false
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pca = sleeping — za’ = false;

ma’ = xb;
pca’ = trying;
[ pea=trying A ma — pca’ = critical;
pca = critical — pca’ = sleeping;
ping
!/

ea’ = —(pchb = critical);
za' = true;
1 pcb = sleeping — pcb’ = trying; zb’ = false;
ma’ = —za
[] pcb = trying A =ma — pcb’ = critical; ea’ = false;
1 peb = critical — pcb’ = sleeping;

ea’ = true;
ma’ = true;
b = true;

I pchb = critical — pcb’ = trying;
ea’ = true;

ma’ € {true, ma};
I pcb = critical — ma’ € {true, ma};

Fig. 1. Abstract transitions for the N-process Bakery Algorithm

An inspection of the counterexample and the abstract model confirms that
the mutual exclusion invariant would follow if the invariant —za A ma O ea were
to hold. Mapped back in the concrete domain, this corresponds to

Vi:a(i) #£0A (V) a(j) =
0V (x(i),1) < (x(4),4)) D (Y : pe(j) = critical D i = j).

This goal can be generalized as
(i, : 2li) # OA(@(j) = 0V (a(i), ) < (2(j).j) O (pe(j) = critical >i = j)).
and further rearranged as

(i, j : pe(j) = critical S (a(i) # 0A(2(j) = OV ((i),) < (2(7),))) D i = j)-

By the invariant (2), we can eliminate the subformula z(j) = 0 and simplify the
goal to the equivalent formula

(Wi, j : pe(j) = eritical D x(i) = 0V (x(4),7) < (x(i),4)).
This can be rearranged as
(V4 : pe(g) = eritical D (Vi z(i) =0V (x(g),7) < (x(i),1))).

But this is the just the invariant pca = critical D ma which is already implied
by the abstract model.
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The safety property is thus verified by using a judicious combination of a
small amount of theorem proving and model checking. The abstractions were
suggested by the predicates in the text of the program. Simple invariant gener-
ation methods were adequate for generating trivial invariants. Theorem proving
in the context of these invariants could be used to discharge the proof obli-
gations needed to construct an accurate abstraction of the N-process protocol.
Abstraction mappings of this sort are quite standard and work for many mu-
tual exclusion and cache consistency algorithms [Sha97]. The abstract model did
not discharge the main safety invariant but it was easy to extract the minimal
condition needed to verify the invariant from the abstract model. A reachability
analysis of the abstract model delivered enough useful invariants so that a small
amount of theorem proving could discharge this condition. Neither the model
checking nor the theorem proving used here is especially difficult. While some
guidance is needed in selecting lemmas and conjectures, the proofs of these can
be carried out with substantial automation.

3 Conclusion

We have argued that verification technology is best employed as an analysis
technique to generate properties of specifications and programs rather than as
a method for establishing the correctness of specific properties. Such a sym-
bolic analysis framework can employ both theorem proving and model checking
as appropriate to generate useful abstractions and automatically derive system
properties.

Many ideas remain to be explored within the symbolic analysis framework.
The construction of the symbolic analysis laboratory SAL as an open framework
will support the exploration of ideas at the interface of theorem proving and
model checking.
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Abstract. The formal verification of concurrent systems is usually seen
as an example par excellence of the application of mathematical methods
to computer science. Although the practical application of such verifica-
tion methods will always be limited by the underlying forms of combi-
natorial explosion, recent years have shown remarkable progress in com-
puter aided formal verification. They are making formal verification a
practical proposition for a growing class of real-life applications, and have
put formal methods on the agenda of industry, in particular in the areas
where correctness is critical in one sense or another. Paradoxically, the
results of this progress provide evidence that successful applications of
formal verification have significant elements that do not fit the paradigm
of pure mathematical reasoning. In this essay we argue that verification
is part of an experimental paradigm in at least two senses. We submit
that this observation has consequences for the ways in which we should
research and apply formal methods.

1 A Little History

The roots of formal verification lie in the observation, which broke ground in the
nineteen-sixties and -seventies, that software programs can be seen as formal, i.e.
mathematical objects. This led to extensive studies of formal semantical models
for programming languages, and the development of (academic) programming
languages for which nice formal models could be guaranteed to exist. This ac-
tivity generated a deeper understanding of the structure of computer programs
and provided the foundations for many of the mathematical tools and models
that are known as formal methods today.

In addition to the development of mathematical models that would help to
give a scientific foundation to programming, this period was also marked by a
strong methodological interpretation of these achievements that promoted the
view of programming as an essentially mathematical activity. If programs are
mathematical objects and specifications of their intended functionality properly
formalised, then their correctness can be demonstrated by mathematical means.
Much effort was directed towards the development of programming calculi in
which the development of programs can be seen as a form of equation solving.
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The beauty and strength of this vision were so compelling that they domi-
nated the scientific research agenda for programming for many years. The move-
ment as such acquired, perhaps inescapably, also some ideological traits, in the
sense that it was less forgiving of practical programming as practised in industry,
and the program validation methods used there, most notably testing. The cure
for the diagnosed software crisis was thought to be found in the education of a
new generation of academically trained programmers that would introduce the
mathematical methods of programming into industry.

Although the mathematical school of programming has thoroughly influenced
the the study of programming, programming languages, specification, etc., it
is now generally acknowledged that the mathematical theory of programming
cannot be applied as was originally envisaged. Many arguments have been put
forward to explain why it did not or could not work (see e.g. [7]), including cir-
cumstantial technical, economical, sociological and educational reasons that we
will not consider here. An intrinsic reason for failure that was initially overlooked,
is the retrospectively almost obvious fact that in general a correctness proof has
a complexity proportional to that of the program involved. This causes direct
problems in scaling up the method to deal with complicated software systems,
which was, of course, the ultimate goal. Proofs or derivations of such systems
would be very complicated and therefore susceptible to errors themselves, di-
rectly undermining the essential contribution of the method.

The law of conservation of misery has made sure that there are no easy
solutions to the problem. The term formal methods became commonplace some-
where in the nineteen-eighties to indicate the assorted formal notations, theories
and models that had been developed to help specify, implement amd analyse
software systems. As by then not only sequential, but also concurrent and re-
active systems could be mathematically described and analysed in terms of el-
egant mathematical models, a second wave of methodological optimism swept
through academia and parts of industry. Having at our disposal methods for the
formal description and manipulation of algorithms, concurrent interaction and
data, it was believed that the design and the development of a proof of cor-
rectness of complex systems could be a shared activity, known as correctness by
design. Moreover, these integral broad spectrum formalisms would be supported
by powerful software environments to support the design and verification with
the required precision, thus solving the problem of controlling the precision of
complicated (or perhaps better: lengthy) formal manipulations. The failure of
this second formalist attack on the software crisis was again due to many, diverse
causes. Again there was one important intrinsic reason: the formal objects that
corresponded to descriptions of (parts of) the systems designs were so large that
they could no longer be manipulated effectively, not even by software tools. This
phenomenon became known as the combinatorial explosion, or in the paticular
case of the explicit manipulation of system states as the state space explosion.
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2 Computer Aided Verification

During the past few years formal methods, and in particular formal verification,
are again drawing the attention of the research community and (parts of) indus-
try. This time it is not the result of a methodological movement, but the result of
technological advances and research in the field of computer aided verification.
For the first time it has proved possible to formally verify parts of nontrivial sys-
tems with practical consequences. This success in scaling up verification methods
from toy examples to small-size real-life systems is the first hard evidence that
the use of formal methods can, under circumstances, be made consistent with
the requirements of industrial engineering.

Broadly speaking, computer aided verification can be categorised in two main
streams: the theorem proving approach, which uses tools to produce completely
formal proofs of correctness, and the model checking approach, which is basically
a brute force approach to enumerate and check all reachable states of the system
under verification. Both approaches can only work on the basis of a model of the
system under verification. In theorem proving the model is a logical theory char-
acterising the (relevant) properties of the system. In model checking the model
must be operational so that systems states can be systematically produced, and
usually takes the form an abstract program describing some sort of transition
system.

Some reasons for the growing success of computer aided verification are:

1. The technological improvement of the necessary computing equipment. Be-
cause of the ever increasing performance of systems in terms of speed and
available memory, computations that were far beyond the possible ten years
ago are a matter of routine today.

2. The availability of serious tool environments. Much of the work on such en-
vironments has needed a considerable time to come to fruition, and effective
tools start becoming available now. The development of good tools require
sustained efforts over many years to develop stable architectures and profit
from accumulating improvements.

3. The development of techniques to contain the effects of the combinatorial
explosion. Abstraction techniques are used to strip away information in the
model that is not relevant for the verification at hand, and lead to a simplifi-
cation of verification models. Modular and compositional techniques apply a
divide and conquer strategy to handle complexity by making formal manip-
ulation local to well-defined parts of the model that are significantly smaller.
In model checking substantial progress has also been achieved by the use of
clever data types that allow for compactification, such as BDDs and the use
hashing techniques.

Computer aided verification tends to have a rather pragmatic approach.
What can be achieved depends more on the capacities and limitations of the
tools that are being used, and less on methodological considerations. Because
verification problems in their entirety are too large to handle, the process is
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eclectic and concentrates on the essentials. This means that only crucial parts
and properties of the system and its requirements, respectively, are formalised
and verified. In practice this means that computer aided verification process is
subject to a process of trial and error to determine how much of a system can
be verified with the available resources.

As we are still in the early days of computer aided verification the knowledge
about the effective scope of applications of the different tools and techniques
is still very limited. Moreover, it appears to be difficult to generalise successful
applications as we are sometimes confronted be chaotic behaviour, in the sense
that small changes to a given problem may have big effects on the effectiveness
of a particular verification technique.

Because of the substantial investments that must be made for computer aided
verification for industrial applications, typical examples concern systems whose
correct functioning is critical in a certain sense. This is not restricted to the
so-called safety-critical systems, but applies more generally to systems for which
the abstract or real cost of their malfunctioning is too high. Highly replicated
systems (partly) implemented in hardware are a case in point. Embedded systems
in consumer electronics and the automotive industry are good examples, as well
as the verification of hardware chip designs.

Summarising, we can say that computer aided verification takes place in a
context of experimentation. Different techniques are experimented with to in-
crease the performance of the tools. Models and specifications are experimented
with to see how much of a given problem can be verified. Typical examples of
verification are found outside the world of pure software in interaction with more
traditional engineering disciplines for which experimentation and measurement
is an established method of quality control. In addition to this general exper-
imental atmosphere that surrounds practical verification, there is another and
more essential link between experimentation and verification.

3 Verification Needs Experimentation

Verification needs as its basis a formal model of the system that must be veri-
fied, the so-called verification model. As it plays a crucial role in the verification
process, it can be said that a verification is as good as its underlying model.
Obtaining valid verification models, i.e. models that faithfully represent the rel-
evant properties of the objects they represent, therefore is a cornerstone of the
verification process.

One of the strengths of the original paradigm of programs as mathematical
objects is that a program text is (through its formal semantics) its own formal
definition. The question of the validity of the formal model w.r.t. the reality of
the physically executed program can be dealt with as a correctness requirement
for the compiler (or interpreter) of the programming language. This has the
advantage that the problem can be adressed and solved in generic terms, and
the cost of producing a correct compiler can be amortised over all the programs
that will be compiled.
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As already indicated earlier, the situation for actual computer aided verifi-
cations can be radically different. If a complete, formal definition of the system
under verification is available then it will usually be too big to serve as an effec-
tive verification model. This means that additional efforts are required to obtain
smaller models that are valid for the verification task at hand.

A way to approach this question is to transform the original model into a
smaller one, and demonstrate the validity of the result by proof or by construc-
tion. Indeed, the use of proof checkers for this purpose, in combination with
model checkers for the verification proper, has been suggested as an elegant way
to combine the strength of these two verification methods. Although this can be
useful approach for specific classes of systems, it is less likely to be a generic solu-
tion to the problem, as it generally will bring us right back to the combinatorial
explosion that we want to avoid.

In practice verification models are not formally derived or proved, but con-
structed on the basis of a combination of insight, heuristics, and sometimes
formally well-defined abstractions. This principal loss of a formal link between
the formal definition of a system and its effective verification model may be
lamented, but it has a positive side to it. The availability of complete formal
specifications of systems that we want to verify may help, but is no longer an ab-
solute requirement. This is important as for complex systems such specifications
are as a rule not available, and the cost of producing them is often prohibitively
expensive. Smaller, more abstract specifications that suffice for the verification
of some crucial correctness properties, however, could help to increase confidence
in the correctness of a system in a more realistic price-performance ratio.

Also, it should be realised that the relation between formal specifications of
complex systems and their realisations is more problematic than that between
programs and their inplementations. Complex systems generally cannot be pro-
duced by just using reliable compiler(s), and often need elaborate engineering
involving both hardware and software, requiring solutions that are unique to the
given system. This implies that if we want to assess not only the correctness of
a formal design, but actually want to analyse properties of the resulting system,
its formal specification may not be the only relevant source of information.

We thus find ourselves in a situation in which the validity of many of our
verification models cannot be demonstrated by formal means. This means that if
we want to assess their validity, and we must if we take our job seriously, we can
only use experimental methods. Moreover, this experimental validation is not
just a phase born out of temporary necessity, but that it constitutes an essential
methodological ingredient for the verification of real-life systems. As in physics,
it is the tool to bridge the orders of magnitude that lie between a complete
description of a system and an effective theory of its properties (cf. an extremely
large set of molecules vs a volume of gas). It is worthwhile mentioning that in
physics one can also quantify the consequences of such abstractions and show
that the errors incurred are sufficiently small. In this respect it is interesting to
note that in performance analysis often great simplifications of the evaluation
models can be obtained without significant loss of precision. Such approximative
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abstractions are not feasible if evaluation is restricted to evaluation in the binary
system of classical logic. Stochastic interpretations of behaviour can perhaps
provide a way forward in this respect: they would allow abstracting away from
behaviours that are sufficiently unlikely.

Because the experimental paradigm is foreign to many who are active in the
field of formal methods, its role is seldom explicitly addressed and if acknowl-
edged, it is usually delegated to the engineers of “real” systems and the testing
community. But the engineering of verification models is a task that requires
intimate knowledge of the formal methods that are used, and therefore should
concern all who are interested in the application of verification.

What is needed is agreement on what constitutes good verification practice.
If we take our inspiration from the established experimental sciences, we should
follow a protocol that includes the following ingredients:

— Problem statement: clearly defines the problem that is adressed. It answers
questions like:

e What is the system or design that must be verified?

e What are the properties that must be verified?

e What assumptions are made?
Verification set-up: describes the ingredients of the verification, their use and
relation accurately, so that all will be repeatable by others. Related questions
are:

e What verification model is used?

e How are the properties formalised?

e What tools and computing equipment are used?

(versions, relevant system parameters)

e What procedure was followed?
— Measurements: gives all the relevant data that were obtained.
— Error discussion: evaluates systematically all sources of errors that could
have influenced the measurements. In particular, this section should address
the quality of the verification model that was used.
Conclusion: presents the final outcome of the verification. Generally, this is
not a simple yes/no-answer, but an qualitative and/or quantitative interpre-
tation of the measurements in the context of the error discussion.

Current verification practice is often opaque, not because it does not include
activities to validate the verification model, but because it does not make them
explicit and does not relate them via an error discussion to the results. What
complicates matters is that the debugging of a verification model is often inter-
leaved with the verification itself, when during verification unexpected properties
are encountered that are not related to errors in the original system, but to er-
rors in the model. This can lead to a continuous improvement of the verification
model itself, and requires precise bookkeeping of model versions and properties
verified. The quality of this process has decisive influence on the quality of the
verification procedure as a whole.

So far, we have looked at experimentation as a way to improve the practical
applicability of formal verification. In the next section we want to present yet
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another angle that links verification to empirical methods, viz. in the scientific
evaluation of formal methods.

4 Verification and the Methodology of Computer Science

From time to time the question concerning the nature of computer science
among the sciences is raised. Hartmanis addressed this question in his 1993
Turing Award Lecture, which led to a subsequent discussion published in the
ACM Computing Surveys [3,1]. Hartmanis’ own conclusion is not very precise:
he qualified computer science as a new species among the known sciences for
which “a haunting question remains about analogies with the development of
physics”. Even so, he reports on the coexistence of science and engineering as-
pects, and remarks: “Somewhat facetiously, but with a grain of truth in it, we
can say that computer science is the engineering of mathematics (or mathemat-
ical processes)”. The authors in [1] take various positions, some defending the
experimental science point of view, others emphasising the engineering aspects,
and yet others argue for both. The overall impression is that at that time there
was no general agreement.

Interestingly enough, already in 1986 Robin Milner gave an account of the
experimental nature of a good part of computer science in [5]. He distinguishes
between the hard core of computing theory, consisting of recursion and com-
plexity theory, dealing with the characterisation and classification of what is
computable, and mathematical theories “in the service of design”, i.e. theories
that help making and analysing computational artifacts. He proposes that such
theories must be evaluated experimentally, by using them in prototype method-
ologies that are tried out in practice.® This position is nicely reminiscent of the
point of view taken by Herbert Simon in his Sciences of the Artificial [6]. He
argues that in general the engineering of artifacts is based on an empirical sci-
ence of implementation and realisation methods. Experimental design is used
to determine the scope of effectiveness of the different methods: under which
conditions and circumstances can they be applied successfully, and how to they
influence the quality of the resulting product?

In this context (computer aided) verification can be seen as experiments in
the sense of Milner and Simon to determine the effectiveness of formal methods.
Of course, there are many other experiments that one can think of, dealing with
qualities other than correctness. But verification is a useful class of experiments
because it can be tool supported and seems to lend itself better for purposes of
comparison than, for example, entire system designs.

The role of verification as experimention with formal methods suggests that
we should also develop richer evaluation criteria for such experiments than seem
to be in current use. Computer aided verification is strongly focussed on the
performance (time, memory usage) of the software tools that are used. This is
understandable from the existing drive towards faster and better verification

1 A similar point of view was elaborated by the author in [2]
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tools. Nevertheless, it is very important to know to what extent other aspects of
verification are (not) supported in different formal frameworks, such as the rela-
tive ease of validating a verification model, of obtaining a verification model, of
selecting and formalising correctness criteria, etc. These observations imply that
it is important to repeat and compare verifications using different formalisms
and tools. The results of such repeated experiments should be publishable. This
should also hold for failed attempts, provided that interesting lessons can be
distilled from such failures.

Publications like [4] suggest that computer science compares badly with other
branches of science, in the sense that relatively few papers are published with
experimentally validated results. Every real opportunity to validate our methods
should therefore exploited, and we should strive for a culture that is comparable
to that in the other sciences, viz. that in the long run there is no place for formal
methods that have not been validated by serious experimentation.
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In this talk, I give an overview of some recent work, by my colleagues and me at
Stony Brook, concerning compositional specification and performance analysis
techniques for finite-state reactive systems in which probability and timing play
a significant role.

By reactive systems, I mean concurrent systems whose components main-
tain an ongoing interaction with their environments. The complexity of such
systems typically resides not in the calculations to be performed by individ-
ual system components, but rather in timing and other details of the interac-
tions between components. Examples of reactive systems incude process control
software, telecommunication security and e-commerce protocols, and embedded
systems. By compositional specifications I mean those in which complex systems
are described in a hierarchical and modular way as compositions of simpler com-
ponents. By compositional performance analysis I mean performance analysis
techniques that exploit the modular structure of a system description and work
in a component-by-component fashion to calculate performance measures.

In our work [WSS97,5598,5P99], we have introduced Probabilistic 1/0 Au-
tomata (PIOA) as a model for reactive systems in which probability and timing
are of importance. The PIOA model is a probabilistic adaptation of the I/O
automata model developed by Nancy Lynch and her students [Lyn96]. A key
feature of the I/O automata model is the operation of composition, by which a
“compatible” collection of I/O automata can be combined into a single, larger
automaton. The notion of composition depends in an essential way on a distinc-
tion made in the I/O automata model between input actions, which are stimuli
applied to an automaton by its environment, output actions, which are responses
made by an automaton to its environment, and internal actions, which represent
internal steps in which the automaton does not interact with its environment.
Output and internal actions are called locally controlled, because their occur-
rence is under the control of the automaton, whereas input actions are under
the control of the environment, with the automaton unable to exert any influence
over their occurrence.

The PIOA model integrates probability and timing into the I/O automata
model, while carrying over in a natural way its essential features of asyn-
chrony and compositionality. To the original I/O automata model, two kinds
of probability-related information are added. First, probability distributions are
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associated with each state ¢ of an automaton, in such a way that for each input
action a, there is one probability distribution covering all transitions for action a
from state ¢, and such that there is one additional probability distribution cover-
ing all transitions for locally controlled actions from state q. The second type of
probabilistic information included in the PIOA model consists of a rate associ-
ated with each state. The rate is a nonnegative real number, which we interpret
as the parameter of an exponentially distributed random variable that describes
the amount of time spent by an automaton in a state before it executes its next
locally controlled action. Rates enable us to “probabilize” the scheduling of lo-
cally controlled transitions taken by a system of component PIOAs, according
to the following race criterion: upon entering a state, each component PIOA
chooses randomly, according to the exponential distribution whose parameter is
the rate of that state, a nonnegative real number that represents the amount of
time that PIOA will remain in this state before executing the next locally con-
trolled action. The times chosen by each of the component PIOAs are compared,
the PIOA that has chosen the smallest time is declared “the winner,” and it is
allowed to perform the next locally controlled action at the time it has chosen.

A PIOA with an empty set of input actions is called closed. Closed PIOAs
determine continuous-time Markov chains (CTMCs) [How71], which are widely
used in modeling and performance analysis. An important reason for the
widespread use of CTMCs is that they can, in fact, be analyzed—algorithms
exist to “solve” the CTMC to compute performance measures that predict the
behavior of the real system. For example, the steady-state probabilities for a
CTMC describe the fraction of time spent by the system in each state over the
long run, and these probabilities can be obtained by solving a system of linear
“balance equations” associated with the CTMC. From the steady-state prob-
abilities, one can compute the mean recurrence times, which describe, on the
average, how long it will take for a system to return to a state it has just left.
The reciprocals of the mean recurrence times can be interpreted as throughputs,
which are often useful performance parameters that can actually be measured
for a real system.

The PIOA model is closely related to stochastic process algebras such as
EMPA [BDGO8], PEPA [Hil96], and TIPP [HR94], whose stochastic semantics
are also described in terms of an underlying CTMC. Significant differences be-
tween the PIOA model and these other stochastic process algebras are: (1) the
PIOA model does not attempt to treat any form of non-probabilistic internal
choice, and (2) in the PIOA model, a syntactic distinction is drawn between
output (“active”) actions and input (“passive”) actions, and at most one com-
ponent can be active in any synchronized action. These restrictions enable the
PIOA model to avoid semantic problems associated with assigning probabilities
to synchronized actions.

Traditional techniques [Ste94] for performance analysis of a CTMC system
model typically proceed by first compiling the system description into a matrix
representation of a CTMC. An iterative numerical method, such as Gauss-Seidel
iteration or successive overrelaxation, is then used to solve the system to obtain,
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for example, the steady-state probabilities. Although the matrices arising in
practice from CTMC descriptions are generally sparse, and require storage space
which is linear in the number of states of the CTMC, if no steps are taken to
reduce the size of the CTMC representation, the amount of memory needed to
store it limits the maximum size of models that can be solved. Typical maximum
sizes of CTMCs that can be treated by standard methods are somewhat in excess
of 106 states. This sounds like a lot of states, until one realizes that it only takes
six components, with each component having ten states, to describe a system
with this many global states. This severely limits the applicability of standard
techniques to even relatively simple real-world systems.

The PIOA-based techniques we have developed can be used to give a de-
scription of a CTMC as the composition of a collection of PIOA components,
and then to exploit the compositional structure of the system description in the
calculation of performance measures, thereby avoiding the construction of the
full CTMC state space. Our techniques are applied by starting with a represen-
tation of a particular performance measure to be calculated, and then treating
the system one component at a time. As each component is treated, state-space
reduction is performed before proceeding to the next component. This reduction
step eliminates information that is not relevant to the computation of the per-
formance measure of interest. The overall idea is similar to the compositional
aggregation technique of Hillston [Hil95], except that we use a very different
state-space reduction algorithm and we are able to use information about the
performance measure to enhance the reduction.

Our techniques most naturally apply to the calculation of transient per-
formance measures that can be expressed as expectations of a certain kind of
function over the probability space of system executions. Some examples of per-
formance measures that can be expressed in this way are: (1) the probability of
a total failure of all components, in a system in which components fail and are
repaired after some time; (2) the expected time until a total failure in such a sys-
tem, assuming that such a failure will occur with probability one. We have also
shown that our techniques can be applied to compute steady-state performance
measures, by viewing them as limits of transient measures.

Our methods for compositional analysis of systems of PIOAs are based on a
kind of abstract semantics for PIOAs that retains just the information required
for performance analysis. The main notions in the theory are: rated traces, which
are alternating sequences of rates and actions that form a kind of abstraction of
PIOA executions; observables, which are measurable functions from rated traces
to real numbers, and whose expectations correspond to performance measures;
and PIOA behaviors, which are functions from observables to observables that
capture the way in which system performance is modified by the incorpora-
tion of an additional PIOA as a system component. A compositionality theorem
states that PIOA behaviors compose: the behavior of a composite system can
be obtained by composing (as functions) the behaviors of the individual system
components.
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Our algorithms for compositional performance analysis work for representable
observables, which are those that have a linear representation as a certain kind
of automaton with states in a finite-dimensional vector space. Linear represen-
tations of observables are a generalization of the classical notion of linear repre-
sentations for formal power series [BR84]. We have shown [SS98] that algorithms
exist for: (1) calculating the result of applying the behavior of a finite-state PIOA
to a representable observable; (2) finding, given a linear representation of an ob-
servable, a minimum-dimension linear representation for that same observable;
and (3) calculating the expectation of an observable to obtain a performance
measure. We have implemented our algorithms in the very high-level functional
programming language Standard ML. A description of the implementation and
the results of applying it to some examples can be found in [SP99].
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Abstract. Concurrency is an essential element of abstract models for
embedded systems. Correctness and efficiency of the design depend crit-
ically on the way concurrency is formalized and implemented. Concur-
rency is about communicating processes. We introduce an abstract for-
mal way of representing communication among processes and we show
how to refine this representation towards implementation. To this end,
we present a formal model, Abstract Co-design Finite State Machines
(ACFSM), and its refinement, Extended Co-design Finite State Ma-
chines (ECFSM), developed to capture abstract behavior of concurrent
processes and derived from a model (Co-design Finite State Machine
(CFSM)) we have used in POLIS, a system for the design and verifi-
cation of embedded systems. The design of communication protocols is
presented as an example of the use of these formal models.

1 Introduction

By the year 2002, it is estimated that more information appliances will be sold
to consumers than PCs (see Business Week, March 1999). This new market
includes small, mobile, and ergonomic devices that provide information, enter-
tainment, and communications capabilities to consumer electronics, industrial
automation, retail automation, and medical markets. These devices require com-
plex electronic design and system integration, delivered in the short time frames
of consumer electronics. The system design challenge of at least the next decade
is the dramatic expansion of this spectrum of diversity and the shorter and
shorter time-to-market window. Given the complexity and the constraints im-
posed upon design time and cost, the challenge faced by the electronics industry
is insurmountable unless a new design paradigm is developed and deployed that
focuses on:

— design re-use at all levels of abstraction;
— “correct-by-construction” transformations.

An essential component of a new system design paradigm is the orthogo-
nalization of concerns, i.e., the separation of the various aspects of design to
allow more effective exploration of alternative solutions. The pillars of the de-
sign methodology that we have proposed over the years are:

C. Palamidessi (Ed.): CONCUR 2000, LNCS 1877, pp. 29-47, 2000.
© Springer-Verlag Berlin Heidelberg 2000
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— the separation between function (what the system is supposed to do) and
architecture (how it does it);
— the separation between computation and communication.

1.1 Function-Architecture Co-design

The mapping of function to architecture is an essential step from conception
to implementation. In the recent past, there has been a significant attention in
the research and industrial community to the topic of Hardware-Software Co-
design. The problem to be solved here is coordinating the design of the parts
of the system to be implemented as software and the parts to be implemented
as hardware, avoiding the HW/SW integration problem that has marred the
electronics system industry for so long. We actually believe that worrying about
hardware-software boundaries without considering higher levels of abstraction
is the wrong approach. HW/SW design and verification happens after some es-
sential decisions have been already made, thus making the verification and the
synthesis problem so hard. SW is really the form that a given piece of func-
tionality takes if it is “mapped” onto a programmable microprocessor or DSP.
The origin of HW and SW is in behavior that the system must implement. The
choice of an “architecture”, i.e. of a collection of components that can be either
software programmable, re-configurable or customized, is the other important
step in design.

Behavioral Architecture
enaviora Libraries .
Libraries Functional Level
Capture Verify Capture Verify
Behavior |eg| Behavior rchitectur: rchitecture|
Map Behavior to Verify .
Architecture | Performance Mapping Level
h i
Performance Refine HW/SW [ Linkto
Back-Annotation HArchitecture pArchitecture
Verification

Architectural Level

Link to
HW/SW
Implementation

Fig. 1. Proposed design strategy

1.2 Communication-Based Design

The implementation of efficient, reliable, and robust approaches to the design,
implementation, and programming of concurrent systems is essential. In any
large-scale embedded systems design methodology, concurrency must be consid-
ered as a first class citizen at all levels of abstraction and in both hardware and
software.

Concurrency implies communication among components of the design. Com-
munication is too often intertwined with the behavior of the components of the
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design so that it is very difficult to separate out the two domains. Separating
communication and behavior is essential to dominate system design complexity.
In particular, if in a design component behaviors and communications are inter-
twined, it is very difficult to re-use components since their behavior is tightly
dependent on the communication mechanisms with other components of the
original design. In addition, communication can be described at various levels
of abstraction, thus exposing the potential of implementing communication be-
havior in many different forms according to the available resources. Today this
freedom is often not exploited.

1.3 Formal Models

We have promoted the use of formal models and transformations in system
design so that verification and synthesis can be applied to advantage in the
design methodology [1]. Further, the concept itself of synthesis can be applied
only if the precise mathematical meaning of a description of the design is applied.
It is then important to start the design process from a high-level abstraction that
can be implemented in a wide variety of ways. The implementation process is a
sequence of steps that remove freedom and choice from the formal model. In other
words, the abstract representation of the design should “contain” all the correct
implementations in the sense that the behavior of the implementation should
be consistent with the abstract model behavior. Whenever a behavior is not
specified in the abstract model, the implicit assumption is that such behavior is a
“don’t-care” in the implementation space. In other words, the abstract model is a
source of non-deterministic behavior, and the implementation process progresses
towards a deterministic system. It is important to underline that way too often
system design starts with a system specification that is burdened by unnecessary
references to implementations resulting in over-determined representations with
respect to designer intent that obviously yield under-optimized designs.

In the domain of formal model of system behavior, it is common to find the
term “Model of Computation” (MOC), an informal concept that has its roots in
language theory. This term refers more appropriately to mathematical models
that specify the semantics of computation and of concurrency. In fact, concur-
rency models are the most important differentiating factors among models of
computation. Ed Lee [2] has very well stressed the importance of allowing one
to express designs making use of all models of computation, or at least of the
principal ones, thus yielding a so-called heterogeneous environment for system
design. In his approach to simulation and verification, assembling a system de-
scription out of modules represented in different models of computation reduces
to the problem of arbitrating communication among the different models. How-
ever, the concept of communication among different models of computation still
needs to be carefully explored and understood from a synthesis and refinement
viewpoint.

This difficulty has actually motivated our approach to communication-based
design where communication takes the driver seat in system design [7]. In this
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approach, communication can be specified somewhat independently of the mod-
ules that compose the design. In fact, two approaches can be applied here. In the
first case, we are interested in communication mechanisms that “work” in any
environment, i.e., independently of the formal models and specifications of the
behavior of the components. This is a very appealing approach if we look at the
ease of component assembly. It is however rather obvious that we may end up
with an implementation that is overly wasteful, especially for embedded systems
where production cost is very important. A more optimal (but less modular)
approach is to specify the communication behavior, and then to refine jointly
one side of the communication protocol and the behavior that uses it, in order
to exploit knowledge of both to improve the efficiency of the implementation.
Here, a synthesis approach is most appealing since it reduces the risk of making
mistakes and it may use powerful optimization techniques to reduce design cost
and time.

Communication and time representation in a Model Of Computation are
strictly intertwined. In fact, in a synchronous system, communication can take
place only at precise “instants of time” thus reducing the risk of unpredictable
behavior. Synchronous systems are notoriously more expensive to implement and
often less performing thus opening the door to asynchronous implementations.
In this latter case, that is often the choice for large system design, particular
care has to be exercised to avoid undesired and unexpected behaviors. The bal-
ance between synchronous and asynchronous implementations is possibly the
most challenging aspect of system design. We argue that globally asynchronous
locally synchronous (GALS) communication mechanisms are probably a good
compromise in the implementation space [1]. The research of our group in the
last few years has addressed the above problems and allowed us to define a full
design methodology and a design framework, called Polis [1], for embedded sys-
tems. The methodology that we have proposed is based on the use of a formal and
implementation-independent MOC, called CFSMs (Co-design Finite State Ma-
chines). CFSMs are Finite State Machines extended with arithmetic data paths,
and communicating asynchronously over signals. Signals carry events, which are
buffered at the receiving end, and are inherently uni-directional and potentially
lossy (in case the receiver is not fast enough to keep up with the sender’s speed).
The CFSMs model is Globally Asynchronous Locally Synchronous (GALS), since
every CFSM locally behaves synchronously following the FSMs semantics while
the interaction among CFSMs is asynchronous from a system perspective.

However, the view of communication in CFSMs is still at a level of abstrac-
tion that is too low. We would like to be able to specify abstract communica-
tion patterns with high-level constraints that are not implying yet a particu-
lar model of communication. For example, it is our opinion that an essential
aspect of communication is the guarantee of reception of all the information
that has been sent. We argue that there must exist a level of abstraction that
is high enough to require that communication takes place without loss. The
synchronous-asynchronous mechanism, the protocols used and so on, are just
implementation choices that either guarantee no loss or that have a good chance
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of ensuring that no data is lost where it matters (but that need extensive ver-
ification to make sure that this is indeed the case). For example, Kahn process
networks [1] guarantee no loss at the highest level of abstraction by assuming an
ideal buffering scheme that has unbounded buffer size. Clearly the unbounded
buffer size is a “non-implementable” way of guaranteeing no loss. When moving
towards implementable designs, this assumption has to be removed. A buffer can
be provided to store temporarily data that are exchanged among processes but
it must be of finite size. The choice of the size of the buffer is crucial. Unfortu-
nately deciding whether a finite buffer implementation exists that guarantees no
loss is not theoretically feasible in the general case, but there are cases for which
an optimal buffer size can be found [2]. In other cases, one has to hope for the
best for buffer overwrite not to occur or has to provide additional mechanisms
that, when composed with the finite buffer implementation, still guarantee that
no loss takes place (for example, a request/acknowledge protocol). Note that in
this case the refinement process is quite complex and involves the use of com-
posite processes. Today, there is little that is known about a general approach
to communication design that has some of the feature that we have exposed.

An essential step to develop communication-based design is the understanding
of “communication” semantics. We believe that communication in formal models
has not been treated at the correct level of abstraction.

1.4 Outline of the Paper

In Section 2, we present a model for communication semantics and use it to
describe the FIFO communication mechanism. This mechanism is used in the
two models introduced in Section 3 obtained by “abstracting” Co-design Finite
State Machines (CFSMs) to deal with the problems posed by communication-
based design. Finally, in Section 4 we show how to use these models to design
an application example: a wireless communication protocol.

2 Communication

Large distributed systems are composed of a set of concurrent and interacting
components .

A prerequisite for the interaction between distinct components is the ex-
istence of a connection between an output port of one component, called the
sender, and an input port of another component, called the receiver. A connec-
tion can be modeled as a process whose function is the identity between input
and output signals. With respect to the interaction between sender and receiver,
a connection imposes the equality of the input signal of the receiver with the
output signal of the sender (Figure 2).

! Following the Tagged Signal Model formalism [3], system components are modeled
as functional processes, whose set of behaviors is defined by a mapping from a set
of input signals I to a set of output signals O, F' : I = O. Unless a definition is
explicitly given, terms like process, signal, behavior are used in this paper as in [3].
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Fig. 2. Connection Process

Consider two components, the sender modeled by process S (Fs : Iy = Oy)
and the receiver by process R (F, : I, = O,). Connecting S and R as shown
in Figure 3 implies that only a signal that is an output of S may be an input
of R. As a result, the input space of R is restricted to the intersection O4 N I,
of its domain I, with the output space of S (Figure 3). When the domain of R
includes a signal i, ¢ O, the connection results in a restriction of the set of
possible behaviors of R that can be optimized by removing the behaviors that
correspond to the input signals i, € O4 N I,..

2.1 Adapters

If the set O, N I, is not empty, we say that the behaviors of S and R _are not
adapted, since the behavior of R is not defined for inputs o} € Og N I,. This
mismatch 2 can be solved in one of the following ways:

1. R discards inputs o} and treats them as errors,
2. outputs o of S and the behaviors originating them are removed from S,
3. signals o} are mapped into signals that can be accepted by R.

Fig. 3. Behavior mismatch

2 An example is when the sender is an analog system and the receiver is digital: an
A/D converter is needed to allow the receiver to understand the messages of the
sender.
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In 1) the set of behaviors of R is extended to R’ to include the error handling
of the undesired input signals that may be received. In 2) the behavior of the
sender is optimized and restricted to S’ to exclude the production of output
signals incompatible with R. In 3) an interface (represented in Figure 4 as a
process with function Fyep_int) is used to map the signal emitted by S into a
signal that belongs to the domain of R. Such an interface [8] can be usually
split into two processes (Fpen_int = Fren_sint © Foen_rint)), which encapsulate S
and R (Fy = Fy 0 Fyen_sint and Fyr = Fpep_rint © F) and permit communication
between the modified behaviors S’ and R’ over a connection. We call this type
of interface Behavior Adapter (BA) (Figure 4).

Fig. 4. Behavior Adapter

2.2 Channels

Connections are implemented using physical channels (Figure 5) ® , whose func-
tion (F. : I. = O.) in general differs from the identity, e.g. due to noise or
interference. As a result, even if the behaviors S’ and R’ were perfectly adapted,
the received signal F,(i.) = F.(0s) might be out of the domain of R’ or trigger
an incorrect behavior of R. Therefore, for a safe and correct interaction among
system components it is key to select a channel whose behavior approximates
that of the ideal connection.

Quality of Service (QoS) requirements * partition the set of behaviors F' into
two classes, the class of those that satisfy them and the class of those that do
not satisfy them. Let us introduce a relation ~C F' x F, such that

~={(f, f)|f € F, f' € F,both f and f’ satisfy the quality requirements}.

Two processes f and f’ such that f ~ f’ are said to be QoS-equivalent.
Given a connection and a set of requirements on the quality of the received
signal, the set of the behaviors Fs o F, o F,., where F, is the channel function,

3 A connection establishes a relation between signals. A channel is a set of physical
objects that implement a connection.

4 Quality of Service requirements include maximum delay, minimum throughput, max-
imum number of errors.
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is partitioned into two classes: the class of valid channels and the class of the
invalid ones. The former includes all the channels that guarantee satisfaction of
the requirements on the quality of the received signal °. Since the ideal connection
(identity function id) by definition satisfies the quality requirements, the set of
valid channels can be defined as:

ValidChannels = {F,: Fso F,o F, ~ Fso0 F,}

The first step in designing a valid channel is to select a physical channel
whose function is F,. If the channel is invalid due to its physical limitations, it is
necessary to introduce an interface between the behaviors and the channel that
matches the undesired effects. We call this type of interface Channel Adapter
(CA) Y. A channel adapter interface is usually symmetric to the channel and is
defined by two functions, (F.s_int) implementing the sender-channel and (F;_int)
the channel-receiver interfaces (Figure 5). If FsoFoq_jnt0 FLoFpp_intoFy. ~ Fs0F,
the interface successfully adapts the channel F,, otherwise it is necessary to iter-
ate the adaptation process and look for two other functions Figr_jn¢ and Fiopr_ing
such that FyoFes_int 0 Fes _int 0 Fe0Fepr _int 0 Fep_ing 0y ~ Fso Iy ". Note also that
if channel adapters introduce some mismatch between the range of Fis_jnt 0 Fe
and the domain of F.s_;,¢ a behavior adapter is needed.

Fc
@OS : 1@
Fc
(s o e
Fc_sint Fc_rint

Fig. 5. Channel Adapter

5 No losses is one of the possible QoS requirements for a communication. For such
requirement valid channels are called lossless, invalid channels lossy.

6 Example of Channel Adapters functions are: error correction, flow control, medium
access control.

7 The channel adapter interface often consist of several layers, each adapting the chan-
nel at a different level of abstraction.
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2.3 Communication and Protocols

We define communication as a composition of processes that is QoS equivalent to
the identity process. A protocol is the sequence of behavior and channel adapters
that implement a communication.

Figure 6 describes the flow we propose for designing protocols. Given two
components S and R, they are first connected and their behaviors are compared.
If there is a need for a behavior adapter BA, this is introduced. The next step
is the selection of channel C'H. If there is no valid channel available, a channel
adapter composed of the two interfaces CRA (channel-receiver adapter) and SCA
(sender-channel adapter) is introduced to overcome the limitations of the invalid
channel selected. If the behavior of the sender composed with the channel and
the behavior of the receiver are not adapted, another behavior adapter is needed.
This procedure is iterated until the behaviors no longer need to be adapted and
a valid channel is defined.

Connection: SoR|
Ir=0s?

Behavior Adapter:
SoBAoR =

SoBAoBA’oR=

S’oR’

Channel Selection:
S’0oCHoR’.

Valid Channel ?
S’0CHoR’ ~ S’0R’ ?

Channel Adapter:
S’0SCAoCHoCRAOR|

(BoCH)s =Cr ?

Fig. 6. Design Flow
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2.4 Communication over FIFO Channels

A FIFO channel can be seen as an adapter between behaviors that operate at a
different rate. If the sender produces outputs at a faster rate than the receiver,
a FIFO allows to handle their rate difference and prevent from losses.

An unbounded queue is an ideal adapter, since it allows to accumulate an
infinite number of tokens and therefore match any rate difference. However,
communication has to be implemented using channels that have finite queues.
Unfortunately, bounded FIFO channels do not prevent from overflow, i.e. losses,
when the FIFO is full. For this reason, a bounded FIFO channel may not be
a valid channel, especially for systems where the rate difference between sender
and receiver is large. In this case, it is necessary to introduce a channel adapter
interface that may take the form either of a scheduling policy or an explicit
Request/Acknowledgment protocol that blocks the sender when the FIFO is full.
In particular the Req/Ack protocol restricts the behavior of S to S’ excluding all
the behaviors, considered illegal, where the number of consecutive output events
exceeds the capacity of the queue (Figure 7).

is @ 0s III ir . or

Fig. 7. Fifo Channel

3 Abstract and Extended Codesign Finite State Machines

A network of Co-design Finite State Machines was introduced in [1] to model
formally the behavior of embedded systems. It consists of a network of FSMs
that communicate asynchronously by means of events (that at the abstract level
only denote partial ordering, not time) over signals with FIFO semantics. A
network of CFSMs is a Globally Asynchronous Locally Synchronous (GALS)
model:

— the local behavior is synchronous (from its own perspective, like the “atomic
firing” of Dataflow actors), because each CFSM executes a transition by
producing an output reaction based on a snap-shot set of inputs in zero
time,

— the global behavior is asynchronous (as seen by the rest of the system) since
each CFSM detects inputs, executes a transition, and emits outputs in an
unbounded but finite amount of time.
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The asynchronous communication among CFSMs over a FIFO channel, where
the FIFO had a length of one, supports a (possibly very non-deterministic)
specification where the execution delay of each CFSM is unknown a priori and,
therefore, is not biased towards a specific hardware/software implementation.
The FIFO channel of length one was appropriate for some control-dominated
application but it lacked flexibility to model other applications especially in the
communication and consumer electronics domains. In those cases, we noted that
there was value in decoupling the behavior of each CFSM from the communi-
cation with other CFSMs and in allowing an ideal communication mechanism
where the FIFO channel is unbounded. This is the origin of the network of Ab-
stract Co-design Finite State Machines (ACFSM) ACFSM. The communication
can then be designed by refinement independently from the functional specifi-
cation of the ACFSMs to yield a network of Extended Co-design Finite State
Machines ECFSM with finite (and hence implementable) FIFO channels®.

3.1 Single A(E)CFSM Behavior

A single ACFSM (ECFSM)? describes a finite state control operating on a data
flow. It is an extended FSM, where the extensions add support for data handling
and asynchronous communication. An ACFSM transition can be executed when
a pre-condition on the number of present input events and a boolean expression
over the values of those input events is satisfied. During a transition execution,
an ACFSM first atomically detects and consumes some of the input events, then
performs a computation by emitting output events with the value determined
by expressions over detected input events. A key feature of ACFSMs is that
transitions in general consume multiple events from the same input signal, and
produce multiple events to the same output signal (multi-rate transitions). We
formally define an ACFSM as follows:

Definition 1. An ACFSM is a triple A= (I,0,T):

— I ={L,Is,... IN} is a finite set of inputs. Let zz indicate the event that at
a certain instant occupies the j-th position in the FIFO at input I;.

— O ={01,04,... Op} is a finite set of outputs. Let 0{ indicate the j-th event
emitted by a transition on output O;.

- TC{({UR,IB,CR,OR,0OB)} is the transition relation, where:

e [R is the input enabling rate,
IR ={(L,ir1), (I2,ir2),...,(IN,irN) |
1<n<N,I, €l,ir, € N}
1.€., iy is the number of input events from each input I,, that are required
to trigger the transition.

8 Note that a network of CFSMs is a particular case of network of ECFSM.

9 From now on, in this subsection we refer to both ACFSM and ECFSM behavior.
Hence ACFSM can be substituted with ECFSM to obtain the behavior of a single
ECFSM.
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e B is a boolean-valued expression over the values of the events
(i} 1<i<N,1<j<in
that enable the transition.

e CR is the input consumption rate,

CR = {(Il, C?“l), (IQ, C?“Q), ceey (IN, C?“N) |
1<n<N,I,elcr, €N,
crn, <ir, Ver, = I,f‘LL}
i.e., cry 1s the number of input events consumed from each inpu

e OR is the output production rate,

OR = {(()170T1)7(()270T2)7"'7(()AI7OTA4)|

1<m<M,O0,, € O,or,, € N}
i.e., ory, is the number of output events produced on each output O,
during a transition execution.

e OB is a set of vectors of expressions that determines the values of the
output events, one vector per output with or, > 0 and one element per
emitted event.

{ol},1<i<N,1<j<or

tl 0

Note that signals that are at the same time input and output, and for which
a single event is produced and consumed at each transition act as implicit state
variables of the ACFSM.

If several transitions can be executed in a given configuration (events and
values) of the input signals, the ACFSM is non-deterministic and can execute
any one of the matching transitions.

ACFSMs differ from Dataflow networks in that there is no blocking read
requirement, i.e. ACFSMs transitions, unlike firings in DF networks, can be
conditioned to the absence of an event over a signal. Hence, ACFSMs are also
not continuous in Kahn’s sense [4] (the arrival of two events in different orders
may change the behavior). Another difference from DF models is that ACFSMs
can “flush” an input signal, in order to model exception handling and reaction
to disruptive events (e.g., errors and re-initializations). A DF actor cannot do
S0, since when the input signal has been emptied, the actor is blocked waiting
on the signal, rather than proceeding to execute the recovery action.

A difference from most FSM-based models (e.g., SDL) is the possibility to
use multi-rate transitions to represent production and consumption of events
over the same signal at different rates (e.g. images produced line-by-line and
consumed pixel-by-pixel).

As an example, consider the filter shown in Figure 8. It filters a sequence of
frames, by multiplying all the pixels of a frame by a coefficient. At the beginning
of each iteration it receives the number of lines per frame and pixels per line

10 The number of events that is consumed should be not greater than the number
of events that enabled the transition. It is also possible to specify, by saying that
crn = I2T | that a transition resets a given input, i.e., it consumes all the events
in the corresponding signal (that must be at least as many as those enabling the
transition).
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from the input signal in and the initial filtering coefficient (used to multiply the
pixels) from the input signal coef. Then, it receives a frame, i.e. a sequence of
lines of pixels, from in, possibly interleaved with new coefficient values (if it must
be updated) from coef. The filtered frame is produced on the output signal out.
The primitives read(in,n) and write(out,n) consume and produce n events from
signal in and out, respectively, and present(coef,n) returns true if n events are
available on signal coef.

In(nlines,npix,pixels)
PRODUCER

Coeff
CONTROLLER

module filter;
input byte in, coef;
output byte out;
int nlines, npix, line, pix;
byte k;
int buffer([];
forever {
(nlines, npix) = read (in, 2);
k = read (coef, 1);
for (line = 1; line <= nlines; line++) {
if (present(coef, 1)) k = read (coef, 1);
buffer = read (in, npix);

Out (pixels)

FILTER

CONSUMER

for (pix = 1; pix <= npix; pix++)
buffer[pix] = buffer[pix] * k;
write (out, buffer, npix);

Fig. 8. Filter example

Let prod(v,s,n) denote the multiplication of a vector v of n values by a
scalar s, and “<” a shorthand to represent writing to state feedback signals,
which are also omitted for simplicity from IR and OR, where they always have
rate 1. The filter can be modeled by an ACFSM as follows:

— IR=CR = {(in, 2), (coef, 1)}, IB = (state = 1),
OR = {}, OB = {(nlines, npix) < read(in, 2),
line <= 1, k <= read(coef, 1), state < 1}
— IR = CR = {(in, npix) },
IB = (state = 2 A line < nlines),
OR = {(out, npix)},



42 Alberto Sangiovanni-Vincentelli et al.

OB = {write(out, prod(read(in, npix), k, npix), npix),
state < 2, line < line + 1}
— IR = CR = {(in, npix) },
IB = (state = 2 A line = nlines), OR = {(out, npix)},
OB = {write(out, prod(read(in, npix), k, npix), npix),
state < 1}
— IR = CR = {(coef, 1)}, I B = (state = 2),
OR = {}, OB = {k < read(coef, 1), state < 2}

3.2 Network of ACFSMs and ECFSMs

An ACFSMs (ECFSM) network is a set of ACFSMs (ECFSMs) and signals. The
behavior of the network depends on both the individual behavior of each ACFSM
(ECFSM), and that of the global system. In the mathematical model, the system
is composed of ACFSMs (ECFSMs) and a scheduling mechanism coordinating
them. The scheduler operates by continually deciding which ACFSMs (ECFSMs)
can be run, and calling them to be executed. Each ACFSM (ECFSM) is either
idle (waiting for input events), or ready (waiting to be run by the scheduler), or
erecuting a single transition from its transition relation.

The topology of the network, as for dataflow networks, simply specifies a par-
tial order on the execution of the ACFSMs (ECFSMs). Initially the time required
by an ACFSM (ECFSM) to perform a state transition is not specified, hence each
ACFSM (ECFSM) captures all its possible hardware (with or without resource
sharing constraints) and software (generally with CPU sharing constraints) im-
plementations. The ACFSM model is fully implementation-independent but, as
a consequence, it is highly non-deterministic.

3.3 Refining ACFSMs

The non-determinism present in ACFSMs is resolved only after an architectural
mapping (implementation) is chosen. An architectural mapping in this context
means:

— a set of architectural and communication resources (CPUs, ASICs, busses,
o)y
— a mapping from ACFSMs to architectural resources and from signals to
communication resources,
— a scheduling policy for shared resources.

Once an architectural mapping is selected for a network of ACFSMs, the
computation delay for each ACFSM transition can be estimated with a vari-
ety of methods, depending on how the trade-off between speed and accuracy is
solved [1].

Annotating the ACFSM transitions with such delay estimates defines a global
order of execution of the ACFSM network that has now been “refined” into a
Discrete Event semantics. At this level the designer can verify, by using a Discrete
Event simulator [1], if the mapped ACFSM network satisfies not only functional
but also performance and cost requirements.
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Communication Refinement Abstract CFSMs communicate asynchronously
by means of events, transmitting and receiving data over unbounded commu-
nication channels with FIFO semantics. This abstract specification defines for
each channel only a partial order between the emission and the reception of
events and therefore must be refined to be implemented with a finite amount of
resources. To implement an abstract communication it is necessary to design a
protocol that satisfies the functional and performance requirements of the com-
munication, and can be implemented at a minimum cost in terms of power, area,
delay and throughput.

The amount of data that should be correctly received is one requirement. A
communication mechanism is called lossless, if no data (in the form of events)
is lost over the communication channel during any system execution, and lossy
otherwise. The specification requirements dictate if the communication must be
lossless or lossy and, if lossy, how much loss is acceptable. Data can be lost
either because of the poor quality of the physical channel, e.g. due to noise or
interference, or because of the limited amount of resources in the implementation,
e.g. the receiver is slow and does not have enough memory to store the incoming
data. In the first case the problem is usually overcome by the definition of a
robust protocol that (probabilistically) guarantees correctness of received data
by means of re-transmissions or coding techniques for error correction. In the
second case the solution, as discussed below, is to use a sufficient amount of
resources or an appropriate protocol to meet the requirements. The throughput
and the latency in the arrival of the data to the destination are key requirements
especially in the design of protocols for real-time applications, e.g. real-time video
or audio, that require that incoming video frames and audio samples are received
and processed at regular intervals.

Communication protocols in our approach are refined towards implementa-
tion through several levels of abstraction, by applying a sequence of refinement
steps, such that each step preserves the original behavior and constraints are
propagated in a top-down fashion. At the same time the use of architectural
units, e.g. the physical channel, and functional libraries, e.g. communication
primitives, captures also the bottom-up aspect of the design process. Therefore,
we can say that the overall methodology we propose is really a mix of top-down
and bottom-up.

Extended Co-design Finite State Machines At the Abstract CFSMs level,
the specification includes the topology of the network and the functional be-
havior of each module, while the protocols that implement the communication
requirements are still undefined. To optimally design a protocol for each commu-
nication channel it is necessary to use a model, or set of models, that allow to cap-
ture different algorithmic solutions and evaluate their implementation costs. For
this reason we introduce the Extended Co-design Finite State Machines (ECF-
SMs) model that “implements” the ACFSMs model. ECFSMs are obtained from
the ACFSMs simply by refining infinite-size queues to implementable finite-size
queues. The event-based communication semantics, as well as the rules for the
execution of ECFSMs transitions, are the same as in the ACFSMs model.
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ECFSMs have input queues of finite size, and write operations can be either
blocking or non-blocking (on a channel-by-channel basis). In the latter case,
every time a queue is full and new data arrives over the channel, the data previ-
ously stored is lost (overwritten). To avoid this scenario it is often sufficient to
use a longer queue. Sometimes, instead, e.g. when the average production rate
of the sender is greater than the average consumption rate of the receiver, there
exists no finite-queue solution guaranteeing no loss. The problem of checking
if there exists a lossless implementation with bounded queues, that has been
solved using static or quasi-static scheduling algorithms for Synchronous Data
Flow networks [5] and Free-Choice Petri Nets [6], is undecidable in general for
the ACFSMs model. Therefore, to implement lossless communication in a given
ECFSM network, it is necessary to define an additional mechanism that, when
a queue is full, blocks the sender until the queue has again enough space for new
incoming data. This can be achieved by means of either a handshake protocol,
consisting of explicit events carrying the sender request for an emission and the
receiver acknowledgment that new data can be accommodated in the queue,
or scheduling constraints that ensure that the sender is scheduled for execution
only when the queue at the receiver has enough space. Depending on the require-
ments on data losses, ACFSM queues are refined into either lossy ones, that are
eventually overwritten when they are full, or lossless ones, where overwriting is
prevented by a blocking write protocol or scheduling constraints.

The actual size of the queues should be determined by evaluating the cost
of different implementations that satisfy the communication requirements. For
example, large-size queues mean high throughput due to the higher level of
pipelining that can be achieved by sender and receiver, but are also expensive in
terms of area. Small-size queues reduce the area, but decrease the throughput,
as the sender is blocked more often, and increase power consumption (more
frequent request and acknowledgment messages).

4 Example: A Wireless Protocol

Intercom [9] is a single-cell wireless network supporting voice communication
among a number of mobile terminals. The network operation is coordinated by
a unit, called base station, that handles user service requests (e.g. request to
establish a connection), and solves the shared wireless medium access problem
using a TDMA (Time Division Multiple Access) policy and assigning the slots
to communicating users.

Figure 9 describes the Intercom protocol stack, that is composed of the fol-
lowing layers. The User Interface Layer interacts with the users and forwards to
lower layers user service requests and (logarithmically quantized) voice samples.
The Transport Layer takes care of message retransmission until acknowledgment
reception. The MAC Layer implements the TDMA scheme, keeping within in-
ternal tables the information on which action (transmit, receive or standby) the
terminal should take at each slot. The Error Control Layer applies the Cyclic Re-
dundancy Check algorithm to the incoming and outgoing streams of data and,



Formal Models for Communication-Based Design 45

Service Requests Y cice samples

| ¢ |

T
i [t ] [t |
Transport Layer
Transport

h

Mac Layer

(e} ———[ e
Error Control Layer j

Symchronization Layer _

k. -
Tx_data Ta/Rx Rx_data

Fig. 9. Intercom protocol stack

if detects an error, discards the incorrect packet. The Synchronization Layer
extracts from the received bit stream the frame and slot synchronization pat-
terns, and notifies the MAC of the beginning of a new slot. The Physical Layer
includes computation-intensive bit-level data processing functions, e.g. modu-
lation, timing recovery. The Intercom protocol specification includes both data
processing and control functions. It includes computation intensive functions
(e.g. error control, logarithmic quantization) that are applied to the flows of (a)
data samples and (b) service request/acknowledgment messages both in trans-
mission and reception ' . Control functions include time-dependent and data-
dependent control. The first type occurs at the MAC layer, where the processing
and the transmission (or reception) of data flows is enabled using a time-based
(TDMA) mechanism. Error control is instead a data-dependent control function
since it enables some actions (e.g. discarding a packet) depending on the result
of data computation.

This mix of control-intensive and data-intensive aspects, often in the same
functional layer, means that no design approach that separates between the
two will provide (1) clear and concise specification of the functionality and (2)
synthesis and optimization capabilities.

To model the Intercom protocol specification we have initially used ACFSMs.
Then, starting from the communication requirements and taking into account the
assumptions on the behavior of the environment, e.g. on the rates and patterns
of the input events, we have refined the ACFSMs into implementable ECFSMs

1 Qervice request and acknowledgment messages are part of the control function at
the network level, as they contribute to the network coordination. However, at the
node level, request messages are still data units processed and transmitted over the
wireless channel.
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and selected a communication protocol for each channel (currently this step is
manual, but we are exploring ways of automating it). Since high-quality voice
communication requires that no data is lost within the protocol stack due to
buffer overflow, we have refined ACFSMs into lossless ECFSMs. Additional tim-
ing requirement are imposed by the TDMA policy: data transmission can occur
only within TDMA slots. Environmental assumptions concern the occurrence of
the following input signals: Voice samples is periodic at 64 kbps, Rz_data is a
periodic bit stream at 1.6 Mbps. Let us consider in detail the behavior of a pro-
tocol stack fragment. Incoming voice samples are first processed by the Mulaw
and sent to the CRC module that at each transmission slot is enabled by the
MAC. The CRC input FIFO shapes the data stream to make it fit the TDMA
slot allocation pattern and, since the read and write operations from this queue
occur at regular times, in this case, the FIFO size can be simply computed from
input/output rates and slotsize, and chosen to be 500 bytes. A smaller size would
require to block the Mulaw module and introduce another queue at the input
of Mulaw. A greater size does not give any advantage since 500 bytes is the
maximum amount of data arriving during a frame.

If we used the classical CFSMs model instead of ACFSMs, we would be
forced to represent each FIFO as a CFSM. A CFSM of type FIFO calls, upon
occurrence of external events, internal read and write functions that access an
“internal” memory in FIFO manner. This implies that the CEFSM at the receiver
end of the channel (in this case CRC) has to explicitly make a request (in the
form of an event) for new data as soon as it can process it. This results in an
unnecessary overhead that is not present in the ACFSM model where FIFOs
are part of the model and can be directly accessed by simple communication
primitives.

Finally, we also compared the design of the Intercom using our ACFSM-based
methodology with a previous design [9] of the same specification done following
an SDL-based approach. The overall design process turned out to be easier
and more effective using ACFSMs due to their capability of modeling control
and dataflow components independently from the final implementation. The
previous approach, instead, due to SDL’s purely asynchronous nature, required
to partition into hardware and software components from the beginning and
model the hardware components directly in VHDL. This greatly reduced the
design space and prevented from some system optimizations.

5 Conclusions

In this paper, we presented a new way of formalizing communication among
processes, and refining and implementing it using physical channels and pro-
tocol stack layers. We then introduced a new Model Of Computation called
Abstract Codesign Finite State Machines, in which a finite state control coordi-
nates multi-rate transitions and data-intensive computations. We described how
a specification using ACFSMs can be refined, by queue sizing and static schedul-
ing, until communication becomes implementable. We used a real-life example,
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a wireless communication protocol, to illustrate how the abstract communica-
tion can be refined to a concrete, implementable one, and we discussed the main
trade-offs involved.
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Abstract. In the design of programming languages for highly distrib-
uted systems where processes can migrate and execute on new hosts, the
integration of security mechanisms is a major challenge. In this paper,
we report our experience in the design of an experimental programming
language, called KLAIM, which provides mechanisms to customize access
control policies. KLAIM security architecture exploits a capability-based
type system to provide mechanisms for specifying and enforcing policies
that control uses of resources and authorize migration and execution of
processes. By means of a few programming examples, we illustrate the
flexibility of the KLAIM approach to support the specification of control
policies and to guarantee their enforcement.

1 Introduction

Highly distributed systems and networks have now become a common platform
for large scale distributed programming. Network applications distinguish them-
selves from traditional applications for scalability (huge number of users and
nodes), connectivity (both availability and bandwidth), heterogeneity (operating
systems and application software) and autonomy (of administration domains
having strong control of their resources). These features call for programming
languages that support mobility of code and of computations, and for effective in-
frastructures that support coordination of dynamically loaded (often untrusted)
software modules. Current software computing environments exploit so called
security architectures to monitor the execution of mobile code and protect hosts
from external attacks. We refer the readers to [18] for a collection of papers
dedicated to tackling these issues.

Recently, the possibility has been explored of considering security issues at
the level of language design, aiming at embedding dynamic linking of code and
protection mechanisms in programming languages. The challenge is that of de-
signing the language together with its secure kernel and to implement the corre-
sponding secure abstract machine. In other words, security issues are taken into
account when designing the programming language and not later for addition
to existing infrastructures. This provides the users with suitable programming
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mechanisms for defining their own security policies. A partial example of this
approach is given by the Java 1.2 Security architecture [24].

In this paper we report our experience in the design of a language which sup-
ports programming of security policies. We describe the security mechanisms of
Kram (a Kernel Language for Agents Interaction and Mobility) [13], an exper-
imental programming language specifically designed for programming network
applications. KLAIM provides direct support for expressing and enforcing access
control policies to resources and for authorizing migration and execution of mo-
bile processes. KLAIM exploits a capability-based type system to specify and
enforce access control policies.

KLAIM consists of core Linda [11,10,5] with multiple located tuple spaces. A
KLAIM program, called a net, is structured as a collection of nodes. Each node
has a name, and consists of a process component and a tuple space component.
Sites are the concrete names of the nodes and are the main linguistic constructs to
provide network references to nodes. Processes may access tuple spaces through
explicit naming: operations over tuple spaces are indexed with their locality.
Localities are the symbolic names of nodes and programmers need not to know
the concrete network references, i.e. the precise association of localities with
sites. The net primitives are designed to handle all issues related to physical
distribution, scoping and mobility of processes: the visibility of localities, the
allocation policies of tuple spaces, the scoping disciplines of mobile agents, etc.
In other words, KLAIM nets provide the distributed infrastructure to coordinate
processes that access and share resources over a highly distributed system.

KramM exploits a capability-based type system to specify and enforce access
control policies. Capabilities provide information about the intentions/rights of
processes: reading/consuming tuples, producing tuples, activating processes, and
creating new nodes. Capabilities have a hierarchical structure; for example we
assume that a processes authorized to consume a tuple has also the right of
reading it. The hierarchy of capabilities is reflected in the subtype relation over
access types. The underlying idea is that if a process P has access type acl and
this is a subtype of ac2 then P could be granted access type ac2 as well. In
other words, P can be safely used in all contexts where a process of type ac2
is expected. The (access) type of a process specifies the operations the process
intends to perform at the localities of a net. The (access) type of a node specifies
the access control policy of that node with respect to the nodes of the nets.

Enforcement of access control policies is performed by the type checker which
controls that the loaded software modules match the access policies of the nodes.
Only processes (stationary or mobile) that have successfully passed the type
checking phase can be executed.

The clear distinction between specification and enforcement of access control
policies is a key design element of the type system. Indeed, the development of
KraiM applications proceeds in two phases.

In the first phase, processes are programmed while ignoring the precise phys-
ical allocations of tuple spaces and the access rights of processes. By exploiting
type annotations and mechanisms for code inspection, a type inference system
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assigns types to processes and checks whether processes behave consistently with
their type declarations.

In the second phase, processes are allocated over the nodes of the net. It is
in this phase that access control policies are set up as a result of a coordination
activity among the nodes of the net.

This paper illustrates the KLAIM access control model and shows how a
capability-based type system is a useful and effective tool to write secure network
applications. The main features of the approach are summarized below.

— Access rights are explicitly recorded in type specification, thereby providing
declarative specifications of access control policies.

— Subtyping of access rights: alternative access policies can be defined by re-
placing the default policy with a new, more restrictive policy that is a sub-
type of the default policy.

— Mobile processes are typed by their access control requirements; these are
automatically generated by the type inference procedure.

— Processes access control requirements are clearly separated from nodes access
control policies: the node access control policy is formulated by the authority
(the owner) of the node and is dynamically enforceable at run-time.

— KraM type system is sufficiently powerful to express access patterns of
policies for customizing and confining the route of process migration.

Figure 1 below, illustrates the basic ingredients of our approach.

Access Types

e

Process Type Site Type Pattern-Matching
Inference Assignment
Static (sub)Type Dynamic (sub)Type
Checkmg Checking

Fig. 1. KLAIM type system: main ingredients

The language and the design philosophy underlying KLAIM are presented
in [13]. The mathematical foundations (decidability and soundness) of the kernel
of KLAIM type system can be found in [15] (a preliminary presentation appeared
n [12]). The prototype implementation of the language is described in [2].

The rest of the paper is organized as follows. In the next section we briefly
review KLAIM and its capability-based type system. Section 3 illustrates how
KraiM primitives allow programming of complex interaction protocols; more
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specifically, we consider three well-known paradigms for distributed computing,
namely, mobile agent, code-on-demand and remote evaluation. We also show
how the capability-based type system can be exploited to address the security
needs of the three paradigms. Section 4 shows how the run-time type-checking
mechanisms of KLAIM can be exploited to impose access control policies. In
particular, we show how to impose restrictions on mobile processes concerning:

— the access to tuples from one or more localities;
— the exchange of tuples among groups of localities;
— the trajectory of process migrations.

The final section summarizes our approach and suggests future extensions.

2 The KrLAM Programming Model

We begin this section by summarizing the Linda programming model. Then,
we introduce the main features of KLAIM by means of simple examples. The
complete syntax of the language is reported in the Appendix A.

Linda is a coordination language that relies on an asynchronous and asso-
ciative communication mechanism based on a shared global environment called
Tuple Space (TS). A tuple space is a multiset of tuples, that are sequences of ac-
tual fields (expressions or values) and formal fields (variables). Pattern-matching
is used to select tuples in a TS. Linda provides four main primitives for handling
tuples: two (non-blocking) operations add tuples to a TS, two (possibly blocking)
operations read/withdraw tuples from the TS. The Linda asynchronous com-
munication model allows programmers to explicitly control interactions among
processes via shared data and to use the same set of primitives both for data
manipulation and for process synchronization.

2.1 Nets and Processes

We now introduce the KLAIM primitives without considering typing issues.
KLAIM programs are structured around the notions of localities, tuples, tuple
spaces, nets and processes.

Localities (1, 1°, ...) can be thought of as the symbolic names for sites.
Sites (s, s’, ...)arethe addresses (network references) of nodes. The bindings
between localities and sites are stored in the allocation environment of each node
of the net. Existence of a distinguished locality self is assumed: the self locality
is used by processes to refer to their current execution site.

Tuples contain information items; their fields can be actual fields (i.e. ex-
pressions, localities, processes) and formal fields (i.e. variables). Syntactically, a
formal field takes the form !ide, where ide is an identifier. For instance, the
sequence (’’foo’’, 25, 'u) is a tuple with three fields. The first two fields
are basic values (a string value and an integer value) while the third field is a
locality variable. Similarly, (Agent<Itinerary, RetLloc>, !List, Site) isa
tuple whose first field is a process (with two parameters).
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Tuple spaces are collections (multisets) of tuples. Pattern-matching is used
to select elements from a tuple space. Two tuples match if they have the same
number of fields and corresponding fields have matching values or variables.
Variables match any value of the same type, and two values match only if they
are identical.

KLAIM nets provide the infrastructure to coordinate users accessing and shar-
ing a set of resources over a configurable distributed system. Nets are sets of
nodes; each node consists of a site s, an allocation environment e, a set of run-
ning processes P and a tuple space T. Sites stand for physical places with a
boundary (e.g. host machines, firewalls, administration domain).

A node (an active KLAIM abstract machine) embodies both the active com-
putational units (processes) and the resources (tuples). KLAIM communication
paradigm is anonymous (tuples have no name) and associative (tuples are con-
tent addressable). This form of communication mechanism has been recognized
as a suitable tool to program network services where the set of available services
(coded as tuples in the tuple spaces) at any given moment may dynamically
change (see [1,23]).

Technically, tuple spaces are modelled as processes emitting tuples, namely
processes of the form out (t) where t is an evaluated tuple, i.e. a tuple where all
fields are ground (they do not include variables). For instance, out (’’foo’’,
1) defines the tuple (°’foo’’, 1).

The allocation environment e constraints network connectivity: it basically
behaves as a proxy mechanism for the processes allocated at a certain node.

The following code

node s :: e {P | T}

defines a node, where s is the site, e the allocation environment, P the set of
running processes and T the tuple space. Similarly, the following code

node sl :: el {P1 | T1} ||
node s2 :: e2 {P2 | T2} ||
node s3 :: e3 {P3 | T3} .

defines a net with 3 nodes.

Processes are the active computational units. They can perform five different
basic operations, called actions, that permit reading from a tuple space, with-
drawing from a tuple space, writing in a tuple space, activating new threads of
execution and creating new nodes.

The operation for retrieving information from a node has two variants:
in(t)@1 and read(t)@1l. Action in(t)@1 evaluates the tuple t and looks for
a matching tuple t’ in the tuple space located at 1 (1 is the logical address
of the tuple space). Whenever the matching tuple t’ is found, it is removed
from the tuple space. The corresponding values of t’ are assigned to the vari-
ables in the formal fields of t and the operation terminates; the new bindings
are used by the continuation of the process that has executed in(t)@1. If no
matching tuple is found, the operation is suspended until one becomes available.
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Action read (t)@1 differs from in(t)@1 only because the tuple t’ selected by
pattern-matching is not removed from the tuple space.

The operation for placing information on a node has, again, two variants:
out (t) @l and eval (P)@1. The operation out (t) @1 adds the tuple resulting from
the evaluation of t to the tuple space located at 1. The operation eval (P)@1
spawns a process (whose code is given by P) at the node located at 1.

The operation for creating new nodes is newloc which takes as arguments
a list of locality variables. For instance, newloc(ul, u2, u3) dynamically cre-
ates 3 distinct new sites that can only be accessed via locality variables ul, u2,
u3.

Notice that variables occurring in KLAIM processes can be bound by actions.
More precisely, the actions in(t)@1 and read (t)@1 act as binders for variables
in the formal fields of the tuple t. The action newloc binds the locality variables
taken as arguments.

We now provide some simple examples of KLAIM programs; more advanced
programming examples will be presented later.

KrLAIM provides two mechanisms of mobility. The action eval moves a process
code to a remote site “cutting” the links to the local resources, i.e. by adopting a
dynamic scoping discipline. The action out can move a piece of code to a remote
site while maintaining the links to the resources allocated at the original site,
i.e. by adopting a static scoping discipline.

Our first example illustrates a process that moves along the nodes of a net
with a fixed binding of localities to sites. We consider a net consisting of two
sites s1 and s2. A client process Client is allocated at site s1 and a server
process Server is allocated at site s2. The server process can accept clients for
execution. The client process sends process Q to the server. This is implemented
by the following code:

def Client = out(Q)@1l1 ; nil
def Q = in(’’foo’’, !'x)@self; out(’’foo’’, x+1)0self; nil
def Server = in(!'X)@self; eval(X)@self; nil

The behaviour of the above processes depends on the meaning of 11 and self.
It is the allocation environment that establishes the links between localities and
sites. Here, we assume that the allocation environment of node s1, namely el,
associates self to s1 and 11 to s2, while the allocation environment of site s2,
e2, associates self to s2. Finally, we assume that the tuple spaces located at s1
and s2 both contain the tuple (?’>foo’’, 1). The following KLAIM code defines
the net outlined above:

node s1 :: el { Client | out(’’foo’’, 1)} ||
node s2 :: e2 { Server | out(’’foo’’, 1)}.

The client process Client sends process Q for execution at the server node
(locality 11 is bound to s2 in the allocation environment e1). After the execution
of the action out(Q)@11, the tuple space at site s2 contains a tuple where the
code of process Q is stored. Indeed, the process stored in the tuple is
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Q> = in(’’foo’’, !'x)@s1; out(’’foo’’, x+1)0@s1 ; nil

because the localities occurring in Q are evaluated using the environment at s1
where the action out has been executed. Hence, when executed at the server’s
site the mobile code increases the tuple at the client’s site. Fig. 2 gives a pictorial
representation of this alternative.

CLIENT SERVER
[Client[( fo0’?,1)]el] [server[( fo0’?,1)]e2]
[mil][Cfoo’” , 1) ]el]) l [Server[(’’foo’’, 1), Q’[e2]
[il]C > fo0’ >, 1)]e]] : [°]C fo0’,1)]e2]
[il]C>fo0’”,2)[el] : [il] > foo’”,1)]e2]

Fig. 2. Agent Mobility: Static Scoping

Our second example illustrates how mobile agents migrate with a dynamic
scoping strategy. In this case the client process Client is defined by the code
eval(Q)@1l1 ; nil. When action eval(Q) @11 is executed, the code of the process
Q is spawned at the remote node without evaluating its localities according to
the allocation environment el. Thus, the execution of Q will depend only on the
allocation environment e2 and, hence, Q will increase the tuple at the server’s
site. Fig. 3 illustrates this alternative.

CLIENT SERVER
[Client[(’foo’’,1)]el] [nil[Cfoo’, 1)[e2]
1
[nil[C’foo’,1)]el] Q[ £00°’,1)[e2]]
1
||ni1|(’ ’foo?’ ,1)|e1|| ||ni1|(’ ’foo?? ,2)|e2||

Fig. 3. Agent Mobility: Dynamic Scoping
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2.2 Types for Access Control

KLAIM makes use of a capability-based type system to express and enforce access
control policies. Capability-based types provide information about permissions
of processes: downloading/consuming tuples, producing tuples, activating pro-
cesses, and creating new nodes.

We use { r, i, o, e, n } to indicate the set of permissions, where each
symbol stands for the operation whose name begins with it (e.g. r denotes the
permission of executing a read action).

The type Bottom is used to express no requirement (no action) by processes.
Conversely, the type Top denotes the intention of performing any kind of op-
erations. Moreover, atype and ttype denote access types and tuples types,
respectively.

A type of the form 1 --> r[ttype] --> Bottom, an arrow type, describes
the permission/intension of performing, at location 1, the action of reading a
tuple of type ttype without imposing any further constraint on the remaining
process (the continuation). The arrow type 1 --> e --> atype describes the
permission of executing of process of type atype at location 1. We often adopt
the name capability to indicate the action permission of arrow types. For instance,
r[int, string] isthe capability of the arrow typel --> r[int, string] -->
Bottom.

The union type “atype, atype” is used to join permissions. Recursive types
are used for typing migrating recursive processes (we often use ’a to denote type
variables).

In general, permissions have a hierarchical structure: a process authorized to
read a tuple with a real value has also the right of reading a tuple with an int
value. Similarly, a process authorized to perform an in action may also perform
a read action. The hierarchy of access rights is reflected in the subtype relation.
The underlying idea is that if a process P has type acl and ac1 is a subtype of
ac2 then P could be considered as having type ac2 as well. In other words, P can
be safely used whenever a process of type ac2 is expected.

The subtype relation < formalizes this intuition. The type Bottom seman-
tically corresponds to the smallest type, and the type Top denotes the greatest
type. Several typing judgments formally characterize the subtype relation. For
instance, the following clause

1 -—> r[int] --> Bottom < 1 --> r[real] --> Bottom
states that a process looking for a tuple with an integer field can also be viewed as
a process looking for a tuple with a real field. Motivations and formal properties
of the subtype relation < can be found in [15].

KLAIM tuples are typed. Tuple types basically are record types. The distin-
guished tuple type any is used to have a form of genericity of tuples.

To express user-based access policies, localities and locality variables may
be annotated with type specifications which are pairs of the form (A, ac) called
access lists that are lists of bindings from localities to capabilities. The distin-
guished locality all is used to denote all nodes of a net. Access lists are exploited
for different purposes:
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— To restrict the kind of actions that a process can perform at (the site corre-
sponding to) a specific locality that is transmitted in a tuple.

— To specify the access rights of newly created nodes with respect to the nodes
of the net, and the vice versa.

— To specify the permissions of a process on actual arguments of process defi-
nitions.

Access types are also used to define the access control policy of nodes. For
instance, the following access type, where ac and ac’ are access types and tuple
types respectively, describes the access policy of node s, i.e. the permissions of
processes located at s

s —=> n --> Bottom,

sl --> e -—> ac,

s2 --> r[int] --> Bottom,

s3 --> r[bool,int] --> Bottom,
s3 --> o[ac’] --> Bottom

For example, a process located at s is allowed to spawn a process of type ac
at site s1 and it is not allowed to perform any other action at site s1. Nodes
access types have a natural representation as labelled graphs. The following
graph represents the access type described above.

n

elac] 1

1 )
r[int] r[bool,int], ol[ac’]

@ s3

We now give a description of the use of types for access control. Let us con-
sider a system consisting of a process Server and two identical Client processes.
The server process

def Server = out(l:<void, Top>)@self; nil

adds a tuple, containing locality 1, to its local tuple space and evolves to the

terminated process nil. In our example the server process does not take advan-

tage of the possibility of imposing further restrictions on the access policy of 1:

the pair <void, Top> states that the access restrictions at 1 are left unchanged.
The client process

def Client =read(lu:<[self--> e], ac>)@l-S ;
eval(P)@u ; nil.
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first accesses the tuple space located at 1-S to read an address. Then, it assigns
the value read to the locality variable u and, sends process P for execution at
u. The pair <[self--> e], ac> specifies that Client needs a locality where it
is possible to send for execution a process with (access) type ac from the site
where Client is running’.

Let us now consider a net where Server is allocated at site s and the two,
identical, Client processes are at sites s1 and s2, where 1-S is bound to s to
allow clients to interact with the server.

Under the assumption that code P does not violate the access requirements
specified by the access type ac (i.e. the type inferred for P is a subtype of ac),
the inference system determines the following type c for the process Client

c = 1-S ——> r[<[self--> e], ac>] --> Bottom

This type c is an abstraction of Client behaviour stating that the process aims
at reading the address of a node where a code of type ac is allowed to run.

Notice that an important part of the programming task consists of adding
type annotations to the code in order to specify the access policies. Our inference
system inspects the annotated code to automatically determine the access policy
requirements of the code.

Let us consider our running example and assume the following types for the
permissions associated to the sites s1 and s2 where Client is allocated:

s -—> r[<[self--> e], acl1>] --> Bottom
s ——> r[<[self--> e], ac2>] --> Bottom

ac-sli
ac-s2

Both permissions state that a process can be executed at the address read at
site s. However, in the case of site s1 processes with privileges smaller that ac1
can be executed at the read address; while processes with type smaller than ac2
can be executed in the case of site s2.

The enforcement is performed by the type checker that verifies that the types
of the processes loaded on a node are valid instances of the type which specifies
the access control policy of the node. Processes are allocated and executed only
if they are accepted by the type checker. In the type checking phase, the type
of the process is obtained by evaluating its localities according to the allocation
environment of the site where the process is allocated. Hence, access requests
for sites which are not “visible” from the node lead to type failures.

In our running example assume that c1 and c2 are the instances of the type
of the Client process in sites s1 and s2, respectively. Further, assume that c1 is
a subtype of ac-s1 and that c2 requires more privileges than ac-s2 then, only
the Client process at site s1 successfully passes the type checking phase and
has the right of reading tuples at the server’s site and, consequently, of sending
processes for execution.

! In KLAIM self is a reserved keyword that indicates the current execution site
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3 Paradigms for Mobility

Mobile Code Applications are applications running over a network whose distinc-
tive feature is the exploitation of forms of “mobility”. According to the classi-
fication proposed in [9], we can single out three paradigms that, together with
the traditional client-server paradigm, are largely used to build mobile code ap-
plications. These paradigms are: Mobile Agent, Code-On-Demand and Remote
Evaluation.

The first paradigm can be easily implemented in KLAIM by using the actions
eval or out, in dependence on the chosen binding strategy (dynamic or static,
respectively) adopted for localities. We did comment on this at the end of Sec-
tion 3. In the rest of this section, we analyze the two remaining paradigms with
specific attention devoted to the security aspects.

Code-on-Demand A component of an application running over a network at a
given node, can dynamically download some code from a remote node to perform
a given task.

To download and execute code stored in the tuple space located at 1 with
certain access privileges (specified by the access type ac), we can use the process

read(!'X:ac)@l ; eval(X)@self; nil.

The downloaded code is checked for access violations at run-time by the
pattern-matching mechanism that checks the types of processes to ensure that
they satisfy the type annotations specified by the programmer. Hence, process
codes are checked before being downloaded. In other words, the pattern-matching
operation performs a run-time type checking of incoming codes.

Remote Evaluation A component of a network application can invoke services
from other components by transmitting both the data needed to perform the
service and the code that describes how to perform the service.

To transmit both code P and data v of type bt at the locality 1 of the server,
we can use the code

out(in(!y:bt)el ; A<y>, v)@l

where def A(x) = P.
Here, we assume that the server adopts the following (code-on-demand) pro-
tocol

in(!'X:ac, !x:bt)@self; out(x)@self; eval(X)0self; nil

To prevent “damages” from P, the server loads and executes code P only if the
instance of the type of the code is a subtype of ac. Again, dynamic type checking
is extensively used to ensure that dynamically executable codes adhere to the
access policy of the node.

Type ac may give only minimal access permissions on the server’s site, for
instance, only the capability of reading a tuple consisting of a string and an
integer value, and giving back the results of the execution. In this case, the
access type is of the form
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s --> r[string, int] --> Bottom,
sO --> o[string, int] --> Bottom,
s1 --> o[Top] --> Bottom

where s is the server’s site and s0 is the site which invokes server’s facilities and
s1 is another site.

Notice, however, that this does not prevent P from visiting other sites. In
particular, code P may be programmed in such a way that it transmits some
code Q with access type ac-Q at 11:

def P =read(!y:string, !x:int)@l ;
out (op2(y), opl(x))@self;
out(Q)@1l1; nil

It is immediate to see that the instance of the type of code P at the server site is

s --> r[string, int] --> Bottom,
sO --> o[string, int] --> Bottom,
sl -—> o[ac-Q] --> Bottom

Hence, the instance of the code P satisfies the access policy of node s0. How-
ever, code Q is only stored in the tuple space at s1, no new thread of execution
is activated at that site. Before being executed code Q must be read and verified
(dynamic type checking). Therefore, process P cannot silently activate a Trojan
horse at the remote site s1.

4 Controlling Use of Resources

In the previous section, we examined the support offered by the KLAIM capabil-
ity-based type system for access control by considering well-known paradigms of
mobility. In this section, we show how to exploit KLAIM capability-based types to
restrict the resources usage within a net. In particular, we show that KLAIM types
are powerful enough to program and enforce policies which are usually handled
by low-level techniques (e.g. sand-boxing and firewall). Moreover, the explicit
typing of sites can be also used to define policies which limit mobile processes
to specific route.

Restricting Interactions KLAIM action primitives operate on the whole net not
just at the process current site. From the point of view of security mechanisms,
communications among different sites of the net (i.e. remote communications)
could be controlled and regulated. This corresponds to place over a node a form
of sandboxing which treats all processes as potentially suspicious.

For instance, to make sure that a process running on a certain site s gets only
local information, it suffices to constrain the type specifying the access control
policy of the node to allow local communications only.

To this purpose, it suffice to state that for no site s’ different from s, the
type s> -=> rlany] --> Bottom (or any of its subtypes) is a subtype of ac-s,
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the access type of site s. Hence, a process P allocated at site s that is willing to
perform remote read/in operations violates the access rights. To access tuples at
a remote tuple space, a well-typed process must first move (if it has the required
rights) to the remote site. Using a similar strategy also output actions can be
forced to be local.

Firewall We now show how to specify a firewall by means of suitable typing.
The idea is that the type of the site where the firewall is allocated specifies the
access policy of network services. Assume that the firewall is set up at site s to
protect sites s-1, ..., s-n from sites S-1, ..., S-m.

A first requirement is that processes located at site S-j cannot directly in-
teract and ask for services at any site s-i. To this purpose we impose that for
each site S-j it cannot be the case that s-i --> cap --> Bottom, where cap
is any capability, is a subtype of the access type of the node (ac-5-j).

On the other hand, type ac-S-j may have subtypes of the form

s --> o[any] --> Bottom,

since each site S-j may send service requests to the firewall. Here we assume
that the service request is stored in a tuple and we do not impose any restriction
on the type of the tuple. This setting guarantees that all connections from sites
S-1, ..., S-m to sites s-1, ..., s—n have to pass through site s, the firewall.

For instance, process

def P = out(eval(Q)@s-i)@s ; nil
complies with the access control policy, while process
def P’ = eval(Q)@s-k ; nil

violates the access control policy of site s-k.

The firewall can be programmed to handle the requests according to cer-
tain policies. Typically, the firewall handles a service request according to the
following pattern

read (!Request:ac-r) ; <RequestHandler>

where type ac-r specifies the access policy that the service request must satisfy.
For instance, if

ac-r =s-1 --> ilany] --> Bottom,
s-2 --> e -=> (s-2 --> r[any] --> Bottom,
S-k --> olany] --> Bottom)

then the two service requests

eval(read (!x:int)@self; out(op(x))@S-k ; nil)@s-2 ; nil
read(!x:int)@s-1 ; nil

both satisfy the type requirements and will be accepted. The service request
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read(!x:int)@s-1 ; out(op(x))@S-k ; nil

violates the access policy and will be rejected.

The examples above do not specify any constraint on the tuples read. More
refined access policies can be obtained by specifying the type of tuples. For
instance, one can fix a policy where the read operations are constrained to get
from the tuple space only ‘plain’ data tuples, namely tuples without localities
or process codes.

KLAIM applications might need to define their own firewall, i.e. a user node
which acts as a filter for the network traffic, without changing the default policies
of the nodes of the net. Let us consider, for instance, the following user process:

def P = newloc(u-1: <al-1, ac-1>,
u-2: <al-2, ac-2>,
u-F: <al-F, ac-F>) ;
<Firewall Handler>

Now, assume that both access lists al-1 and al-2 are of the form
[u-F --> cap]

for a suitable capability cap.

Process P creates a subnet whose sites are associated to locality variables u-1
and u-2 and the type annotations ensure that the subnet can be reached only
through site u-F (the firewall). The user process specifies in the type specification
of locality u-F the access policy to the firewall. For instance, setting al-F =
[self--> o[any]] means that the firewall site can be accessed only from the
site where the user process is running.

Fares and Tickets A primary access control policy consists of controlling the
route of a mobile agent traveling in the net. For instance, if one has to configure
a set, of sites with new software, a mobile agent can be programmed to travel
among the sites to install the new release of the software.

If the starting site of the trip is site s-0 and sites s-1, s-2, ..., s—n have to
be visited visited before getting back to the starting site, the following type can
be used to specify the access policy of the trip:

ac-0 = ac, s-1 --> e --> ac-1
ac-1 ac, s-2 -——> e -—> ac-2

ac-n-1 = ac, s-n --> e --> ac’
ac’ = s-0 --> o[string] --> Bottom

The idea is that at each site type ac specifies the allowed operations (e.g. in-
stalling the new release of a software package); the remaining type information
specifies the structure of the trip (which is the next site of the trip). When it
reaches the last site of the trip, the agent has the rights of returning to the
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original site the results of the trip (e.g. the notification that the installation was
successful).

The type discussed above can be properly interpreted as the fare of the trip:
an agent M can perform the trip provided that its type matches the fare, namely
its instance at site s-0 is a subtype of the type of the trip. Notice that this
ensures that a malicious agent cannot modify the itinerary of the trip to visit
sites other than those listed in its ticket.

5 Concluding Remarks

We have described the security architecture of the experimental network pro-
gramming language KLAIM. This language provides users with a programmable
support to configure application-specific access control policies by exploiting a
capability-based type system. Although, the type system we designed is tailored
to the KLAIM language, the general spirit of the approach can be applied to
define types for access control of programming languages for highly distributed
systems. We summarize below the main points:

— Declarative specification of access control policies via type annotations and
type inference.

— Structured hierarchy of access rights based on subtyping.

— Clear separation of process requirements from node requirements.

— Static and dynamic type checking.

— Programmability and customization of access control policies.

The prototype implementation of KLAIM [2] is built on top of Java and Java
security architecture (the sandbox model). The implementation of KLAIM access
control models (in Java version 1.2) is in progress, however preliminary imple-
mentations have been already exploited to validate some design choices of the
type system.

We plan to extend KLAIM access types to handle history dependent access
control. In history dependent access control access requested are granted on
the basis of what happened in the past of the ongoing computation. Moreover,
the development of network applications raises other issues related to security.
We plan to integrate in KLAIM other security mechanisms (both at the foun-
dation level and at the implementation level). These include mechanisms for
secure communication and authentication, and agent code security. As for re-
lated work, we do refer the interested reader to [14] where specific comments
on [3,4,8,6,7,16,17,19,20,21,22] can be found.
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A  KraiM Syntax

Basic Types
btype ::=int | real | string | bool |

Field Types
ftype := btype | <alist, atype> | atype

Tuple Types
ttype :: =ftype | any | ftype, ttype | ttype, ftype

Access Lists
alist ::=void | [1 -->e] | [1 -->n] | [1 --> r[ttypell |

[1 --> ilttypel]l | [1 --> ol[ttypel] |
[all -->e] | [all -->n] | [all --> r[ttypell |
[all -—> i[ttypel]l | [all --> o[ttypel] | alist,alist

Access Types
atype ::=Bottom | Top | 1 --> r[ttype]l --> Bottom |

1 --> i[ttype]l --> Bottom | 1 --> o[ttype]l --> Bottom |

1 -->n --> Bottom | 1 --> e --> atypel
atype, atypel ‘a | rec ‘a atype

Locality Patterns

Ipattern : :=u:<alist, atype> | u:<alist, atype>, lpattern

Actions

Act :: =out(t)@L | in(t)QL | read(t)QL | eval(P)@L |
newloc (Ipattern)

Processes

P:: =nil | Act ; P | P | P | AP, L, v>

Agent Definitions
A ::=def A(P,L,v) =P

FEvaluated Tuples
T:=out(t) | TI| T

Nets
N::=nodes :: e {P | T} where atype | N || N

Tuples
tii=f | (£, t)

Fields
f::=v | P | l:<alist, atype> |

'x:btype | !X:atype | !'u:<alist, atype>
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Model checking is emerging as a practical tool for automated debugging of re-
active systems such as embedded controllers and network protocols [9,11]. Since
model checking is based on exhaustive state-space exploration, and the size of
the state space of a design grows exponentially with the size of the descrip-
tion, scalability remains a challenge. The goal of our recent research has been
to develop techniques for exploiting the modular design structure during model
checking. Software design notations (e.g. STATECHARTS [10], UML) provide rich
constructs to facilitate modular descriptions. Instead of destroying this structure
by compiling the descriptions into flat state-transition graphs, we are developing
algorithms that are optimized for modular descriptions. In this talk, we sum-
marize research concerning two different notions of hierarchy: architectural and
behavioral.

Architectural Hierarchy

The hierarchical decomposition of a system architecture into subcomponents can
be well described in the modeling language of Reactive Modules [1]. In this lan-
guage, processes communicate via shared variables, and can be combined using
the operations of parallel composition, instantiation, and variable hiding. The
theory of reactive modules supports modular refinement, and the language is
supported by the model checker MOCHA (see www.cis.upenn.edu/ mocha). We
consider three ways of exploiting the modular structure for automated verifica-
tion:

Hierarchic reduction. We have developed an on-the-fly reduction algorithm
that exploits the visibility information about transitions in a recursive man-
ner based on the architectural hierarchy [7].

Assume guarantee reasoning. Refinement checking corresponds to trace
containment between implementation and specification modules. Compo-
sitional and assume-guarantee proof rules allow for decomposing the refine-
ment check into subproblems, and are integrated in the model checker.

Games. The requirements are expressed as formulas of Alternating Temporal
Logic [5], which allows the formal specification of requirements that refer to
collaborative as well as adversarial relationships between modules. The game
semantics of ATL allows the construction of the most general environments
of individual components, which can be exploited to automate modular ver-
ification [1].

C. Palamidessi (Ed.): CONCUR 2000, LNCS 1877, pp. 66-68, 2000.
© Springer-Verlag Berlin Heidelberg 2000
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Behavioral Hierarchy

The control structure for the behavior of an atomic component can be described
hierarchically in the modeling language of Hierarchical Modules [2]. The language
has powerful features such as nested modes, mode reuse, exceptions, group tran-
sitions, history, and conjunctive modes, and is being implemented in the model
checker HERMES. We survey three related research directions:

Complexity and expressiveness. Due to sharing of modes, flattening of a
hierarchical state machine causes an exponential blow-up. Recent research
has results on succinctness of hierarchical construct, the complexity of oper-
ations such as emptiness and equivalence, and algorithms for model checking
linear-time and branching-time requirements [3,0].

Modular refinement. While in the style of STATECHARTS in spirit, Hierarchi-
cal Modules have well-typed entry- and exit-points, and communication via
variables with standard scoping rules. These features allow for a composi-
tional trace semantics for modes that supports a refinement calculus with
assume-guarantee proof rules [2].

Model checking. We have developed heuristics for enumerative as well as sym-
bolic reachability analysis of hierarchical modules that exploit the scoping
of variables and stack-like structure of individual states [3].
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Abstract. We present two process frameworks: the action calculi of Mil-
ner, and the fusion systems of Gardner and Wischik. The action calculus
framework is based on process constructs arising from the m-calculus.
We give a non-standard presentation of the m-calculus, to emphasise the
similarities between the calculus and the framework. The fusion system
framework generalises a new process calculus called the 7r-calculus. We
describe the mp-calculus, which is based on different process constructs
to those of the m-calculus, and show that the generalisation from the
calculus to the framework is simple. We compare the frameworks by
studying examples.

1 Introduction

Our aim in studying process frameworks is to integrate ways of reasoning about
related interactive behaviour. The purpose is not to provide a general, all-
encompassing system for describing interaction—that would miss the point that
there are many kinds of interactive behaviour worth exploring. Rather, the aim is
to study interaction based on some fixed underlying process structure. A process
framework consists of a structural congruence, which establishes the common
process constructs used in the framework, and a reaction relation which describes
the interactive behaviour of particular processes specified by a signature. The
higher-order term rewriting systems have a similar format; the structural con-
gruence describes the higher-order features given by the A-terms with (-equality,
and a rewriting relation describes the reaction between terms generated from a
signature.

In this paper, we describe two process frameworks: the action calculi of
Milner [Mil96], and the fusion systems of Gardner and Wischik [GW99]. The
action calculus framework is based on process constructs arising from the -
calculus. We give a non-standard presentation of the m-calculus, to emphasise
the similarities between the calculus and the framework. We also present the
fusion system framework which generalises a new process calculus, called the
mp-calculus [GWOO], in much the same way as the action calculus framework
generalises the m-calculus. The wp-calculus is similar to the m-calculus in that
its interactive behaviour is based on input and output processes, and different in
that its underlying process structure is not the same. We describe the 7p-calculus

* The author acknowledges support of an EPSRC Advanced Fellowship.

C. Palamidessi (Ed.): CONCUR 2000, LNCS 1877, pp. 69-88, 2000.
(© Springer-Verlag Berlin Heidelberg 2000
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and the fusion system framework, and illustrate that the generalisation from the
calculus to the framework is simple. We also compare the two frameworks by
studying specific examples.

1.1 From the mw-Calculus to Action Calculi

We describe the transition from the m-calculus to the action calculus frame-
work. By adapting Milner’s presentation of the m-calculus in [Mil99], we show
that this transition is comparatively simple. Instead of the input and output
processes specific to the w-calculus, an action calculus consists of more flexible
control processes. The interactive behaviour of such control processes is given by
a reaction relation specific to the particular action calculus under consideration.
The other constructs of an action calculus are essentially the same as those of
our m-calculus, except that there is no restriction. Instead the m-process (va)P
is interpreted by an action process new - (z)P, where the control process new
blocks the access to the name-abstraction. We explore two examples of action
calculi: the 7 action calculus corresponding to the m-calculus, and the A, action
calculus corresponding to a call-by-value A-calculus. These examples illustrate
that the basic process constructs for action calculi are indeed natural. We also
refer to recent results of Leifer and Milner [LLMO00], who provide general bisimu-
lation congruences for (simple) reactive systems and aim to extend their results
to action calculi.

1.2 The wr-Calculus

The mp-calculus is similar to the m-calculus in that it consists of input and
output processes that interact with each other. It is different from the w-calculus
in the way that these processes interact. In a m-reaction, the intuition is that
names are sent along a channel name to replace the abstracted names at the
other end. In contrast, the mp-calculus does not have abstraction. Instead, a mp-
reaction is directionless with names being fused together during reaction. This
fusion mechanism is described using a explicit fusion (z=1y), which is a process
declaring that two names can be used interchangeably. A natural interpretation
is that names refer to addresses, with explicit fusions declaring that two names
refer to the same address.

The mp-calculus is similar in many respects to the fusion calculus of Parrow
and Victor [PV98], and the y-calculus of Fu [Fu97]. The key difference is how the
name-fusions have effect. In the mp-calculus, fusions are explicitly recorded and
have effect though the structural congruence. This has the consequence that the
mp-reaction is a simple local reaction between input and output processes. In the
fusion calculus on the other hand, fusions occur implicitly within the reaction
relation. This outcome of this is a non-local reaction relation.

We provide a natural bisimulation congruence for the mp-calculus. We also
have simple embeddings for the 7-calculus, the fusion calculus and a call-by-value
A-calculus in the 7p-calculus. Intriguingly, the A-embedding is purely composi-
tional, in contrast with the analogous embeddings in the m-calculus and fusion
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calculus. Further details can be found in [GWO00]. We summarise the results in
this paper, using the examples of fusion systems described below.

1.3 Fusion Systems

The generalisation from the wp-calculus to the fusion system framework is sim-
ple. The basic process constructs and the definition of the structural congruence
are the same. As with action calculi, fusion systems have the flexibility to describe
other forms of interactive behaviour by adapting the input and output processes
of the mp-calculus to more general control processes. The interactive behaviour
of the control processes is again given by a reaction relation, which is specific
to the particular fusion system under consideration. We explore the 7mp fusion
system, which corresponds exactly to the mp-calculus, and the A, fusion system
which describes a call-by-value A-calculus. The \, fusion system is a subsystem
of the 7 fusion system. This simple relationship depends on the explicit fusions.
It means that the bisimulation congruences for the wg-system easily transfer to
the A\,-system. We are currently exploring a link between a bisimulation con-
gruence for the \,-system and a corresponding behavioural congruence for the
call-by-value A-calculus. It remains further work to provide general bisimulation
results for fusion systems. However, this is not our primary concern. First, we
would like to explore specific examples of fusion systems to illustrate the expres-
siveness of explicit fusions.

Acknowledgements The work on the wp-calculus and fusion systems is joint
with Lucian Wischik.

2 From the 7 Calculus to Action Calculi

In [Mil99], Milner presents the m-calculus using a structural congruence which
describes the underlying process structure, and a reaction relation which de-
scribes the interaction between input and output processes. In particular, he
builds processes using abstractions and concretions as interim constructs, and
generates the reaction relation by the axiom

T.P|2.Q \,P-Q,

where the operator - is a derived operator expressing the application of a con-
cretion to an abstraction. In contrast, we treat all the constructs in the same
way. We consider the application operator as a primitive operator. Although
it can be derived in the m-calculus, it cannot be derived in the action calculus
framework. We regard abstractions as processes, but instead of the concretion
(vz)(y) P for example, we have the process (vz)({y)| P) where the process (y)
is called a datum. The reason for focusing on datums rather than concretions is
that variables of the A-calculus translate to datums in the corresponding action
calculus. The datums therefore seem more fundamental.
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In order to define reaction precisely, we require the correct number of datums
and abstractions to match. This information is given by the arity of the process.
In general, the arity information can include quite complex typing information,
such as the sorting discipline for the m-calculus given in [Mil99]. In this paper
we keep the arity structure simple, and just use it to count abstractions and
datums.

There are two natural approaches for defining simple arities for m-processes.
One approach keeps the abstractions and datums separate, so that we can form
()P and (z)| P, but not (z)({z)|P). In this case, arities are integers with
the positive numbers counting the abstractions and the negative numbers the
datums. The resulting process algebra corresponds to the m-calculus presented
in Milner’s book [Mil99]. The second approach mixes abstractions and datums,
so that we have for example the process (z)({x) | P). Arities have the form (m,n)
for m,n,> 0, where m counts the abstractions and n the datums. We choose
this second approach here, since it gives a smooth link to the action calculus
framework. It remains further work however to fully justify the use of abstracted
datums for the 7-calculus. They are justified in the action calculus framework.

Following our presentation of the m-calculus, the description of the action
calculus framework is comparatively simple. An action calculus essentially con-
sists of the same underlying process constructs as our w-calculus, except that it
does not have restriction. The definition of the structural congruence has to be
modified however to account for the more general behaviour of application in the
framework. Instead of input and output processes, an action calculus consists of
general control processes of the form K (Py, ..., P.) where the control K denotes
some sort of boundary (or firewall) containing the processes P;. The interactive
behaviour of the control processes is described by a reaction relation.

For example, the input and output processes of the m-calculus correspond to
action processes of the form (z)-in(P) and (x) -out(P) respectively. The controls
in and out are specific to the 7 action calculus, and provide a boundary inside
which reaction does not occur. Restriction is not primitive in the framework.
Instead the restriction (va)P of the m-calculus is interpreted by new- (z) P where
new is a control which blocks the access to the abstraction.

2.1 The w-Calculus

Throughout this paper, we assume that we have an infinite set N of names
ranged over by wu, ..., z, and use the notation 2z’ to denote a sequence of names
and |Z'| to denote the length of the sequence.

DEFINITION 1
The set P of pre-processes of the m-calculus is defined by the grammar

P = il Nil process
P|P  Parallel composition
P-P  Application
(x) Datum
(x)P  Abstraction
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(vz)P  Restriction
z.P Input Process
z.P Output process

The definitions of free and bound names are standard: the abstraction (z)P and
the restriction (vz)P bind x in P, and x is free in the processes (z), z.P and
T.P. We write fn(P) to denote the set of free names in P.

The application operator is used to apply the contents of input and output
processes during reaction:

T.P|2.Q \, P Q.

To define reaction properly, we require the correct number of datums in P and ab-
stractions in @ to match. This information is given by the arity of a pre-process.
We write P : (m,n) to declare that a pre-process has arity (m,n), where m
and n are natural numbers counting the abstractions and datums respectively.

DEFINITION 2
The set P, of m-processes of arity (m,n) is defined inductively by the rules

nil : (0,0) () : (0,1)
P:(m,n) Q: (k1) P:(m,k) Q:(k,n)
PlQ:(m+kn+l) P-Q:(m,n)
P:(m,n) P:(m,n)
(x)P:(m+1,n) (vz)P : (m,n)
P (m,0) P (0,m)
x.P:(0,0) T.P:(0,0)

DEFINITION 3

The structural congruence between m-processes of the same arity, written =, is
the smallest congruence satisfying the axioms given in figure 1, and which is
closed with respect to _|_, _- _, (2)-, (vx)-, z._and T._.

Notice the side-condition associated with the axiom for the commutativity of
parallel composition. It results in the order of abstractions and datums always
being preserved, as one would expect. The other rules are self-explanatory. The
application axioms are enough to show that application can be derived from the
other operators.

One property of the structural congruence is that every m-process is congruent
to a standard form. Standard forms are processes with the shape

(@) (2)(@) | P),
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Standard axioms for nil, _|_and (vz)_
Plhil=P
Plnil=P

(PIQ)IR=P(Q|R)
P|Q=Q|P, P:(m0),Q:(0,n)

(va)(vy)P = (vy)(va)P

(vz)(P|Q) = (vo)P|Q, & f(Q)

(v2)(P|Q) = P|(vz)Q, =z ¢&fn(P)
(va)P = (vy)P{y/z}, y & fn(P)
(vz)nil = nil

Abstraction axioms:

(z)P = (y)Ply/z}, y &(P)
(vz)(y)P = (y)(vz)P, y#=x
(@)(P|Q) = (z)P|Q, = ¢&fn(Q)
@)(P|Q) = P|(2)Q, x ¢&fn(P),P:(0,m)
Application axioms:
(vz)(P-Q) = (va)P-Q, = ¢&fn(Q)
(vz)(P-Q) =P (v2)Q, x¢fn(P)

()P Q= (2)(P-Q), z¢&fn(Q)
((W1Q) ()P =Q - P{y/z}
Q-P=Q|P, Q:(m,0),P:(0,n)

Fig. 1. The structural congruence between m-processes of the same arity, writ-
ten =, is the smallest equivalence relation satisfying these axioms and closed
with respect to contexts.

where the Zs and Z5 are distinct, the Zs are contained in the s, and P : (0,0)
does not contain any applications. Standard forms are essentially unique in the
sense that, given two congruent standard forms

(@) w2)(51) | 1) = (22)(v22) ((G2) | o),

then |#1| = |Z2| and |Z1| = |22], the 1 and ¢ are the same up to a-conversion of
the s and zs, and P; and P» are structurally congruent again up to a-conversion.
Using the standard forms, application can be derived from the other operators.

The reaction relation between m-processes of the same arity, written \, is
the smallest relation generated by

T.P|2.Q \, P Q,
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where P and @ have arities (0,m) and (m,0) respectively, and the relation is
closed with respect to _|_, _- _, (x)-, (vx)- and _= _.

In [Mil99], Milner defines a labelled transition system and the corresponding
strong bisimulation for the m-calculus, using standard transitions with labels x,
T and 7. It is straightforward to adapt his definitions to our presentation.

2.2 Action Calculi

An action calculus is generated from the basic process operators of the w-calculus,
except restriction, plus control operators specific to the particular action calculus
under consideration. However, the definition of the structural congruence cannot
be simply lifted from the corresponding definition for the m-calculus. In the
m-calculus, application is only used to apply datums to abstractions. In the
framework, application is also used to apply control processes to other processes.
This additional use of application requires a more general description of its
properties. For example, the associativity of application can be derived in the
m-calculus, but must be declared explicitly in the framework.

The simplest way to define the structural congruence for the framework is to
adapt the basic constructs of the m-calculus to include the identity process id,,
and the permutation process p, n, where m and n are arities. These constructs
can be derived from the other operators: for example, we have id; = (z)(z) and
p1,1 = (z,y){y,x) where y # x. We choose to regard them as primitive, since
they play a fundamental role in the congruence definition.

An action calculus is specified by a set K of controls, plus a reaction relation
which describes the interaction between control processes. Each control K in |C
has an associated arity ((m1,n1),...,(my,n.)) — (k,1), which informs us that
a control process K (P, ..., P,) has arity (k,l) such that P; has arity (m;,n;).

DEFINITION 4
The set Ppc(K) of pre-processes of an action calculus specified by control set
is defined by the grammar

P oou=idy, Identity
Pm,n Permutation
P|P Parallel composition
P-P Application
(x) Datum
(z)P Abstraction

K(Py,...,P.) Control process

The set Pac(K) of action processes of arity (m,n), specified by control set K, is
defined by the identity and permutation axioms

idy, : (m,m) Pmn : (M +mn,n+m),
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the appropriate rules in definition 2, and the control rule

Pi : (mz,nz) 1€ {1,... ,T‘}
K(Py,...,P): (k1)

where control K has arity ((mi,n1),...,(mq,n.)) — (k,1).

The axioms generating the structural congruence for the framework are a
modification of the axioms for the m-calculus given in figure 1 of section 2.1,
minus those referring to restriction. The best way to describe the axioms is to
focus on the categorical structure of processes. An action process P : (m,n) can
be viewed as a morphism in a category with domain m and codomain n. The id,,
operator corresponds to the identity of the category, application to sequential
composition, parallel to tensor, and p,, , to permutation. The structural con-
gruence on action processes is defined in figure 2. It is generated by the axioms
of a strict symmetric monoidal category and two additional naming axioms.

The axioms of a strict symmetric monoidal category just state that the iden-
tity, parallel composition, application and permutation operators behave as we
would expect. A possibility helpful intuition is that the processes idy and pg,g
correspond to the nil process and

idy = (£)(Z), Z distinet ,|Z| =m >0 (1)

Pm.n = (T, 9)(¥, %), &, ¢ distinct ,|Z| =m,|y]=n, m+n>0.

For example, the last axiom generalises the commutativity of parallel compo-
sition for the m-calculus. The first naming axiom is just a special case of the
application axiom for the m-calculus given in figure 1, which describes the appli-
cation of datums to abstractions. The second naming axiom is a generalisation
of the structural congruence given in (1) for the identity process. The appro-
priate m-axioms in figure 1 of section 2.1 are derivable from the axioms given
here. With the above interpretation of the identity and permutation processes,
the axioms of the framework are also derivable in the m-calculus.

The reaction relation “\, is a binary relation between action processes of the
same arity, which is closed with respect to _|, - _, (z)- and - = _. We specify
whether reaction may occur inside controls. Both examples studied in this section
prevent it.

We have a very different type of standard form result for action calculi, since
application plays such a prominent role. The standard forms are not special pro-
cesses, but rather have a completely different notation to processes. We therefore
call them molecular forms, to emphasise this difference and conform with the
literature [Mil96]. The molecular forms are generated by the grammars

Molecular forms P ::= (Z)[M, ..., M|{y), Z distinct
Molecules M ::= (4)K(Py,...,P.)(V), o distinct

with r, || and |v] determined by the arity of control K. The & and ¥ correspond
to the abstractions and datums in the standard forms for the w-calculus given
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Axioms of a strict symmetric monoidal category:

P.d, = P = idn P Plido = P = ido|P
P-(Q-R) = (P-Q-R (PlQ)IR = Pl(Q|R)
(P P)|[(Qi-Q2) = (Pi|Q1) (P2]|Q2) idm |id, = idm4n
P Prym = idmgn
Pmtnk = (idm | pnk) - (Pmk | idn)
Pmn - (P|Q) = (Q|P) pra, P:(ml),Q:(nk)
Naming axioms:
() lidm) - ()P = Ply/z}
(@)(((@)|idm)-P) = P, z¢&fn(P)

Fig. 2. The structural congruence between action processes of the same arity,
written =, is the smallest equivalence relation satisfying these axioms and closed
with respect to contexts.

in section 2.1, where (|Z],|y]) is the arity of the molecular form. The # are free,
and the ¢ are distinct and bind to the right. These ¢ provide the mechanism for
recording the sequential dependency of control processes. The molecular forms
have a simple structural congruence, given by a-conversion of bound names and
the partial reordering of the molecules when there is no name clash.

The 7 Action Calculus The 7 action calculus is specified by the controls
out: ((0,m)) = (1,0) in: ((m,0)) = (1,0)  new: () — (0,1)

The input and output processes correspond to the action processes of the form
(x) - in(P) and (x) - out(P) respectively. Restriction is interpreted by action
processes of the form new - ()P, where the new control blocks the access to the
abstraction. The reaction relation is generated by the rule

(z) -out(P)[(x) -in(@) . P-Q

where P and @ must have arities (m,0) and (0,n) respectively and we specify
that reaction does not occur inside the controls.
The correspondence is not absolutely exact, since the m-axiom

(va)nil = nil

is not preserved by the translation. However, the translated processes are bisim-
ilar. Apart from this point, it is not difficult to show that the structural congru-
ence and the reaction relation are strongly preserved by the embedding [Mil96].
These results rely on the molecular forms described earlier.
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The A, Action Calculus The )\, action calculus interprets A-terms as pro-
cesses of arity (0, 1). It is specified by the controls

lam: ((1,1)) — (0,1) ap:()—(2,1).

For example, the A-term Az.z corresponds to the action process lam((z)(z)),
which illustrates the use of abstracted datums. Again we do not permit reaction
inside a lam-control. The reaction relation is generated by the two rules

(lam(P)|idy)-ap \, P
(lam(P) [idm).(2)Q N\, Q{lam(P)/(z)}.

The first axiom describes (-reduction, and the second describes the explicit
substitution of a lam-process for abstracted datums. In fact, there is a higher-
order extension of action calculi where the lam- and ap-controls are regarded as
primitive constructs. The details can be found in [Mil94a,HG97].

There is another extension of the action calculus framework [Mil94b], which
includes a reflexion (or feedback) operator

P:(m+1,n+1)
TP :(m,n)

The reflexion operator does not have a direct analogy in the m-calculus. It does
have a direct analogy in the A-calculus, in that the A, action calculus plus
reflexion corresponds to the cyclic A-calculus of Ariola and Klop [Has97]. The
reflexion axioms correspond to adding a trace operator [JSV90] to the symmetric
monoidal category. We do not concentrate on the reflexive extension here, since
our aim is to illustrate the close connection between the 7-calculus and the action
calculus framework. It is however of fundamental importance. In particular, the
recent bisimulation results of Leifer and Milner rely on this extension.

Leifer and Milner are currently exploring general bisimulation results for
(simple) reactive systems [LMO00], and aim to extend their results to a class of
reflexive action calculi. Such results have also been studied by Sewell [Sew00].
The idea is to automatically generate a labelled transition system from an under-
lying reaction relation, and yield a corresponding bisimulation congruence. The

labelled transitions have the form P - @, with the intuition that C' is a small
context necessary to complete a redex in P. Leifer and Milner have characterised
what it means for these small contexts to exist. Their challenge is to show that
they do indeed exist for specific reactive systems such as action calculi.

3 The wp-Calculus

In this section, we describe the mp-calculus and define a natural bisimulation
congruence. The mp-calculus is similar in many respects to the fusion calculus
of Parrow and Victor [PV9g], and the y-calculus of Fu [Fu97], although we
did not invent the mwg-calculus with these connections in mind. There is no
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abstraction. Instead, the mp-calculus has symmetric input and output processes,
with a reaction relation which fuses the names together using explicit fusions.
An explicit fusion (z =1y) is a process which declares that two names can be used
interchangeably.

The key difference between the 7p-calculus and the fusion calculus is how the
name-fusions have effect. In the wp-calculus, fusions are explicitly recorded and
have effect though the structural congruence. For example, a typical 7p-reaction
is

r(2)P|T(y)Q| R\ (z=y) | P|Q|R.

The explicit fusion (z=1y) declares that z and y can be used interchangeably
throughout the process. The reaction on the channel x is a local one between
the input and output processes. However, its effect is global in that the scope
of (z=vy) affects process R. The scope of an explicit fusion is limited by the
restriction operator. In the fusion calculus on the other hand, fusions occur
implicitly within the reaction relation. For example, the fusion reaction

(vy)(z(2)P|T(y)Q| R) \, P{z/y} | Q{z/y} | R{z/y}

corresponds to the restriction (with respect to y) of the 7p-reaction given above.
This fusion reaction is not a simple local reaction between input and output
processes. Instead, the redex is parametrized by R and requires y (or z) to be
restricted. The full definition, using many ys and zs, is in fact quite complicated.

DEFINITION 5
The set P, _ of pre-processes of the mp-calculus is defined by the grammar

P = il Nil process
P|P Parallel composition
prap Connection
(x) Datum

(x =y)  Fusion

(vx)P Restriction
z.P Input Process
T.P Output process

The definitions of free and bound names are standard. The restriction operator
(vx)P binds x; otherwise z is free. The connection operator is used to connect
the contents of input and output processes during reaction:

2.P|7.Q \, PQQ.

We regard the connection operator as primitive. However, we shall see that it
can be derived from the other axioms. It can also be derived in the fusion system
framework, so our choice to include it is really not essential.

To define reaction properly, we require the correct number of datums in P
and @ to connect together. This information is given by the arity of a pre-process.
We write P : m to declare that a pre-process has arity m, where m is a natural
number used to count datums.
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DEFINITION 6
The set Pr. of processes of the mp-calculus with arity m is defined inductively
by the rules

nil : 0 (x=y):0 (x):1
P:m Q:n P:m Q:m P:m
PlQ:m+n Pa@:0 (vx)P :m
P:m P:m
z.P:0 T.P:0

DEFINITION 7

The structural congruence between processes, written =, is the smallest congru-
ence satisfying the axioms given in figure 3, and which is closed with respect to
|- Q. (vz)., x._ and T._.

The side-condition on the commutativity of parallel composition allows for
processes of arity 0 to be reordered, but not arbitrary processes. The connection
axioms are simple.

The fusion axioms are similar in spirit to the name-equalities introduced
by Honda in his work on a simple process framework [Hon00]. Our intuition
is that (r = y) is a symmetric relation which declares that two names can be
used interchangeably. The fusion (z=x) is congruent to the nil process. So too
is (vz)(z=1y), since the local name is unused. Notice that the standard axiom
(va)nil = nil is derivable from these two fusion axioms. The other six fusion
axioms describe small-step substitution, allowing us to deduce (x =y)|P =
(x =y) | P{z/y} as well as a-conversion. For example,

(va)(z.nil)
=  (vo)(vy)((x=y)|Znil)  create fresh local name y as an alias for x
=  (vx)(vy)((x=y)|7.nil)  substitute y for =
= (vy)(g.nil) remove the now-unused local name x

Just as for the m-calculus, a property of the structural congruence is that
every mp-process is structurally congruent to a standard form. Standard forms
are processes with the shape

(wZ)((g) | P) | (@ =70),

where the T's are distinct and contained in the s, and P : 0 does not contain
connections or fusions. The standard form is essentially unique in the sense that,
given two congruent standard forms

(vz) (7)) | P1) | (i = 01) = (vZ2)((g2) | P2) | (U2 = T2),

then |¥1| = |Z2|, the fusions (@1 =¥1) and (U = v) generate the same equiva-
lence relation on names, the ; and 7> are the same up to a-conversion of the ;s
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Standard axioms for _|_, (vz)- and nil:

Plnil=P
(PIQ)IR=P|(Q|R)
PlQ=Q|P, P:0

(va)(vy) P = (vy)(va) P
(va)(P|Q) = (v2)P|Q, = ¢&fn(Q)
)PIQ) = P|(v2)Q, = &fn(P)

Connection axioms:

(va)(PQQ) = (vx)PQQ, z & (Q)
(vz)(PQQ) = PQ(vx)Q, z & fn(P)
(z) | P)a((y) | Q) = (x=y) | (PQQ)
PQR=P|Q, PQ:0

Fusion axioms:

(x==x) = nil (x=y)|y.P = (z=y)|z.P
(z=y)={y=2) (e=y)|yP=(x=y)|T.P
(vz)(z=y) = nil (z=y) |[{y=2) = (z=y) [(z=7)
(z=y)[(y) = (z=y)|(z)
(z=y)|z.P=(z=y)|z.((z=y)| P)
(z=y)|z.P = (xz=y)|z.((z=y) | P)
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Fig. 3. The structural congruence between 7 p-processes of the same arity, writ-

ten =, is the smallest equivalence relation satisfying these axioms and closed

with respect to contexts.

and #ss, and up to the name-equivalence generated by fusions, and P; and P

are structurally congruent up to a-conversion and the name-equivalence. We

write E(P) for the smallest equivalence relation on names generated by P. This

equivalence relation can be inductively defined on the structure of processes; a

simple characterisation is given by (x,y) € E(P) if and only if P = P |{(z=y).
Using the standard forms, it is possible to express the connection operator

as a derived operator.

DEFINITION 8

The reaction relation between 7p-processes of the same arity , written \, is the

smallest relation generated by

2.P|Z.Q N\, PaQ,

where P and @ have arity m and the reaction is closed with respect to | _, _@Q_,

(vx)-and - =
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3.1 Bisimulation Congruence

A natural choice of labelled transition system (LTS) for the 7p-calculus consists
of the usual CCS-style transitions using labels T, x and 7, accompanied by a
definition of bisimulation which incorporates fusions: PS@ : 0 implies

for all x and y, if P|{z=y) = P; then Q| {(zx=1v) - Q; and P;SQ;.

We call this bisimulation the open bisimulation, since it is similar to the open
bisimulation of the m-calculus.

In the definition of open bisimulation, labelled transitions are analysed with
respect to the fusion contexts _| (z=y). In fact, we do not need to consider all
such contexts. Instead, we introduce the fusion transitions, generated by the
axiom

_ Tr=y

A fusion transition with label 7z =y declares the presence of input and out-
put processes with channel names x and y, although we do not know which
name goes with which process. The resulting bisimulation definition is simpler,
in that it is enough to analyse the fusion transitions rather than consider all
fusion contexts. However, these fusion transitions do seem to provide additional
information about the structure of processes. In order to define a bisimulation
relation which equals the open bisimulation, we remove this information in the
analysis of the labelled transitions: PSQ : 0 implies

if P =Y Py then either Q =y QrorQ = Q,and P | (x=y)S Q1| (z=y).

A consequence of adding fusion transitions is that we can use standard techniques
to show that the resulting bisimulation relation is a congruence, and does indeed
equal the open bisimulation.

In [GWOO], we also study the more standard definition of bisimulation, which
requires that fusion transitions match exactly. We know it yields a congruence
which is contained in the open bisimulation. At the moment, we do not know
whether the containment is strict. This question relates to an open problem for
the 7-calculus without replication and summation !, of whether strong bisimu-
lation is closed with respect to substitution.

The fusion LTS is given in figure 4. The labelled transitions follow the style
of transition given in [Mil99], although our transitions are defined for arbitrary
processes instead of processes of arity 0. This choice is not essential, since the
bisimulation definition only refers to labelled transitions for processes of arity 0.
The only additional complexity is that we have two rules for parallel composition,
since this operator is only commutative for processes of arity 0. Notice that the
structural congruence rule allows fusions to affect the labels: for example, the

process (z=y) |Z.P can undergo the transition 2 as well as —, because it
is structurally congruent to (z=y)|y.P. Also notice that we do not have an
explicit structural rule for the connection operator. Indeed, it is not possible to
write such a rule, since the arity information would cause problems.

! Personal communication with Davide Sangiorgi.
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z.P 2 P ZP = p

2.P|7.Q == paQ 2.P|7.Q - PaQ

PP Q-
PlQ = P|Q P|Q Py
P5Q, zda P=P -5 Q:=0Q
(vz)P - (v2)Q P-5Q

Fig. 4. The labelled transition system for arbitrary mwp-processes. We do not
distinguish between the labels 7z =y and 7y ==.

PROPOSITION 9
P\, Q if and only if P —— Q.

The basic intuition regarding our definition of bisimulation is that two pro-
cesses are bisimilar if and only if their standard forms have the same outer
structure and, in all contexts of the form _Q(g), if one process can do a labelled
transition then so must the other to yield bisimilar processes. In fact, we do not
need to consider all such contexts. Instead, it is enough to remove the top-level
datums from the standard forms, and analyse the labelled transitions for the
resulting processes.

DEFINITION 10 (FUSION BISIMULATION)
A symmetric relation S is a fusion bisimulation if and only if PS@Q implies

1. P and @ have standard forms (vZ)((y) | P1) | (€=7) and (vZ)({(%)| Q1) |
(@ ="7) respectively;
2a. if Py | (i =17) - P| where ais x, T or 7 then Q; | (i =17) — Q) and P{SQ};
9b. if Py [ (@=7) “=Y P/ then either Qy | (@=7) ~=¢ Q) or Q1| (Z=7) —— Q!
and Py [(z=y) S Q1 | (z=y);
3. similarly for Q.

Two processes P and @) are fusion bisimilar, written P ~¢ @), if and only if there
exists a fusion bisimulation S between them. The relation ~ is the largest fusion
bisimulation. We call it the fusion bisimulation, when the meaning is apparent.

This definition of fusion bisimulation is related to Sangiorgi’s efficient character-
isation of open bisimulation for the m-calculus with matching [San93].

The fusion transitions enable us to use standard techniques for proving that
the fusion bisimulation is a congruence. We remove the structural congruence
rule, and define an alternative LTS based on the structure of processes. This
alternative LTS is given in figure 5. The non-standard rules are the fusion rules.
The first two play a similar role to the 7-rules for the m-calculus. The other two
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z.P 2 P

PP Q-LQ

ZP 2P

PP QL@

P|Q "= Piag

=y
PlQ — P@Q:

P—=Q (z,y) € E(P) P Q
p /sl 0
PP Q-

PlQ = P|Q PlQ = P|Q

P25Q, = Z «
(vx)P SN (v2)Q

Fig. 5. The alternative LTS for arbitrary processes. The judgement «a[y/x| de-
notes the simple substitution of one y for one xz, generated by: z[y/z] = y;
Zly/x] = 7; Qe=2z)y/z] =7y==z, and afy/x] = o when = ¢ «. Recall that
E(P) is the smallest equivalence relation on names generated by P

express the effect of explicit fusions on labels and the generation of T-transitions
from simple fusion transitions. Notice that we have no rules for the connection
operator. The connection between the fusion LTS and the alternative LTS is
therefore only valid up to structural congruence.

Using the alternative LTS, we are able to define a bisimulation relation,
prove that it is a congruence and show that it equals the fusion bisimulation.
The details are given in [GW00]. With this congruence result, it is not difficult
to show that fusion bisimulation equals open bisimulation.

4 Fusion Systems

The fusion system framework consists of the same basic process constructs as the
mp-calculus. It generalises the input and output processes to more general control
processes. For action calculi, control processes have the form K(Py,...,P.). It
is possible to use the same approach for fusion systems. Instead, we choose to
focus on control processes of the form Z.K(P,...,P,), where the control K is
a boundary containing the processes P; and the names ¥ provide the interface
to the control. With this choice of control process, the connection operator can
be derived from the other operators.

A fusion calculus is specified by a set I of controls, and a reaction relation
describing the interaction between controls. Each control K in I has an asso-
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ciated arity (ma,...,m,) — k. The arity tells us how to construct a control
process Z.K(Py,..., P.), where the m; specify the arities of the P; and |Z| = k.

DEFINITION 11
The set PE(K) of pre-processes of a fusion system specified by control set K is
defined by the grammar

P = il Nil process
P|P Parallel composition
rap Connection
(x) Datum
(x=1y) Fusion
(vz)P Restriction

Z.K(Py,...,P.) Control process

The set Pe(K) of fusion processes with arity m is defined by the rules in defini-
tion 6, with the input and output rules generalised to the control rule

P :m; iG{].,...,’r’}
ZK(Pi,...,P):0

where control K has arity (mq,...,m,) — k and |Z] = k.

The definitions of free and bound names are standard. The definition of the
structural congruence between fusion processes is the same as that given for the
mp-calculus in figure 3, except that it is closed with respect to arbitrary control
processes. The standard forms are defined in the same way as those for the mp-
calculus given in section 3. We can therefore derive the connection operator from
the other operators. The reaction relation \, is a binary relation between fusion
processes of the same arity, which is closed with respect to _|, -@Q_, (va)- and
_= _. We are able to specify whether the reaction relation is closed with respect
to the controls.

The m Fusion System We define the 7 fusion system, which is just a refor-
mulation of the mp-calculus. It is specified by the controls

in:(m)—1 out: (m) —1

where the mp-processes x.P and Z.P correspond to the control processes of the
form z.in(P) and z.out(P) respectively. The reaction relation is generated by
the rule

z.in(P) | z.out(Q) \, PQQ,

where P and ) have the same arity and reaction does not occur inside the
controls. Since the correspondence with the 7g-calculus is exact, the bisimulation
results described in section 3.1 easily transfer to the mp fusion system.
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We summarise the embedding results of the 7-calculus and the fusion calculus
in the wpg fusion system. These results follow immediately from the analogous
embeddings in the mp-calculus [GWO00]. The translations of the m-calculus and
the fusion calculus into mp fusion system are characterised by the input and
output cases described above, plus the abstraction and concretion cases:

[(@&)P] = (w@&)((&)|[P])  Abstraction
[(w)(2)P] = (@wZ)((2)|[P]) Concretion

There is a key difference between the embedding of the m-calculus and the em-
bedding of the fusion calculus. For the m-embedding, reaction of a process in the
image of [] necessary results in a process congruent to one in the image. The
same is not true with the embedding of the fusion calculus, since for example

z.in((z) [ [P]) |zout((w) [[QD) o (z=w)[[P]I]CQ],

which does not have a corresponding reaction in the fusion calculus. The process
on the left is in the image of the fusion calculus under [.], but the one on the
right has an unbound explicit fusion and so is not congruent to anything in the
image. We do obtain an embedding result, in that by restricting y (or z) we
obtain the 7 fusion reaction

(vy)(z.in((z) | [P]) |zout((y) | [Q]) . (vy)(z=y) |[P]]IQ])
= [P{z/y}|[QN=/y},

which does indeed correspond to a fusion reaction. The full translations and
embedding results are given for the wp-calculus in [GWO00].

The A\, Fusion System We define the \, fusion system, which corresponds to

a call-by-value A-calculus. It is also possible to define fusion systems for the usual

untyped A-calculus, and the simply-typed versions by adding more structure to

the arities. These fusion systems require the ability to replicate processes, which

we have not used before. We are currently checking that our bisimulation results

in section 3.1 hold in the presence of replication. We do not envisage difficulties.
The A, fusion system is specified by the controls

lam: (2) — 1 ap: () —3.

The idea is that the untyped A-terms correspond to processes of arity 1. A lam-
process of the form u.lam(P) ‘locates’ the function at u, with the extra arity
for the process P corresponding to the abstraction of the A-term. An ap-control
uvw.ap ‘locates’ its function at w, its argument at v and its result at w. The
reaction relation is generated by

wlam(P) | uvw.ap \, PQ(vw).
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and reaction does not occur inside the lam-control. The translation from lambda
terms to fusion processes is defined inductively by

[«] +— (=)

at]  —  (vu)((u) [fulam((vz)((z) | [t]))) u & fn([Az.1])
[st] —  (vuow)({w)|[s]@(u) ]| [t]Q(v) | uvw.ap) u,v,w & fn([st])

The replication in the translation of the lambda abstraction is used to generate
copies of lambda processes via the structural congruence.

The results for the call-by-value A-calculus are not as straightforward as
the results for the mp-example. To illustrate this, consider the lambda reaction
(Az.z)y \, y which corresponds to the fusion system reaction

(vuw)((w) [tu.((ve) () |a.((yw)) N () | (vu)(u.((vz)(ze))).

After reaction, the process (vu)(lu.((vz)(xzzx))) is redundant. This redundancy
is expressed by a bisimulation congruence, with the process (vu)(lu.((vz){zx)))
bisimilar to nil. Bisimulation is thus required to relate the reaction relation of
the A-calculus with reaction in the A, fusion system.

Bisimulation for the A\, fusion system is easy. It follows directly from bisim-
ulation for the 7w fusion system. This is because the A, fusion system can be
regarded as a simple subsystem of the 7 fusion system, using the translation

[ulam(P)] +—  w.in([P])
[uvw.ap] +—  w.out({vw))

which trivially preserves the reaction relation. It is future work to show whether
the resulting congruence corresponds to a known behavioural congruence for the
call-by-value A-calculus.

It also remains future work to study general bisimulation congruences for
fusion systems. One option is to try to generalise the bisimulation results for
the mp and A, fusion systems. Another option is to adapt the techniques of
Leifer and Milner, in their work on general bisimulation congruences for reactive
systems [LMO0]. However, this is not our primary concern. We would first like
to explore specific examples of fusion systems to illustrate the expressive power
of explicit fusions.
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Verification Using Tabled Logic Programming*
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1 Abstract

The LMC project aims to advance the state of the art of system specification
and verification using the latest developments in logic programming technol-
ogy [CDD™'98]. Initially, the project was focussed on developing an efficient
model checker, called XMC [RRR"97], for value-passing CCS [Mil89] and the
modal mu-calculus [Koz83] based on the XSB logic programming sys-
tem [XSB00]. We developed an optimizing compiler to translate specifications
in a dialect of value-passing CCS to compact labeled transition systems [DR99],
improving verification performance several fold. The core principles of this trans-
lation have been recently incorporated in SPIN [Hol97] showing similar gains in
performance [Hol99]. The XMC system can be downloaded from
http://www.cs.sunysb.edu/ 1lmc.
More recently, we have developed

— techniques using logic-program transformations [TS84,PPI9,RKRR99] for
verifying parameterized systems, i.e., infinite families of finite-state systems
[RKR*00];

— a proof-tree viewer for justifying successful or failed verification runs for
branching-time properties [RRR00];

— a symbolic bisimulation checker (based on the work of [HL.95]) for value-
passing systems [MRRV00];

— model checkers for

e real-time systems [DRS00] based loosely on the local model checking
algorithm of [S595];

e LTL with actions [PR00] based on GCTL* of [BCGO00] and the on-the-fly
model checking algorithm in [BCG95];

In this tutorial, we describe the XMC system as well as the above develop-
ments. In addition, we outline the research efforts of the verification and the logic
programming community that have been instrumental in these developments.

* Research supported in part by NSF grants EIA-9705998, CCR-9711386, CCR-
9805735, and CCR-9876242.

C. Palamidessi (Ed.): CONCUR 2000, LNCS 1877, pp. 89-91, 2000.
© Springer-Verlag Berlin Heidelberg 2000
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Abstract. We study the problems of synthesizing open systems as well
as controllers for them. The key aspect of our model is that it caters
to reactive environments, which can disable different sets of responses
when reacting with the system. We deal with specifications given as
formulas in CTL* and its sub-logic CTL. We show that both these
problems, with specifications in CTL (CTL*), are 2EXPTIME-complete
(resp. 3BEXPTIME-complete). Thus, in a sense, reactive environments
constitute a provably harder setting for the synthesis of open systems
and controllers for them.

1 Introduction

A closed system is a system whose behavior is completely determined by its
state. An open system is one that interacts with its environment and whose
behavior crucially depends on this interaction [[TP85]. In an open system, we
are required to distinguish between output signals (generated by the system)
over which we have control and input signals (generated by the environment)
over which we have no control. Given a specification of an open system, say as
a temporal logic formula, satisfiability of the formula only guarantees that we
can synthesize a system for some environment, whereas we need to synthesize a
system that meets the specification for all environments.

To make this intuition more precise, suppose we are given finite sets I
and O of input and output signals. A program can be viewed as a strategy

* For a full version of this extended abstract, see Technical Report TCS-2000-03,
Chennai Mathematical Institute, available at www.smi.ernet.in
** On leave visiting Informatik VII, RWTH-Aachen, Germany
*** Supported in part by NSF grant CCR-9700061, and by a grant from the Intel
Corporation.

C. Palamidessi (Ed.): CONCUR 2000, LNCS 1877, pp. 92-107, 2000.
© Springer-Verlag Berlin Heidelberg 2000
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f:(20)* — 29 that maps finite sequences of input signal sets into an output
signal set. When f interacts with an environment that generates infinite input
sequences what results is an infinite computation over 2/Y¢. Though f is deter-
ministic, it produces a computation tree. The branches of the tree correspond to
external non-determinism caused by the different possible inputs. One can now
specify a property of an open system by a linear or branching temporal logic
formula (over IUQO). Unlike linear temporal logics, in branching temporal logics
one can specify possibility requirements such as “every input sequence can be
extended so that the output signal v eventually becomes true” (cf. [DTV99]).
This is achieved via existential and universal quantification provided in branch-
ing temporal logics [Lam&0,Eme90]. In this paper, we concentrate on branching
temporal logics.

The realizability problem for a branching temporal logic is to determine, given
a branching-time specification ¢, whether there exists a program f : (27)* — 29
whose computation tree satisfies ¢ [ALW&9,PR89]. Realizing ¢ boils down to
synthesizing such a function f. An important aspect of the computation tree
associated with f is that it has a fixed branching degree |27|. It reflects the
assumption that at each stage, all possible subsets of I are provided by the
environment. Such environments are referred to as maximal environments. Intu-
itively, these are static environments in terms of the branching possibilities they
contribute to the associated computation trees. Equivalently, as we have noted
already, each program has just one computation tree capturing its behavior in
the presence of a maximal environment. In a more general setting, however, we
have to consider environments that are, in turn, open systems. We term such en-
vironments reactive. They might offer different subsets of 2/ as input possibilities
at different stages in the computation.

As an illustration, consider I = {rq,...,r,} and O = {t1,...,t,} where I
represents n different types of resources and O represents n different types of
tasks with the understanding that, at each stage, the system needs to receive r;
from the environment in order to execute ¢;. In the case of the maximal en-
vironment, the specification “it is always possible to reach a stage where ¢; is
executed” (AGEF(t;) in CTL parlance) is realizable. This is so because at each
stage in the computation, the maximal environment presents all possible com-
binations of the resources. In the case of the reactive environment, the above
specification is not realizable; there could be an environment driven by an open
system that can produce only a a finite number of the resource r; along any
computation. In the resulting computation tree, each path eventually reaches
a node in which the environment stop offering r;. From then on, ¢; cannot be
executed.

So, a reactive environment associates a set of computation trees with a pro-
gram. Consequently, in the presence of reactive environments, the realizability
problem must seek a program all of whose computation trees satisfy the speci-
fication.

A closely related problem concerns the controllability of open systems. Here
we are given an open system, often called a plant in this context, typically
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consisting of system states and environment states. We can control the moves
made from the system states (i.e. disable some of the possible moves), but not
the moves made from the environment states. Given a branching-time specifi-
cation ¢, the control problem is to come up with a strategy for controlling the
moves made from the system states so that the resulting computation tree sat-
isfies . Here again, assuming a reactive environment requires the controller to
function correctly no matter how the environment disables some of its moves;
thus correctness should be checked with respect to a whole set of computation
trees.

We study control problems for both CTL* and CTL specifications. We show
that the realizability problem can be reduced to the control problem. We prove
that both these problems are 3EXPTIME-complete and 2EXPTIME-complete
for CTL* and CTL, respectively. As established in [[K{V99a,IKV99b], these prob-
lems are 2EXPTIME-complete and EXPTIME-complete for maximal environ-
ments, respectively. In this sense, reactive environments make it more difficult
to realize open systems and synthesize controllers for them.

In the literature, a variety of realizability and control problems have been
studied for open systems. These studies have been mainly in linear-time set-
tings where the nature of the environment (maximal or reactive) does not play
a role (this is since a maximal environment is the most challenging one for the
system). In branching-time settings, the emphasis has been mainly on the re-
alizability problem (often referred to as the synthesis problem) in the presence
of maximal environments. For the linear time case, the literature goes back to
a closely related realizability problem due to Church [Chu63], which was solved
in [BL69] but more elegantly dealt with later using tree automata [Rab72,PR&I].
In branching-time settings, the realizability problem for CTL* and CTL has been
solved for maximal environments as cited above and more recently also for the
p-calculus [IVO0].

As for controller synthesis, as mentioned above, most of the settings con-
sidered in the literature are linear time ones and often involve dealing with in-
complete information [KG95,KS95,PR&9, Var9s]. As for branching-time settings,
synthesis of memoryless controllers for settings with maximal environments is
studied in [Ant95]. Also, for maximal environments, the control problem can
be transformed (by flipping the role of the system and the environment) into
module-checking problems solved in [[KV96,IXV97]. Yet another work, but in a
different framework is [MT98] where the specification is also modeled by a tran-
sition system and the correctness criterion is that there should be a behavior
preserving simulation from the plant to the specification. This has been later
extended to the case of bisimulation in [MT00].

2 The Problem Setting

We assume familiarity with the branching temporal logic CTL* and its sub-
logic CTL (see [me90] for details). Here we just fix the notation for (Kripke)
structures, which provide the semantics. A (Kripke) structure is a tuple S =
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(AP, W, R,wq, L), where AP is the set of atomic propositions, W is a set of
states, R C W x W is a transition relation that must be total (i.e., for every
w € W there exists w’ € W such that R(w,w’)), wo is an initial state, and
L : W — 24% maps each state to a set of atomic propositions true in this state.
For w and w’ with R(w,w’), we say that w’ is a successor of w. A path of S is
an infinite sequence ™ = w®, w', ... of states such that for every i > 0, we have
R(w*, w1). The suffix w’, w1, ... of 7 is denoted by 7’. We use w = ¢ to
indicate that a state formula ¢ holds at state w, and we use m |= ¢ to indicate
that a path formula ¢ holds at path 7 (assuming a structure S). We say that S

is a model of ¢ to mean that wg = ¢.

We model a plant as P = (AP, Wy, W,, R, wo, L), where AP, R, wg, and L are
as in a structure with W = W UW.. Here set of environment states. Throughout
what follows we are concerned only with finite plants; AP and W are both finite
sets. We also assume that Wy NW, = ). The size of the plant is |P| = |W|+ |R].

Given a finite set 7', an 7-tree is a nonempty set 7" C 7* such that, if v.c € T
withv € 7" and ¢ € T, then v € T'. When 7T is clear from the context we call T" a
tree. The elements of T" are called nodes and the empty word ¢ is the root of T'. For
every v € T, the set sucer(v) = {v.c| ¢ € T and v.c € T'} is the set of children
(successors) of v. Where T is clear from the context, we drop the subscript T
and write succ(v). In what follows, every tree T' we consider is assumed to satisfy
suce(v) # () for every v in T'. We associate a direction dir(v) € 1" with each node
v € T. A designated element ¢y € T is the direction of €. For each non-root node
v.c with ¢ € T, we set dir(v.c) = c¢. A path 7 of a tree is a minimal set # C T
such that e € 7 and for each v € 7, we have |r N succ(v)| = 1. Finally, given a
set X, a X-labeled T-tree is a pair (T, V) where T is a V-tree and V : T — X is
a labeling function. Of special interest to us are 247-labeled trees. We call such
trees computation trees and we sometimes interpret CTL* formulas with respect
to them. Formally, a computation tree (T, V) satisfies a CTL* formula ¢ if ¢
is satisfied in the infinite-state structure (AP, T, Rp,e,V), where Ry (v,v.c) iff
v.c € sucer(v).

Let P = (AP, Ws,W,, R,wy, L) be a plant. Then P can be unwound into
a W-tree Tp in the obvious manner; thus e € Tp, and we set dir(e) = wyp, and for
all v € Tp, we have that v.c € Tp iff R(dir(v),c). The tree Tp induces the 247-
labelled tree (Tp,Vp) where for each v € Tp, we have Vp(v) = L(dir(v)). A
restriction (T,V) of (Tp,Vp) is a tree T C Tp such that V is Vp restricted
to T. We denote by Tp = {v | v € Tp and dir(v) € Ws} the set of nodes of Tp
that correspond to system states, and by Ts = Tp \ T the set of states that
correspond to environment states.

Consider a plant P and a restriction (T7,V) of (Tp,Vp). We can think of
(T,V) as a computation tree generated by an interaction of the system with
its environment: each position in this interaction corresponds to a node v € T'.
When v € T}, the system chooses a nonempty subset of sucer, (v). This subset
corresponds to successors of dir(v) to which the system enables the transition
from dir(v). Similarly, when v € T§, the environment chooses a nonempty subset
of sucer, (v) corresponding to the successors of dir(v) to which transitions are
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enabled. Note we can have v and v with dir(v) = dir(v') and still sucer(v) #
sucer(v'). Indeed, the decisions made by the system and the environment depend
not only on the current state of the interaction (that is, dir(v)), but also in the
entire interaction between the system and the environment so far (that is, v).
Intuitively, given P and a CTL* formula ¢, the control problem is to come up
with a strategy for the system so that no matter how the environment responds,
the resulting restriction of (T'p, Vp) satisfies ¢.

We now make this intuition formal. A strategy for the system is a func-
tion g that assigns to each v € T§, a non-empty subset of succer,(v). A g-
respecting execution of P is a restriction (T, V') of (Tp,Vp) such that for every
v e TNTE, we have sucer(v) = g(v). Note that a strategy g determines only
the successors of nodes in Tp that correspond to system states. Thus, P may
have many g-respecting executions, each corresponding to a different strategy
of the environment. Given a CTL* formula ¢, the strategy ¢ is winning for ¢ if
all the g-respecting executions satisfy ¢. The control problem is then to decide,
given a plant P and a CTL* specification ¢, whether the system has a strategy
winning for ¢, denoted controllable (P, ).

The realizability problem for programs with reactive environments can be
tackled along very similar lines: we consider a program f interacting with its
environment via two finite sets I and O of input and output signals respectively.
We can view f as a strategy f : (27)* — 2© that maps finite sequences of input
signal sets into an output signal set. The interaction starts by the program
generating the output f(¢). The environment replies with some response of f for
the input sequence (infinite) interaction can be represented by a computation
tree. The branches of the tree correspond to external non-determinism caused by
different input signal sets chosen by the environment. Thus f can be viewed as
the full 2/Y9- labeled 2/-tree (T}, Vi) with Ty = (21)* and V;(v) = dir(v)U f(v)
for each v € Ty. Given a CTL* formula ¢, the realizability problem is to find a
strategy f so that ¢ is satisfied in f no matter how the environment disables (in
a non-blocking manner) its possible responses at different stages. Formally, let
I (21" — 29 be a strategy and let (T,V) be a 2/YC-labeled 2/-tree. We say
that (7, V) is an f-respecting execution iff V(v) = f(v) U dir(v) for each v € T'.
(In other words, (T, V) is a restriction of the computation tree (T, Vy)). We say
that f realizes ¢ if every f-respecting execution satisfies . Also, ¢ is realizable
iff there is a program f that realizes ¢.

Using a universal plant, which embodies all the possible assignments to I
and O, the program-synthesis problem can be reduced to the control problem.

Lemma 1. Let ¢ be a CTL* (CTL) formula over AP = IUO. We can effectively
construct a finite plant P and a CTL* (resp. CTL) formula ¢" such that |P| =
O((247)2), |¢'| = O(|p| + 24F), and ¢ is realizable iff controllable(P,¢').

Proof. We sketch the reduction for the case of CTL. A similar procedure can be
developed for CTL*. We define P = (AP’ W,, W,, R, wg, L) as follows:

— AP' = AP U {p.} with p. ¢ AP. (The role of p, will become clear soon).
— W, =21 x 29 ;s W, = {wo} U2 with wg ¢ 2L UW,
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— R = RoU Ry URy where Ry = {wo} x ({0} x29), Ry = W, x 2!, and Ry =
{(X,(X,Y)|X CTandY C O}.

- L((X,Y)) = XUY U{p.} for each (X,Y) € W, and L(w) = @ for each
w € Ws.

Next we construct the CTL formula ¢’ over AP’ by setting ¢’ = ¢} A ).
The role of ¢/ is to ensure that the truthhood of ¢ matters only at the states
in We. The conjunct ¢} is the formula EX (||¢||) where ||¢|| is given inductively
via: [pll = p for p € AP, ||l = ~lgll and o1 V @]l = lpr V l|pa]l. Further,
|EXg| = EXEX(|lgl) and | E(eiUg2)]| = E((pe — 1)U (pe A llgal). Fi
nally, ||A(¢1Up2)|| is defined by replacing E by A in the clause for || E(p1Ups)||.

The conjunct ¢/ ensures that the system chooses only one move at states
in W (since the 2© labelling required must be unique). It is given by ¢} =
AG(=pe — (N\,co(EX2z — AXz)) It is easy to check that P and ¢ have the
required properties. O

3 Upper Bounds

Since our decision procedure uses tree automata, we first introduce Biichi and
parity tree automata (see [Tho97] for more details). Tree automata run on X-
labeled T-trees. We assume that the set 7" of directions is ordered. For an 7-
tree T and a node v € T, we use o_succ(v) to denote an ordered list of succ(v).
Let |7| = k, and let [k] = {1, ..., k}. A nondeterministic tree automaton over X-
labeled T-trees is A = (¥, Q, d, Qo, F) where X is a finite alphabet, @ is a finite
set of states, § : Q x X' x [k] — 2Q" ig a transition function that maps a state,
a letter, and a branching degree i € [k] to a set of i-tuples of states, Qp C Q is
the set of initial states, and F is an acceptance condition that depends on the
kind of automata we consider. For Biichi automata, F is a subset of () and for
parity automata, F is a function F : Q — {0,...,h} for some h € IN (the set
{0,...,h} is called the set of colors).

Let (T,V) be a X-labeled tree. A run of A over (T,V) is a Q-labeled tree
(T, p) such that p(e) € Qo, and for all v € T with o_succ(v) = (z1,...,z1), we
have (p(z1),...,p(z1)) € 6(q,V(x),1). For a path 7 of T', let Inf,(m) be the set
of states that appear as the labels of infinitely many nodes on 7. If A is a Biichi
automaton, then p is accepting if for every path 7 of T, Inf,(7) N F # (. For
parity automata, p is accepting if for every path 7 of T, min(F(Inf,(n))) is an
even number. A Y-labeled tree (T, V) is accepted by A iff there is an accepting
run of A over (T, V). The language accepted by A is the set of all X-labeled trees
accepted by A. We say that A is universal iff it accepts all X-labeled 7-trees.

There are well-known connections relating branching temporal logics and tree
automata. For our purposes, it suffices to know the following.

Theorem 1.

(1) [VWS86] Given a CTL formula ¢ over AP and a finite set T, we can con-
struct a nondeterministic Biichi tree automaton Ary., with 2°U¢1) states that
accepts exactly the set of 247 -labeled T -trees that satisfy .
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(2) [E88,5af88,Tho97] Given a CTL* formula ¢ over AP and a set Y, one
can construct a nondeterministic parity tree automaton Ay, with 920(Ieh
states and 2°U2D colors that accepts ezactly the set of 24T -labeled T-trees

that satisfy . a

In the control problem, we are given a plant P = (AP, W,, W,, R, wo, L) and
a CTL (or CTL*) formula ¢ over AP, and we have to decide whether there is a
strategy ¢ for the system so that all the g-respecting executions of P satisfy (.

Recall that a strategy g for the system assigns to each v € T a nonempty
subset of succ(v). We can associate with g a { L, T, d}-labeled W-tree (TP, V}),
where for every v € Tp, the following hold:

— If v € T}, then the children of v that are members of g(v) are labeled by T,
and the children of v that are not members of g(v) are labeled by L.
— If v € T, then all the children of v are labeled by d.

Intuitively, nodes v.c are labeled by T if g enables the transitions from dir(v)
to ¢ (given that the execution so far has traversed v), they are labeled by L
if g disables the transition from dir(v) to ¢, and they are labeled by d if dir(v)
is an environment state, where the system has no control about the transition
from dir(v) to ¢ being enabled. We call the tree (Tp, V) the strategy tree of g.
Note that not every {_L, T, d}-labeled W-tree (Tp,V) is a strategy tree. Indeed,
in order to be a strategy tree, V' should label all the successors of nodes corre-
sponding to environment states by d, and it should label all the successors of
nodes corresponding to system states by either T or 1, with at least one suc-
cessor being labeled by T. In fact, given a plant P with state space W, there is
a nondeterministic Blichi automaton Ag,, over { L, T, d}-labeled exactly all the
strategy trees of P.

Next, given a formula ¢ we first construct a tree automaton A such that A
accepts a strategy tree (Tp, V) iff there is a g-respecting execution of P that
does not satisfy ¢. More precisely, we have:

Theorem 2. Given a plant P with state space W and a branching-time for-
mula @, we can construct a nondeterministic tree automaton A over {1, T, d}-
labeled W -trees such that the following hold:

1. A accepts a strategy tree (Tp, Vy) iff there is a g-respecting execution of P
that does not satisfy .

2. If ¢ is a CTL formula, then A is a Biichi automaton with |W|-2°(®) states.

3. If ¢ is a CTL* formula, then A is a parity automaton with |W/| - 92707V
states and 290D colors

Proof. Let P = (AP, W, We, R,wo, L), and let Aw -, = (247,Q,6,Qo, F) be
the automaton that accepts exactly all 247-labeled W-trees that satisfy -y, as
described in Theorem 1. We define A = ({ L, T,d},Q’,5,Qj, F') as follows.

— Q' = (WxQx{T,L})U{qacc}. The state g is an accepting sink. Consider
a state (w,q,m) € W x Q x {T, L}. The last component m is the mode of
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the state. When m = T, it means that the transition to the current node is
enabled (by either the system or the environment). When m = L, it means
that the transition to the current node is disabled.
When A is at a state (w, g, T) as it reads a node v, it means that dir(v) = w,
and that v has to participate in the g-respecting execution. Hence, A can
read T or d, but not L. If v is indeed labeled by T or d, the automaton A
guesses a subset of successors of w of some size [ > 1. It then moves to states
corresponding to the successors of w and ¢, with an appropriate update of
the mode (T for the successors in the guessed subset, L for the rest).
When A is in a state (w, ¢, L) and it reads a node v, it means that dir(v) = w
and that v does not take part in a g-respecting execution. Then, A expects
to read L or d, in which case it goes to the accepting sink.
- Qp ={wo} x Qo x {T}
— The transition function ¢’ is defined, for all w € W, ¢ € @, and | =
|sucer, (w)] as follows.
b 5((w7 q7 T)7 J‘? l) = 6((w7 Q7 J‘)? T? l) = @
b If T € {J-’ d}ﬂ then 5/((w7 q, J—)7 Z, l) = {<qacc7 ] qaCC>}7
o If v € {T,d}, then 6((w,q, T),x,1) is defined as follows. Let o_succ(w) =
(wi,...,w)andlet Y = {wy,,...,w,y, } be a nonempty subset (of size n)
of succ(w). Then, & ((w,q, T),x,1) contains all tuples (w1, s1,m1),...,
(wi, s;,my)) such that there is (q1,...,qn) € (¢, L(w),n) and for all
1 <4 <, the following hold:
* If w; € Y, namely w; = w,, for some 1 < j < n, then s; = g;
and m; = T.
« If w; € Y, then w; = w (in fact, w; can be an arbitrary state)
and m; = L.
Intuitively, §' propagates the requirements imposed by (¢, L(w),n)
among the successors of w to which the transition from w is enabled.
Note that ¢’ is independent of w being a system or an environment state.
The type of w is taken into consideration only in the definition of Agtyq.
— The final states are inherited from the formula automaton. Thus, if ¢ is in
CTL, then F' = (W x F x {T, L}) U {qacc}. If ¢ is in CTL*, let F : Q —
{0,...,h}. Then, ' : Q" — {0,...,h} is such that F(quec) = 0 and for all
weW,qgeQ,and m € {1, T}, we have F'((w,q,m)) = F(q). a

It is left to check whether the language of Ay, is contained in the language
of A. Since tree automata are closed under complementation [Rab69,Tho97], we
can complement A, get an automaton A, and then check the nonemptiness of

the intersection of Ay, with A. Hence the following theorem.

Theorem 3. Given a plant P and a formula ¢ in CTL, the control problem
for ¢ is in 2EXPTIME. More precisely, it can be solved in time O(exp(|P|? -
20U¢D)).1 For ¢ in CTL*, the problem is in 3EXPTIME. More precisely, it can

be solved in time O(exp(|P|* - 22"““")))'

! exp(x) stands for 2°(*)
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Proof. For the complexity of this procedure, it is easy to see that if ¢ is in
CTL, the automaton A has a state-space size of O(|P|-2°0#D). Though A runs
on k-ary trees (where k depends on P), it can be complemented as easily as
automata on binary trees — the complemented automaton A (as well as its
intersection with A,,) is a parity automaton with O(exp(|P| - 2°U#D)) states
and O(|P| - 2°U¢D) colors ([Tho97]). Since emptiness of parity tree automata
can be done in time polynomial in the state-space and exponential in the num-
ber of colors [[2J88,PR&Y], we can check emptiness of this intersection in time
O(exp(|P|?-29U¢D)). For CTL* specifications, the analysis is similar except that
the complexity contributed by the formula increases by one exponential. ]

By [Rab69)], if there is indeed a strategy that is winning for the system, then
the automaton that is the product of A, and the complement of the automaton
constructed on in Theorem 2 accepts it and when we test it for emptiness, we
can get a regular tree accepted by the automaton. This then provides a finite-
memory winning strategy that can be realized as a finite-state controller for the
system. We note that our upper bounds apply also to the realizability problem.

4 Lower Bounds

For two 24F-labeled trees (T,V) and (T",V’), and a set Q = {q1,...,qx} C AP,
we say that (T, V) and (T, V') are Q-different if they agree on everything except
possibly the labels of the propositions in Q. Formally, T =T’ and for all z € T,
we have V(z) \ @ = V'(x) \ Q. The logic AQCTL* extends CTL* by universal
quantification on atomic propositions: if ¢ is a CTL* formula and ¢1, ..., g; are
atomic propositions, then Vqi,..., g is an AQCTL* formula. The semantics
of Yq1,...,qry is given by S = Vqi,...,q iff for all trees (T, V) such that
(T,V) and the unwinding (Ts, Vs) of S are {qu,...,qx}-different, (T, V) E .
The logics AQLTL and AQCTL are defined similarly as the extensions of LTL
and CTL with universal quantification on atomic propositions.

The following theorem is taken from [SVW&7]. We describe here the full
proof, as our lower-bound proofs are based on it. We assume familiarity with
LTL [Eme90].

Theorem 4. [SVWS&T7] The satisfiability problem for AQLTL is EXPSPACE-
hard.

Proof. We reduce the problem of checking whether an exponential-space deter-
ministic Turing machine T' accepts an input word x. That is, given T and =z,
we construct an AQLTL formula formula Vg such that T accepts x iff Vg is
satisfiable. Below we describe the formula ¢ informally. The formal description
of ¢ and of the function next we use below are given in the full version.

Let T = (I,Q,—, qo, F), where I' is the alphabet, @ is the set of states,
—C QxI'xQxI x{L,R} is the transition relation (we use (¢,a) — (¢’,b, A)
to indicate that when T is in state ¢ and it reads the input a in the current tape
cell, it moves to state ¢’, writes b in the current tape cell, and its reading head
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moves one cell to the left or to the right, according to A), qo is the initial state,
and F C @ is the set of accepting states. Let n = a - |z|, for some constant a, be
such that the working tape of T has 2™ cells. We encode a configuration of T' by
aword 4192 - .. (q,7i) - . . v2n. The meaning of such a configuration is that the j
cell of T, for 1 < 5 < 2", is labeled v;, the reading head points on cell ¢, and T is
in state ¢. We now encode a computation of T by a sequence of configurations.

Let ¥ = I'U (Q x I'). We can encode letters in X by a set AP(T) =
{p1,...,pm} (with m = [log|¥|]) of atomic propositions). We define our formu-
las over the set AP = AP(T)U{b,c,d,e,q} of atomic propositions. The task of
the last five atoms will be explained shortly. Since T is fixed, so is X, and hence
so is the size of AP.

Consider an infinite sequence 7 over 247, For an atomic proposition p € AP
and a node u in 7, we use p(u) to denote the truth value of p at u. That is, p(u)
is 1 if p holds at u and is 0 if p does not hold at u. We divide the sequence 7
to blocks of length n. Every such block corresponds to a single tape cell of the
machine T'. Consider a block u1, ..., u, that corresponds to a cell p. We use the
node u; to encode the content of cell p. Thus, the bit vector p1(u1),...,pm(u1)
encodes the letter (in I' U (Q x I')) that corresponds to cell p. We use the
atomic proposition b to mark the beginning of the block; that is, b should hold
on up and fail on wus, ..., u, Recall that the letter with which cell p is labeled
is encoded at the node u; of the block uq,...,u, that corresponds to p. Why
then do we need a block of length n to encode a single letter? The block also
encodes the location of the cell p on the tape. Since T' is an exponential-space
Turing machine, this location is a number between 0 and 2" — 1. Encoding
the location eliminates the need for exponentially many X operators when we
attempt to relate two successive configurations. Encoding is done by the atomic
proposition ¢, called counter, Let c¢(uy),...,c(u1) encode the location of p. A
sequence of 2™ blocks corresponds to 2™ cells and encodes a configuration of T'.
The value of the counters along this sequence goes from 0 to 2" —1, and then start
again from 0. This can be enforced by a conjunct in ¢ which is only O(n)-long
by using the proposition d as a carry-bit. The atomic proposition e marks the
last block of a configuration, that is, e holds in a node u; of a block w1, ..., uy,
iff ¢ holds on all nodes in the block

Let 01 ...09n,0% ...05, be two successive configurations of T'. For each triple
(0i-1,04,0i41) with 1 <7 < 2" (taking o2n41 to be o] and op to be the label of
the last letter in the configuration before oy ...o9n, or some special label when
01 ...092n is the initial configuration), we know, by the deterministic transition
relation of T', what o} should be. Let next({o;—1,0;,0;+1)) denote our expecta-
tion for o;.

Consistency with next gives us a necessary condition for a word to encode
a legal computation. In addition, the computation should start with the initial
configuration and end in a final configuration (with ¢ € F') — these properties
can easily be enforced by .

The difficult part in the reduction is in guaranteeing that the sequence of
configurations is indeed consistent with next. To enforce this, we have to re-
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late 0;_1,0;, and 0;41 with of for any 7 in any two successive configurations
01...09n,07...0h,. One natural way to do so is by a conjunction of formulas
like “whenever we meet a cell with counter ¢ — 1 and the labeling of the next
three cells forms the triple (0;-1, 04, 0441), then the next time we meet a cell
with counter i, this cell is labeled next({o;—1,0;,0;+1))”. The problem is that
as i can take any value from 1 to 2", there are exponentially many such con-
juncts. This is where the universal quantification of the AQLTL comes into the
picture. It enables us to relate (o;_1, 0y, 0;41) with o, for all i.

To understand how this is done, consider the atomic proposition ¢, and as-
sume that the following hold. (1) ¢ is true at precisely two points, both are points
in which a block starts, (2) there is exactly one point between them (possibly
in exactly one of them) in which e holds (thus, the two points are in successive
configurations), and (3) the value of the counter at the blocks starting at the
two points is the same. Then, it should be true that (4) if the labels of the three
blocks starting one block before the first ¢ are o;_1, 05, and 0,41, then the block
starting at the second ¢ is labeled by next(o;_1, 04, 0541).

The formula ¢ contains the conjunct (((1) A (2) A (3)) — (4)). and ensures
that only computations consistent with next are satisfied by ¢. Hence, Vg is
satisfiable iff there is an accepting computation of 7" on =x. O

We now show that AQCTL is also strong enough to describe an exponential-
space Turing machine with a formula of polynomial length. Moreover, since
CTL has both universal and existential path quantification, AQCTL can describe
an alternating exponential-space Turing machine, implying a 2EXPTIME lower
bound for its satisfiability problem [CI{S81].

Theorem 5. The satisfiability problem for AQCTL is 2EXPTIME-hard.

Proof. We do a reduction from the problem whether an exponential-space alter-
nating Turing machine 7' accepts an input word x. That is, given T and x, we
construct an AQCTL formula Vg such that T accepts x iff Vg is satisfiable.

Let T = (I, Qu, Qc, —, qo, F'), where the sets Q,, and Q. of states are disjoint,
and contain the universal and the existential states, respectively. We denote
their union (the set of all states) by . Our model of alternation prescribes that
—C QX I xQxI x{L,R} has a binary branching degree. When a universal or
an existential state of T branches into two states, we distinguish between the left
and the right branches. Accordingly, we use (¢,a) — ((q;, b1, A1), (gr, br, A)) to
indicate that when T is in state ¢ € Q, U@, reading input symbol a, it branches
to the left with (q;,b;, 4;) and to the right with (g,,b,, A,). (Note that the
directions left and right here have nothing to do with the movement direction of
the head; these are determined by A; and A,..)

For a configuration ¢ of T, let succ(c) and suce,(c) be the successors of ¢
when applying to it the left and right choices in ., respectively. Given an in-
put z, a computation tree of 1" on x is a tree in which each node corresponds to
a configuration of T'. The root of the tree corresponds to the initial configura-
tion. A node that corresponds to a universal configuration ¢ has two successors,
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corresponding to sucei(c) and suce,(c). A node that corresponds to an existen-
tial configuration ¢ has a single successor, corresponding to either succ(c) or
sucer(c). The tree is an accepting computation tree if all its branches reach an
accepting configuration.

The formula 1 will describe accepting trees. As in the linear case, we encode
a configuration of T' by a sequence y17y2...(¢,7i) ... Y2n, and we use a block of
length n to describe each letter o; € I'U(Q x I") in the sequence. The construction
of 1 is similar to the construction described for ¢ in the linear case. As in the
linear case, the atomic propositions ¢ and d are used to count, b is used to mark
the beginning of blocks, and e is used to mark the last letter in a configuration.
The formulas which ensure the correct behaviour of ¢, d, b and e can be suitably
prefixed with the universal path quantifier to ensure they behave correctly along
all paths of the tree.

The difficult part is to check that the succ; and suce, relations are main-
tained. For that, we add two atomic propositions, ep and ey, that refine the
proposition e — exactly one of them hold whenever e holds and eg (er/) holds
iff the configuration which has just ended is existential (universal).

In addition, we use an atomic proposition ! to indicate whether the nodes
belong to a left or a right successor. For clarity, we denote —I by r. Formally,
¢ contains the conjunct AG(l — (AlUe)) AN AG(r — (ArUe)). Since a universal
configuration ¢ has both suce;(c) and suce,(c) as successors, and an existential ¢
has only one of them, ¢ also contains the conjunct AG(eg — (EXIV EXr)) A
AG(ey — (EXINEXT)).

We can now use universal quantification over atomic propositions in order
to check consistency with suce; and suce,. Note that succ(c) and suce,(c) are
uniquely defined. Thus, we can define functions, next; and next,, analogous to
function next of the linear case. Given a sequence (0,1, 0, 0;41) of letters in ¢,
the function next;({o;_1,0;,0,41)) returns the expectation for the i’th letter in
succy(c). We denote this letter by o!, and similarly for next, and o.

In the linear case, we considered assignments to ¢ in which ¢ holds at exactly
two points in the computation. Here, we look at assignments where ¢ holds at
exactly two points in each branch. The first point is a node where a block of o;
starts, and the second point is a node where a block of ol or o7 starts (note that
each assignment to ¢ may check consistency with succ along different branches)?

The formula can also ensure that in every branch with two occurrences of ¢,
there is exactly one node between them in which e holds (thus, the two nodes
are in successive configurations) and that the value of the counter at the blocks
starting at the two points is the same. If the g-labelling satisfies these properties,
then ¢ will demand that if the three blocks starting before the first ¢ along
a path are 0,1, 0y, 0,41, then the blocks starting at the second ¢ must be
labeled by next;(0;—1,0;,0i+1) (if the second ¢ belongs to the left branch) or
next,(0;—1,0;,0;+1) (if it belongs to the right branch).

2 It is convenient to think of a satisfying tree for Vqi) as a tree that has branching
degree 1 everywhere except for nodes labeled by ey, where the branching degree is
2. Our reduction, however, makes no assumption about such a structure.
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One can then show that ¢ is satisfied only in a computation tree consistent
with succ; and succ,.. Hence, Vqu is satisfiable iff there is an accepting compu-
tation tree of T' on . O

The satisfiability problem for CTL* is exponentially harder than the one for
CTL. We now show that this computational difference is preserved when we
look at the extensions of these logics with universal quantification over atomic
propositions.

Theorem 6. The satisfiability problem for AQCTL* is SEXPTIME-hard.

Proof. We do a reduction from the problem whether a doubly-exponential-space
alternating Turing machine 7" accepts an input word x. That is, given T" and =,
we construct an AQCTL* formula Vg such that T accepts «x iff v is satisfiable.

In [VS85], the satisfiability problem of CTL* is proved to be 2EXPTIME-hard
by a reduction from an exponential-space alternating Turing machine. Below we
explain how universal quantification can be used to “stretch” the length of the
tape that a polynomial CTL* formula can describe by another exponential. As
in the proof of Theorem 4, the formula in [VS85] maintains an n-bit counter,
and each cell of T’s tape corresponds to a block of length n.

In order to point on the letters o; and o} simultaneously (that is, the letters
that the atomic proposition ¢ point on in the proof of Theorem 4), [VS85] adds
to each node of the tree a branch such that nodes that belong to the original tree
are labeled by some atomic proposition p, and nodes that belong to the added
branches are not labeled by p. Every path in the tree has a single location where
the atom p stops being true. [VS85] uses this location in order to point on ¢’ and
in order to compare the values of the n-bit counter in the current point (where
o is located) and in the point in the computation where p stops being true.

On top of the method in [VS85], we use the universal quantification in order
to maintain a 2"-bit counter and thus count to 22" . Typically, each bit of our 2"-
bit counter is kept in a block of length n, which maintains the index of the bit
(a number between 0 to 2™ — 1). For example, when n = 3, the counter looks as
follows.

000 001 010 011 100 101 110 111 000 001 010 011 100 101 110 111 + n-bit counter
o 0 0 o 0o 0 0 o0 0 0 0 0O O 0 0 1+« 2"-bitcounter
000 001 010 011 100 101 110 111 000 001 010 011 100 101 110 111 ...
o o o o o o 1 0 O 0 O o o0 0 1 1...

To check that the 2™-bit counter proceeds properly, we use a universally
quantified proposition ¢ and we check that if ¢ holds at exactly two points (say,
last points in a block of the n-bit counter), with the same value to the n-bit
counter, and with only one block between them in which the n-bit counter has
value 1™, then the bit of the 2"-bit counter that is maintained at the block of
the second ¢ is updated properly (we also need to relate and update carry bits,
but the idea is the same). O

Note that the number of atomic propositions in ¢ in the proofs of both
Theorems 5 and 6 is fixed. Note also that if 1) is satisfiable, then it is also
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satisfied in a tree of a fixed branching degree (a careful analysis can show that
for CTL the sufficient branching degree is 2, and for CTL* it is 3).

The logic EAQCTL* extends AQCTL* by adding existential quantification
on atomic propositions: if Vg1, ..., qxt is an AQCTL* formula and p4, . . ., p,, are
atomic propositions, then dpy, ..., pmVq1, .. ., gy is an EAQCTL* formula. The
semantics is given by S = Ip1, ..., pmVa1, . . ., g iff there is a tree (T, V') such
that (Ts,Vs) and (T,V) are {p1,...,pm}-different and (T, V) |= Va1, ..., q.
The logic EAQCTL is the subset of EAQCTL* corresponding to CTL. It is not
difficult now to show that the following Theorem follows from Theorems 5 and 6.

Theorem 7. The model-checking problems for FAQCTL and EAQCTL* are
2EXPTIME-hard and SEXPTIME-hard in the size of the specification, respec-
tively. O

Intuitively, the model-checking problem for EAQCTL* asks whether we can find
an assignment to the propositions that are existentially quantified so that no
matter how we assign values to the propositions that are universally quantified,
the formula is satisfied. Recall that in the control problem we ask a similar
question, namely whether there a strategy for the system so that no matter which
strategy the environment uses, the formula is satisfied. In this spirit, it is not
diffcult to make the relation between existential and universal quantification over
atomic propositions and supervisory control formal. The technique is similar to
the relation between existential quantification and the module-checking problem,
as described in [[KV96]. Consequently, we can show :

Theorem 8. Given an EAQCTL* formula p1,...,pmVq1,...,q, and a
structure S, there is a plant P and a CTL* formula ¢’ such that |P| = O((1 +
k+m)-1S|), |¥'| = O(|S|+|v¥]), and S = Ip1, ..., pmVaqu, - . ., @t iff controllable
(Pyy"). 0

Since the number of atomic propositions in the formulas used in the reduc-
tions in Theorems 5 and 6 is fixed, and since in the case P is fixed the size of ¢’
in Theorem 8 is O(|¢|), we can conclude with the following.

Theorem 9. The control problems for CTL and CTL* are 2EXPTIME-hard
and SEXPTIME-hard in the size of the specification, respectively. ]

We note that these lower bounds apply also to the realizability problem.
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Abstract. Unfoldings are a technique for verification of concurrent and
distributed systems introduced by McMillan. The method constructs a
finite complete prefix, which can be seen as a symbolic representation of
an interleaved reachability graph. We show that model checking a fixed
size formula of several temporal logics, including LTL, CTL, and CTL",
is PSPACE-complete in the size of a finite complete prefix of a 1-safe
Petri net. This proof employs a class of 1-safe Petri nets for which it is
easy to generate a finite complete prefix in polynomial time.

1 Introduction

Unfoldings are a technique for verification of concurrent and distributed systems
introduced by McMillan [19]. It can be applied to systems modeled by Petri nets,
communicating automata, or process algebras [10,9,18]. The method is based on
the notion of wunfolding, which can be seen as the partial order version of an
(infinite) computation tree [10,3].

The unfolding based verification methods construct a finite complete pre-
fiz, which is a finite initial part of the unfolding containing all the information
about the interleaved reachability graph of the system in question. Thus a fi-
nite complete prefix can be seen as a symbolic representation of the reachability
graph. The finite complete prefix is not, however, a canonical representation of
the reachability graph in the same way as a ROBDD (reduced ordered binary
decision diagram) is when the variable ordering is fixed [11].

McMillan showed that the deadlock checking problem is NP-complete in the
size of a finite complete prefix of a 1-safe Petri net. A small variation of that proof
can be used to show that reachability is also NP-complete, see e.g. [13]. Because
reachability is PSPACE-complete in the size of a 1-safe Petri net, the prefix
generation process mapped this PSPACE-complete problem into (a potentially
exponentially larger) NP-complete problem.
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We will show that model checking a fixed CTL formula containing nested
temporal modalities is PSPACE-complete in the size of a finite complete pre-
fix of a 1-safe Petri net. Because model checking a fixed CTL formula is also
PSPACE-complete in the size of a 1-safe Petri net [0], using a prefix as input to
a model checker does not change the complexity of CTL model checking. The
fixed CTL formula we use can be expressed in most temporal logics interpreted
over interleaved reachability graphs, and we obtain PSPACE-completeness re-
sults for several of them.

Our proof employs a class of 1-safe Petri nets for which it is easy to gen-
erate a finite complete prefix in deterministic polynomial time. We will show
that the prefixes generated by currently employed prefix generation algorithms
(see [10]) can sometimes be exponentially larger than what is allowed by the
semantic prefix completeness criterion. We do not know whether these prefixes
have some properties which would make model checking using them easier than
with prefixes fulfilling only the semantic prefix completeness criterion.

The rest of the paper is structured as follows. First in Sect. 2 we define the
Petri net notation used in this paper, followed by the definition of finite complete
prefixes. We show in Sect. 3 that it is possible to sometimes create exponentially
smaller prefixes than the algorithm of [10]. Next in Sect. 4 we present the main
result of this work, a proof of model checking PSPACE-completeness for several
logics in the size of a finite complete prefix. We give the conclusions in Sect. 5.

2 Petri Net Definitions

Our aim is to define finite complete prefixes as a symbolic representation of
a reachability graph of a 1-safe Petri net system. Finite complete prefixes are
branching processes fulfilling some additional constraints. To define branching
processes we introduce occurrence nets, which are Petri nets of a restricted form.
We do the definitions bottom-up, and begin with basic Petri net notation. We
follow mainly the notation of [10].

2.1 Petri Nets

A triple (S,T,F) is a net if SNT = @ and F C (S x T)U (T x S). The
elements of S are called places, and the elements of T transitions. Places and
transitions are also called nodes. We identify I’ with its characteristic function
on the set (S x T) U (T x S). The preset of a node x, denoted by °x, is the set
{y € SUT|F(y,x) = 1}. The postset of a node z, denoted by «°, is the set
{y € SUT| F(z,y) = 1}. Their generalizations on sets of nodes X C SUT are
defined as *X = (J,cx *z, and X*® = (J, .y #°, respectively.

A marking of a net (S, T, F') is a mapping S — IN. A marking M is identified
with the multi-set which contains M (s) copies of s for every s € S. A 4-tuple
Y = (S, T,F, My) is a net system if (S, T, F) is a net and My is a marking of
(S, T, F). A marking M enables a transition t € T if Vs € S : F(s,t) < M(s). If ¢

is enabled, it can occur leading to a new marking (denoted M LM ), where M’
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is defined by Vs € S : M'(s) = M(s) — F(s,t) + F(t,s). A marking M, is
reachable in X if there is an execution, i.e. a sequence of transitions tq,t2, ... ,t,
and markings M, Ms, ..., M,_1 such that: M 2N M, i oM, Ing M,. A
reachable marking is 1-safe if Vs € S : M(s) < 1. A net system X is 1-safe if
all its reachable markings are 1-safe. In this work we will restrict ourselves to
net systems which are 1-safe, have a finite number of places and transitions, and
also in which each transition has both nonempty pre- and postsets.

2.2 Occurrence Nets

We use <p (<p) to denote the (reflexive) transitive closure of F. Define X' =
(S, T, F) to be a net and let z1,29 € SUT. The nodes 1 and x5 are in conflict,
denoted by x1 # w2, if there exist t1,to € T such that t; # tg, *t; Nty # 0,
t1 <p x1, and ty <p 3.

An occurrence net is a net N = (B, E, F') such that:

- VYbe B:|° <1,

— F'is acyclic, i.e. the irreflexive transitive closure of F' is a partial order,

— N is finitely preceded, i.e. for any node x of the net, the set of nodes y such
that y <g x is finite, and

— Ve BUE : ~(zv#ux).

The elements of B and E are called conditions and events, respectively. The set

Min(N) denotes the set of minimal elements of <g. In this work the minimal

elements will be conditions, and thus Min(N) can be seen as an initial marking.
A configuration C of an occurrence net is a set of events satisfying:

— Ifee C then Ve’ € E: e’ <p e implies ¢’ € C (C is causally closed), and
— Ve, e € C:=(e#¢) (Cis conflict-free).

A local configuration [e] of an event e is the set of events ¢, such that ¢’ <p e.

A level of an event e is the length ¢ of the longest sequence ey, es,...,¢e; of
events, such that e; = e, and e; <p e <p ... <p ¢;. Thus level(e) = 1 when
*e C Min(N).

2.3 Branching Processes

Branching processes are “unfoldings” of net systems and were introduced by
Engelfriet [4]. Let Ny = (S1,T1, F1) and Na = (S, Ts, F5) be two nets. A homo-
morphism h is a mapping S; UT; — S2 U T5 such that: h(S1) C Sa, h(Ty) C Ty,
and for all t € Ty, the restriction of h to *t is a bijection between °¢ and *h(t), and
similarly for ¢* and h(t)®. A branching process of a net system X = (S, T, F, My)
is a tuple 8 = (N’,h), where N’ = (B’, E’, F’) is an occurrence net, and h is a
homomorphism from N’ to (S, T, F) such that: the restriction of h to Min(N")
is a bijection between Min(N') and My, and Vej,es € E', if ®e; = ®es and
h(e1) = h(ez), then e; = ea. Thus h maps the conditions and events of an oc-
currence net to the places and transitions of the corresponding net system in a
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way which respects the initial marking and the labeling of the transitions and
their pre- and postsets.

The marking of X associated with a configuration C' of (8 is denoted by
Mark(C) = h((Min(N) U C*®) \ °C). A configuration of the branching process
always corresponds to a reachable marking of X. It is shown in [4] that a net
system has a maximal branching process up to isomorphism, called the unfolding.
If the net system has some infinite behavior, the unfolding will also be infinite.

2.4 Finite Complete Prefixes

We now define finite complete prefizes:

Definition 1. A finite branching process 3 of a net system X is a finite complete
prefix if for each reachable marking M of X there exists a configuration C of 3,
such that:

— Mark(C) =M, and
— for every transition t enabled in M there exists a configuration C' U{e} of 3,
such that e ¢ C and h(e) = t.

A finite complete prefix contains all the information about the interleaved reach-
ability graph of the net system. Algorithms to obtain a finite complete prefix
given a (finite state) net system are presented in [10,9,19]. The algorithms will
mark some events of the prefix § as special cut-off events, which we will denote
by events marked with crosses in the figures. The intuition behind cut-off events
is that they correspond to repetition of behavior found “earlier” in the prefix.
Due to space limitations we direct the interested reader to [10,9,19].

3 Compact Finite Complete Prefixes

It is well known that finite complete prefixes can sometimes be exponentially
more succinct than the reachability graph of the net system [19]. A simple ex-
ample of such a family of net systems (with the instance n = 4 in Fig. 1) has 2"
reachable markings, while the finite complete prefix is polynomial in the size of
the net system. In fact, the finite complete prefixes of this family of net systems
are isomorphic to the net system itself. The improved prefix generation algo-

pl p3 ps p7
tl ©2 3 4
p2 p4 po p8

Fig.1. A 1-safe net system with a compact prefix
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rithm by Esparza, Romer, and Vogler [10] guarantees for 1-safe net systems that
the number of non-cut-off events of the generated prefix is never larger than the
number of reachable markings. What is not to our knowledge presented in the
literature is the fact that sometimes the prefix generation algorithm by McMil-
lan [19] (and also the improved version [10]) creates exponentially larger prefixes
than are needed to fulfill the semantic prefix completeness criterion.

For an example of such a family of 1-safe Petri net systems, see Fig. 2. This
net system is an instance of a binary counter net system with initialization to a
“random” initial state (Fig. 2 is a three bit instance, i.e. n = 3). The net system
acts like a binary counter starting from all low bits, when the initial marking
is My = {s(co), s(bol), s(b1l), s(b2l)}. The contents of the binary counter are
consistent when the place s(cg) is marked, otherwise the carry propagation can
be thought to be in progress. The exact behavior of the net system is actually of
no interest to us, we are only interested in the sizes of different finite complete
prefixes generated from it.

s(ib0) s(ic)

t(ibOh) i (ic2)

s(bOh) t(bOlh)
!

s(b2h) t(b2hl)

Fig. 2. A three bit binary counter net system

Let us consider what happens when the initial marking is the marking in
Fig. 2. We can find the invariants: M (s(ic)) + > g<;,, M(s(c;)) = 1, and for all
0<j<n:M(s(ibj))+ M(s(bjh))+ M(s(b;l)) = 1. These n+ 1 invariants give
an upper bound of (n+1)-3" reachable markings. This is also the exact number
of reachable markings, which can also be seen by simple static analysis. Namely,
firing one (or none) of the transitions of the set {t(ico),... ,t(ic,—1)} can set
the first invariant to any of n + 1 values, and also firing one (or none) of the
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transitions {¢(ib;h),t(ib;l)} can set the invariant of the bit j into any of three
values. Also in the initial state these n 4+ 1 sets of transitions are concurrently
enabled, and thus firing a transition from one set does not disable transitions
from other sets. Thus all the (n + 1) - 3" reachable markings are within one
concurrent “step” from the initial marking.

We can actually create the finite prefix of Fig. 3 from this net system, and
then verify that it fulfills the semantic prefix completeness criterion (Def. 1).
We can see that the prefix of Fig. 3 is polynomial in the size of the counter net
system of Fig. 2, and that such a “compact prefix” can be constructed for a
counter net system of any fixed amount of bits.

b(ib0) b(ic)

e(ic0; e(ic2)

eficl)

e(bOhl) b(bO1) e(b0lh) b(c0)

b(bOL2 bicl.2) B{BOR: b(c0.2)
O by O O O

e(iblh)

b(bl1) e(bllh) b(el

e(blhl)

O X O %.
bb112, b(c2.2) BB TH: b(c0.3)
O by O O O
O
e(ib2h) e(ib21)
[ ]
b(b2h) e(b2hl) bb2l) e(b21h) b(c2
O X O %.
b(b21.2 b(c0.4) BB2Zh: b(c0.5)
O O O O

Fig. 3. A finite complete prefix for the three bit counter example

Here we give a proof sketch for the completeness of the finite prefix in Fig. 3.
The prefix is identical to the two first levels of the unfolding of the net system of
Fig. 2. The first requirement of prefix completeness is fulfilled, as all of the reach-
able markings can be reached by a configuration containing only events from the
first level of the prefix. The second prefix completeness criterion intuitively re-
quires that all the arcs of the reachability graph are present in the prefix. This
is the case, because both the first and second levels of this prefix are identical
to the unfolding, and thus they contain extensions for all the configurations (of
the first level) mentioned in the second completeness criterion.

Note that all the events on the second level are marked as cut-off events, as
they introduce no new reachable markings to the prefix. This requires allowing



114 Keijo Heljanko

that the corresponding configuration (see [10]) of a cut-off event is a non-local
configuration. Such an idea was already presented in our earlier work [14].
When we consider the sizes of finite complete prefixes generated by the cur-
rently employed prefix generation tools, the picture is quite different. We have
gathered prefix sizes for small instances of this family of net systems in Table 1.
For this family of examples, the McMillan’s algorithm [19] and the improve-
ment by Esparza et.al. [10] (implemented in the PEP tool [1]) both generate
the same prefixes. While the number of non-cut-off events (the column |E|—#c
of McMillan/ERV Prefix) grows much more slowly than the number of reach-
able markings, the growth in this column is still exponential (we get the recur-
sion x; = 2x;,-1 + i + 4, with the initial value x5 = 16). Contrast this with
the compact prefix, whose size grows polynomially in the number of bits in
the counter. Thus the prefixes generated by the current prefix generation al-

Table 1. Prefix sizes for counter net systems

System |Reachability Graph|{McMillan/ERV Prefix| Compact Prefix
Size[|S][|T[[Markings Arcs| |BI||E|| #c| |[E|—#c||BI||E||#c||E]|—#¢c
2] 9] 10 27 66| 43[ 23] 7 16| 17| 10| 4 6
3| 13| 15 108 351| 105| 55| 16 39| 25| 15 6 9
4[ 17| 20 405 1620( 225(116| 30 86| 33| 20| 8 12
5| 21| 25 1458 6885| 453|231| 50 181| 41| 25| 10 15
6| 25| 30 5103 27702| 887(449| 77 372| 49| 30| 12 18
7| 29| 35 17496 107163(1721(867|112 755| 57| 35| 14 21

gorithms [19,10] can be exponentially larger than the compact finite complete
prefix which we generated using semantic arguments. This construction relied on
the special properties the family of net systems under discussion has. We don’t
know of a practical algorithm to always generate a polynomial prefix when it is
allowed by the semantic notion of prefix completeness.

In the rest of this work we adopt the semantic definition of prefix complete-
ness (Def. 1) as the only property a finite complete prefix has. Thus we can
use purely semantic arguments, and do not have to consider the peculiarities
of a fixed prefix generation algorithm. However, as presented by Table 1, some-
times the current algorithms will generate exponentially larger prefixes. Thus the
complexity results we will present do not automatically apply to these prefixes.

4 Complexity of Model Checking with Complete Prefixes

We can see a 1-safe Petri net system as a representation of its (finite, interleaved)
reachability graph. Thus in model checking a Petri net we actually interpret the
model checking questions on its reachability graph. Because a finite complete
prefix is a symbolic representation of the same reachability graph, we can do
model checking when a finite complete prefix is given as input. We will now
show that many model checking problems for finite complete prefixes of 1-safe
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Petri nets are PSPACE-complete in the size of the prefix. This result has been
first published in [13], where detailed proofs can be found.

The proof is based on the PSPACE-hardness proof of the reachability prob-
lem for 1-safe Petri nets by Jones, Landweber and Lien [15]. The proof involves
simulating a Turing machine with a fixed number of tape cells with a 1-safe
Petri net. Our proof is based on the variation of this proof by Esparza [0], from
which most of the material of the following section is from. We first introduce
this proof, because our proof is built on top of it in two steps.

4.1 Reachability with 1-Safe Petri Nets

We use slightly nonstandard notation in this work. We consider Turing machines
with finite tape, i.e. they have both a first and a last cell on their tape. As in
the standard definition, a move to the left of the first cell results in the machine
staying on the first cell. Slightly nonstandard is the handling of the last cell. If
the program of the Turing machine tries to move right when being on the last
cell, it stays on the last cell. We define the notions of execution and acceptance
of a Turing machine in what is in the essence a standard way, see e.g. [20], with
only minor notational differences, for the details see [13].

A Turing machine is defined to be a tuple M = (Q, I',0, qo, F'), where Q is
a finite set of states, I" a finite set of tape symbols (containing a special blank
symbol #), § : (QxI") — P(QxI'x{R,L})is the (non-deterministic) transition
function, qp € @ is the initial state, and F' C @ is the set of final states. We
define the size of a Turing machine to be the number of bits needed to encode
its transition relation, i.e. 2 - |Q|? - |I'|%.

We define a linearly bounded automaton to be a Turing machine which uses n
tape cells for a Turing machine description of size n (i.e. the amount of tape
matches the size of the transition relation). We encode the configuration of an au-
tomaton as (g, i, w), where ¢ is the control state of the automaton, i € {1,... ,n}
is the current location of the tape head, and w € I'™ is a string of length n which
gives the contents of the n tape cells of the automaton. We call a configuration
(q,1,w) an initial configuration if ¢ = qo.

Many question about the computations of linearly bounded automata are
PSPACE-hard. The first one we use is the empty-tape acceptance problem:

Definition 2. FEMPTY-TAPE ACCEPTANCE:
Given a linearly bounded automaton A = (Q,T,9,qo, F), does A accept on the
empty input?

It is well known that EMPTY-TAPE ACCEPTANCE is PSPACE-complete.
Moreover, it remains PSPACE-complete even if we restrict the automaton A to
have only one accepting state gr, see e.g. [6]. We define the size of a 1-safe Petri
net system Y = (S, T, F, My) to be the number of bits needed to encode the
flow relation F',i.e. O(]S|-|T). The result we use is the following theorem, first
proved by Jones, Landweber and Lien [15]:
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Theorem 1. A linearly bounded automaton of size n can be simulated by a 1-
safe Petri net system of size O(n?). Moreover, there is a deterministic polynomial
time procedure in the size of the automaton which constructs this net.

We now introduce this mapping from a linearly bounded automaton to a
1-safe Petri net system N(A). See Fig. 4 for an example when |Q| =3, n = 2
(smaller than the real n to make the figure smaller), and I = {#, a, b}.

Let A =(Q,T,9,qo, F) be alinearly bounded automaton of size n. We denote
the set of tape cells with C = {ci,...,¢,}. The simulating Petri net N(A)
contains a place s(q) for each state ¢ € @, a place s(¢;) for each cell ¢; € C,
and a place s(a, ¢;) for each pair a € I',¢; € C. A token on place s(q) tells that
the machine is in state ¢, a token on s(¢;) marks the current head location, and
when the place s(a, ¢;) is marked it means that the symbol on tape cell ¢; is a.

The transitions of N(A) are obtained from the transition function of A.
If s(¢’,a’,R) € d(q,a), then there exists for each cell ¢ € C a corresponding
transition t(s(q, a, c)w(a’)s(¢’, ¢')), whose input places are s(q), s(c), and s(a, ¢),
and whose output places are s(¢'), s(¢’), and s(a’, ¢), where ¢ is the cell to the
right of ¢, except when c is the last cell, in which case ¢/ = c. The left moves
are handled similarly, except that now the first cell is an exception, moving left
on it will leave the head on the leftmost cell. The initial marking of N(A) has
one token on s(qo), one on s(c1), and one on each of the places s(#,¢;), for all
i € {1,...,n}. The total size of the net system N(A) is O(n?) [0].

s(q0) (o)

stal) O

s(q2) O s(b,cl) Q

Fig. 4. A part of N(A) simulating a transition (g1, a, R) € d(qo, #)

In this work we use polynomial-time many-one reductions (i.e. Karp reduc-
tions). Thus given a linearly bounded automaton A with a unique accepting
state ¢, we can in deterministic polynomial time construct N(A). Now to de-
cide EMPTY-TAPE ACCEPTANCE we need to answer the following problem
on N(A): Is there a reachable marking M of N(A), such that M(s(qr)) =17

It is easy to see from the semantics of the branching time temporal logic
CTL [3], that the question above is equivalent to the CTL model checking ques-
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tion: N(A) = EF(s(qr)), i.e. does the formula EF(s(qr)) hold on the inter-
leaved reachability graph of N(A)? (We use place names as atomic propositions,
e.g. s(gr) is true in a marking M iff M (s(qr)) = 1.) Thus CTL model checking is
PSPACE-hard in the size of the net system N(A). The model checking problem
is also in PSPACE in the size of the 1-safe net system for CTL [6].

4.2 Another PSPACE-Hardness Proof with 1-Safe Petri Nets

We present an alternative PSPACE-hardness proof for CTL model checking with
1-safe Petri nets. This proof was created to make our proof about prefix model
checking complexity (to be presented in the next section) easier.

We use another PSPACE-complete problem for linearly bounded automata:

Definition 3. ARBITRARY-TAPE-STATE ACCEPTANCE:
Given a linearly bounded automaton A = (Q, I 0,qo, F) with unique accepting
state qp, does there exists an initial configuration on which A accepts?

In other words: Does there exist an accepting execution of A starting from
some initial configuration (qo, i, w), where ¢ € {1,... ,n} and w € I'™?

Theorem 2. ARBITRARY-TAPE-STATE ACCEPTANCE is PSPACE-
complete.

Proof. See [13]. O

Given a linearly bounded automaton A we will now reduce the problem
ARBITRARY-TAPE-STATE ACCEPTANCE into the problem of model check-
ing a certain fixed CTL-formula ¢ on a 1-safe net system C'(A4). The main intu-
ition behind the reduction is that C'(A) is a “cheating simulation” of A, namely it
has also behaviors which do not correspond to a simulation of an execution of A.
The formula ¢ takes care of ignoring the cheating runs of the net system. We
construct a 1l-safe Petri net, which first “randomly” initializes the system into
some initial state, and then starts to simulate the behavior of the automaton A.

We use the net system N(A) as defined in the previous section as the basis
of our mapping, add some places and transitions, and change the initial marking
to create a net system C(A) (for details, see [13]). See Fig. 5 for an example of
the initialization and simulation of the same transition as in Fig. 4. The places
s(nq), s(nc), and s(nc;) for all @ € {1,...,n} are new. They are used to mark
that the control state, head location, or contents of the tape cell ¢; has not been
initialized yet, respectively. For each state ¢; € @) there exists a new transition
t(ng;) whose preset is s(ng) and whose postset is s(g;). For each tape cell ¢; € C
there exists a new transition t(n¢;) whose preset is s(ne) and whose postset is
s(c;). Also for each pair (a,c¢;), such that a € I'¢; € C, there exists a new
transition ¢(n(a,c;)) whose preset is s(nc¢;) and whose postset is s(a,c¢;). The
initial marking is changed to have a token on the new places added to C'(A),
and no tokens on other places. This denotes the fact that the initialization needs
to be done for state, head location, and each tape cell.
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t(n(b,cl))  t(n(#.2))

Fig.5. A cheating Turing machine simulator

Note that we are even initializing the simulation initial state randomly, in-
stead of initializing it to the state go. Thus our simulator is a cheating one. Also
note that the initialization and the beginning of the simulation are not synchro-
nized. This is needed for the prefix to be created to be a compact one, however,
it somewhat complicates the proofs in [13].

Lemma 1. The net system C(A) is 1-safe.

Proof. The net system C(A) has the following marking invariants:

= M(s(nq)) + > g.eq M(s(@)) =1,
= M(s(nc)) + 3. cc M(s(ci)) =1, and
—foralliec {1,...,n} : M(s(nc;)) + > ,cr M(s(a,c;)) = 1.

The invariants cover all the places of the net system C(A), thus it is 1-safe. O

Now we can show PSPACE-completeness by model checking the CTL formula
¢ = EF(s(qo) N EF(s(qr))) on the net system C(A).

Lemma 2. Let A be a linearly bounded automaton with a unique accepting
state qp. It holds that C(A) | EF(s(q) N EF(s(qr))) iff A has an accept-
ing execution starting from some initial configuration of A.

Proof. The idea of the proof in one direction is to take an accepting execution
of A, and transform it to an execution of C'(A), which first fires n+2 initialization
transitions and then starts simulating the execution of A, giving a witness for
the formula ¢. The other direction is a bit more involved. Whenever C'(A) has
an execution which is a witness of ¢, it actually also has an execution which first
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fires n + 2 initialization transitions, and then starts simulating (an accepting
execution of) A. Proving this requires a number of lemmas about (a particular
kind of) commutativity between the initialization and simulation transitions of
C(A). For more details, see [13]. O

Theorem 3. Model checking a fized size CTL formula ¢ is PSPACE-complete
in the size of the 1-safe net X.

Proof. To show PSPACE-hardness we use the Lemma 2 to reduce the problem
ARBITRARY-TAPE-STATE ACCEPTANCE to the problem of CTL model
checking a fixed size formula ¢ = EF(s(qo) A EF(s(qr))) on the net system
C(A). The size of C(A) is O(n?), i.e. polynomial in the size of A, and the
reduction can be done in deterministic polynomial time.

The problem is in PSPACE by Lemma 1, combined with the proof of CTL
model checking being in PSPACE in the size of 1-safe net system, see e.g. [6]. O

4.3 Model Checking with Finite Complete Prefixes

We will now make use of the machinery created in the previous sections. We will
prove model checking complexity results for algorithms which are given a finite
complete prefix of a 1-safe Petri net as the input.

We use the net system C(A) as our starting point, and define the prefix
Bc(A) to be identical to the first two levels of the unfolding of C'(A) (see [13]
for the formal definition). For an example of the prefix, see Fig. 6, which is the
prefix of the net system in Fig. 5. The prefix Sc(A) contains exactly as many

b(nq) b(ncl) b(nc2)

e(ncl) e(nc2)

b(ql.e(...) b(a,cl.e(...)) b(ql.e(...) b(a,c2,e(...))
b(c2,e(...)) b(c2,e(...))

Fig. 6. A finite complete prefix of the cheating Turing machine simulator
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events as there are transitions in C'(A). Only the conditions in the postsets of the
transitions corresponding to the simulation transitions are new, and there are at
most 6 - |Q|? - |I'|* of them. Therefore the size of the prefix 3¢ (A) is polynomial
in the size of C'(A) (and thus also in size of A).

Lemma 3. The prefiz 8c(A) is a finite complete prefiz of the net system C(A).
Proof. See [13]. O
Now we can present the main result of this work.

Theorem 4. Model checking a fized size CTL formula ¢ is PSPACE-complete
in the size of a finite complete prefiz 5 of a 1-safe net .

Proof. See [13] for details. To show PSPACE-hardness we use the reduction used
in the proof of Theorem 3, and then reduce this problem further to CTL model
checking ¢ with S¢c(A) by creating Sc(A) in deterministic polynomial time from
C(A). Thus by Lemma 3 we get the PSPACE-hardness result.

To show that the problem is in PSPACE in the size of the prefix we use the
fact that given a prefix 3 of a 1-safe net system X, and a formula ¢, we can in
polynomial space construct a net system X’ (by folding the acyclic prefix back
into a cyclic net system in the labelling respecting way). For this net system it
holds that X’ |= ¢ iff X' |= ¢. Then we CTL model check X’ |= ¢ in PSPACE |[0]
for a total complexity of PSPACE. O

The CTL formula ¢ = EF(s(qo) A EF(s(qr))) syntactically belongs to all
the logics UB~, UB, CTL, and CTL* (see [3], for the UB logics see e.g. [8]).
Therefore the PSPACE-hardness result also applies to them.

We will now require without loss of generality that all executions of the
automaton A entering the final state ¢ will keep on looping back to the final
state gp thus creating an infinite execution in which the final state is repeated.

We can then create the linear temporal logic LTL (see [3]) formula ¢ =
O(—(s(q0)) vV O(=(s(¢gr)))). Now it is easy to see from the semantics of LTL
that C(A) = ¢ iff C(A) [~ ¢. A violation of this LTL formula can be expressed
by a Biichi automaton, which can be translated into an equivalent linear-time
p-calculus formula (see e.g. [2]). The LTL formula ¢ is also a syntactic safety
formula, and thus a violation of this property can also be expressed by a de-
terministic finite automaton [17]. Thus we get a PSPACE-hardness result for
LTL model checking, Biichi emptiness checking, linear-time pu-calculus model
checking, and safety model checking.

The model checking problems mentioned above are in PSPACE in the size
of the 1-safe net system, and thus we can use the proof of Theorem 4 also with
them (see [6], for CTL* we create a concurrent program from a 1-safe Petri net
in deterministic polynomial time, and then use a similar result presented for
concurrent programs in e.g. [16]). Therefore these model checking problems are
PSPACE-complete in the size of a finite complete prefix of a 1-safe Petri net.
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5 Conclusions

We have shown that model checking a fixed size formula of several temporal log-
ics, including LTL, CTL, and CTL*, is PSPACE-complete in the size of a finite
complete prefix of a 1-safe Petri net. This is to be contrasted with the reach-
ability problem, in which a PSPACE-complete problem for 1-safe Petri nets is
transformed by the prefix generation process into (a potentially exponentially
larger) NP-complete problem, see e.g. [13]. However, such a drop in complexity
(assuming NP is easier than PSPACE) does not occur in the case of model check-
ing involving nested temporal modalities. Thus, loosely speaking, with prefixes
reachability is easier than “repeated reachability” (see [13]).

Our proof employs a class of 1-safe Petri nets for which it is easy to create a
finite complete prefix by using semantic arguments. We have shown that some-
times the prefixes created by current prefix generation algorithms [10] will be ex-
ponentially larger than allowed by the semantic completeness criterion (Def. 1).
The definition of a suitable prefix minimality criterion, and the creation of a
procedure to always obtain these compact prefixes is left for further work.

There are prefix based model checkers which handle nested temporal modal-
ities. The LTL model checker of [21] creates a certain graph, whose size can be
exponential in the size of the prefix. The construction employed by the branch-
ing time model checker of [5,12] to handle nested temporal modalities is more
involved, and relating our work to the results of [12] is left for further study. We
would also like to know whether the prefixes generated by [10] have some prop-
erties which would allow simpler model checking algorithms than the prefixes
fulfilling only the semantic prefix completeness criterion. Finally, for LTL model
checking we can change the model checker to take both the net system, and the
LTL(-X) formula ¢ as input to the prefix generation process. In this approach
also the semantic prefix completeness criterion is parameterized by the checked
formula, and the model checking can be done in polynomial time in the size of
this “product” prefix [7]. The price to pay is a larger prefix. A simpler product
method works with safety model checking.
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Abstract. We consider the problem of automatically verifying real-
time systems with continuously distributed random delays. We gener-
alise probabilistic timed automata introduced in [19], an extension of the
timed automata model of [4], with clock resets made according to con-
tinuous probability distributions. Thus, our model exhibits nondetermin-
istic and probabilistic choice, the latter being made according to both
discrete and continuous probability distributions. To facilitate algorith-
mic verification, we modify the standard region graph construction by
subdividing the unit intervals in order to approzimate the probability to
within an interval. We then develop a model checking method for contin-
uous probabilistic timed automata, taking as our specification language
Probabilistic Timed Computation Tree Logic (PTCTL). Our method
improves on the previously known techniques in that it allows the ver-
ification of quantitative probability bounds, as opposed to qualitative
properties which can only refer to bounds of probability 0 or 1.

1 Introduction

Background: In recent years we have witnessed an increase in demand for
formal models and verification techniques for real-time systems such as commu-
nication protocols, digital circuits with uncertain delay lengths, and media syn-
chronization protocols. Automatic verification of quantitative timing constraints
has particularly been subject to significant attention, as indicated by the devel-
opment of associated software tools [9,11] and their successful application in
industrial case studies.

Traditional approaches to real-time systems define behaviour purely in terms
of non-determinism. However, it may be desirable to express the relative likeli-
hood of the occurrence of certain behaviour. For example, we may wish to model
a system in which an event is triggered after a random, continuously distributed
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delay, where the distribution may be e.g. uniform, normal, or exponential. Such
a framework would be particularly useful when modelling environments with
unpredictable behaviour; for instance, those involving component failure or cus-
tomer arrivals in a network. Furthermore, we may also wish to refer to the
likelihood of certain temporal logic properties being satisfied by such a real-time
system, and to have a model checking algorithm for verifying the truth of these
assertions. The remit of this paper is to address these issues.

To provide an appropriate foundation for our work, we take the model of
timed automata [1], a framework for modelling non-deterministic real-time sys-
tems and a focus of much attention from both theoretical researchers and verifi-
cation practitioners alike. A timed automaton takes the form of a finite directed
graph equipped with a set of variables referred to as clocks. Since clocks are real-
valued, the state space of a timed automaton is infinite, and hence verification is
performed by constructing a finite-state quotient of the system model, called a
region graph [3], which is then subject to established model checking techniques.
Recently, we have shown that this region graph construction can also be ap-
plied to timed automata augmented with discrete probability distributions [19].
This result provides a method for verifying such probabilistic timed automata
against PTCTL. This result relies on the fact that all of the states encoded into
a single region satisfy the same formulae. However, if our system model admits
continuously distributed random delays, the latter property does not hold.

Motivating example: We illustrate why the region graph approach does
not work with continuously distributed random delays by means of the example
below due to Rajeev Alur [1]. Suppose in state s, at time ¢t = 0, a clock d is set
to values in the interval (0,1) according to some continuous density function.
Now suppose that, at time ¢ < 1, a transition occurs to state s’ where d remains
scheduled and another clock d’ is newly scheduled, again set to values in the
interval (0,1). Consider the three possible relationships between the clocks d
and d’ in state s:

(1) d <d 2)d =d (3)d >d

The region-based approach only encodes the information that: (2) has proba-
bility 0, while (1) and (3) both have positive probability. However, the actual
probabilities depend on the value of t (when the transition from s to s’ is made).

Therefore, to perform any exact probability calculations with respect to con-
tinuous probabilistic real-time systems, we will require an infinite model, since,
as can be seen in the example above, for each different value of ¢ the probabil-
ities of (1) and (3) will differ. On the other hand, a finite model is required for
decidable automatic verification.

Main contribution: Our key proposal is to refine the region graph con-
struction by subdividing the equivalence classes of clock values. In particular,
we split the unit intervals into n subintervals of equal size. Intuitively, this pro-
cess increases the granularity of the partitioning in order for the region graph
to more accurately retain information concerning the continuous random delays.
However, note that, for finite n, this will constitute an approximation of the ex-
act probability values involved; we supplement such approximate answers with
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an estimate of the error. Further refinements into yet smaller intervals yields
better approximations of the probability bounds.

The main technical challenges in our approach are threefold. Firstly, we must
define the probability measure and o-algebra of the infinite paths in the presence
of continuously distributed delays and dense time. Secondly, we need to show how
the refined region graph may be constructed, where the particular difficulty is due
to not knowing the relative order of clocks which are set continuously at random.
Thirdly, we have to estimate the error caused by the finite approximation.

Related work: There are many probabilistic verification frameworks, see
e.g. [6,16,13,14], most of which only handle discrete probability and time. Our
results relate to those of [2,12], which concern the model checking of probabilistic
real-time systems with continuous random delays against qualitative properties
that can only refer to probability bounds of 0 or 1. In [7], a quantitative model
checking procedure for continuous time Markov chains is presented. Recently
a method for approximating continuous Markov processes has been proposed
n [15], but the relationship between their approach and ours is not yet known.

2 Preliminaries

Throughout, we use standard notation from timed automata, based on [3]. La-

belled paths are non-empty finite or infinite sequences of the form: w = oy Lo,

l l ..
01 —» 09 —> --- where o; are states and [; are labels for transitions. The first

state of w is denoted by first(w). If w is finite then the last state of w is denoted
last(w). The length of a path is defined in the standard way (oo if the path is
infinite) and is denoted |w|. The prefix relation on paths is denoted by < and
the concatenation by juxtaposition. If k& € N then w(k) denotes the k-th state,
step(w, k) the label of the k-th step, and w*) denotes the k-th prefix of w.

We assume some familiarity with probability and measure theory, see e.g. [5].
Consider a set 2. A o-field on (2, denoted F, is a field closed under countable
union. The elements of a o-field are called the measurable sets, and (§2, F) is
called a measurable space. Let (£2,F) be a measurable space. A function P :
F — [0,1] is a probability measure on (£2,F), and P = (2, F, P) a probability
space, if P satisfies the following properties: P({2) = 1, and if Ay, As,... is a
disjoint sequence of elements of F, then P(U;A;) = >, P(A;).

A continuous density function (cdf) on R is a function f such that f(z) >0
for all z € R and fj;f f(x)dx = 1. Furthermore, f has support A C Rif f(z) =0
for all z € R\ A. We define a cdf f to be positive bounded if its support lies
within a closed interval of RZY. We denote by PB the set of positive bounded
cdfs, and the set of discrete probability distributions over a (finite) set S by p(.S).

2.1 Dense Markov Processes

Definition 1. A dense Markov Process M is a tuple (Q,F, qo, {Py}qecq), where
Q is a set of states, F is a o-field over ), qo is the initial state, and each P, is
a probability measure on (Q,F).
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Observe that we do not impose any limit on the cardinality of ¢ and that the
probability spaces associates with the states are not necessarily discrete. For
notational convenience we denote the dense Markov process (Q, ¢, F, {Py }¢c0)
by M,. Our objective is to define a probability space, P, = (2n,, Far,» Por, ),
for the infinite sequences of states that can be generated by a dense Markov
process.

The sample set (2, is the set of infinite sequences gQ“ of states starting in g.
For the o-field we generalise the cone construction for ordinary Markov processes.
The generalisation of a cone is a set of sequences of (2, that extend some
appropriate set of finite sequences. Formally, given a dense Markov process M,
and a finite sequence X1 X5 ... X} of elements of F, the set of sequences

Bx,x,.x, ={qq1q2...qra | a € Q¥ and ¢; € X, for all 1 < < k}

is called a basic set. Special basic sets are B, = (2574 (e denotes the empty
sequence) and B = (). We use 3 to range over sequences of elements of F.

The next step is to assign a measure to basic sets. It turns out that we
cannot assign a measure to all basic sets in general. We define basic measurable
sets together with their measures by induction.

Definition 2 (Basic measurable sets). The basic sets B, and B, are mea-
surable. The measure of B is PM(I[BJ_] = 0 and the measure of B is
Py, B = 1.

A basic set Bxg is a basic measurable set if

1. Bg is a basic measurable set; and

2. the function fxg that maps the state q to Py, [Bxg] is measurable from
(Q, F) to the Borel o-field over the interval [0, 1], where Py, [Bxg] is defined
to be fQ falxdP, and Ix denotes the indicator function of X.

Note that in the integral above fg is measurable because Bg is a basic mea-
surable set, and Ix is measurable because X € F. Thus the above integral is
well defined by [5, Theorem 1.5.9].

Following an argument similar to [20], we can show that the measure Py, is
o-additive on the basic measurable sets. If all basic sets are basic measurable,
then we can generate the minimum field that contains the basic measurable sets
and show that there is a unique extension of the measure Py, . Thus, we can
simply define the o-field F), to be the o-field generated by the basic measurable
sets, and extend the measure Pz, using [5, Theorem 1.3.6].

3 Definition of the Model

Let AP be a set of atomic propositions. A clock x is a non-negative real-valued
variable which increases at the same rate as real-time. Let X be a set of clocks,
and let v : X — R29 be a function assigning a non-negative real value to each
of the clocks in this set. Such a function is called a clock assignment. For any
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X C X and t € R2°, we write v[X := t] for the clock assignment that assigns ¢
to all clocks in X, and agrees with v for all clocks in X'\ X. In addition, v + ¢
denotes the clock assignment for which all clocks z in X take the value v(z) +t.

As with standard timed automata [4,17], the conditions for progress between
nodes of the graph are described in terms of clock constraints.

Definition 3 (Clock Constraints). Let X be a set of clocks. The set of clock
constraints of clocks in X, Cx, is defined inductively by the syntaz:

(u=z<klz>klr—y<klz—y>k[-(|CVC,
where x,y € X and k € N.

We say that a clock assignment v satisfies the clock constraint ¢ (also denoted
v = Q) if substitution of each € X by v(z) results in ¢ resolving to true.

Definition 4 (Continuous Probabilistic Timed Automaton). A contin-
uous probabilistic timed automaton is a tuple G = (S,5,L, X, dens, inv, prob,
(Ts)ses) consisting of

— a finite set S of nodes, including a initial node s;

— a function L : S — 2°F assigning to each node of the graph the set of atomic
propositions that are true in that node;

— a finite set X of clocks;

— a partial function dens : S x X — PB assigning to pairs of nodes and clocks
a positive bounded density function;

— a function inv : S — Cx assigning to each node an invariant condition;

— a function prob : S — Py, (u(S)), assigning to each node a (finite non-empty)
set of discrete probability distributions on S;

— a family of functions (Ts)ses where, for any s € S, Ts : prob(s) — Cx assigns
an enabling condition to each discrete probability distribution in prob(s).

Continuous probabilistic timed automata generalise the probabilistic timed au-
tomata of [19] through the addition of the partial function dens. Whenever de-
fined for a node s and a clock x, this function yields a cdf, say f, which captures
the reset of x upon entry into s. Such a reset results in a random assignment to x
(for f a general cdf in PB) or an assignment of an exact value (if f is a point
distribution). If dens is undefined, the clocks keep their old values, as in [2].

The behaviour of the model is as follows. It starts in node § with all clocks
in X initialized to 0. The values of all the clocks increase uniformly with time.
At any point in time, if the system is in node s then it can behave in one of two
ways depending on the values of the clocks in X. It can either let time advance
such that the invariant condition inv(s) does not become violated, or make a
state transition, subject to certain conditions given below. State transitions are
instantaneous, and generalise the state transitions of the (discrete-)probabilistic
timed automata of [19] in the following sense:

— adistribution ps € prob(s), whose corresponding enabling condition 74(ps) is
satisfied by the current values of the clocks, is selected nondeterministically;
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— then, supposing ps is chosen, for any s’ € S, with probability ps(s’) the
system will make a transition to node s’ and reassign values to all the clocks x
for which dens(s’,z) is defined according to the cdfs given by dens(s’, z).

For notational convenience, for each node s € S, we denote by O(s) the set of
clocks x for which dens(s, ) is not defined, i.e. those clocks that keep their old
value when s is reached, and by N(s) the set of clocks x for which dens(s,x) is
defined, i.e. those clocks that are reassigned a new value when s is reached.

Let G be a continuous probabilistic timed automaton. We now define formally
the behaviour of G as a probabilistic timed structure. We let I'(G) denote the
set of all clock assignments for all the clocks in X

Definition 5 (State). A state of G is a pair (s,v) where s € S, v € I'(G) such
that inv(s) is satisfied by v.

Definition 6 (Path). A path of G is an infinite or finite sequence

w = <50,V0> to,po <81,l/1> t1,p1 <82,V2> t2,p2

such that, for each i € N:

5, €S, v; € I'(G), t; € RZ° and p; € prob(s;);

the invariant condition inv(s;) is satisfied by (v; +1t) for all 0 <t < t;;

the clock assignment (v; + t;) satisfies s, (pi);

pi(8it1) > 0, vip1(x) is in the support of dens(siy1,2) for all x € N(si41)
and viy1(x) = vi(x) + t; for all x € O(si41).

T o do

For all 0 < i < |wl|, define T,(i), the elapsed time until the _ith transition, as
follows: put T,,(0) = 0, and for any 1 <i < |w|, let T,,(1) = ;;10 L.

Consider an infinite path w of G. A position of w is a pair (i,t’), where i € N and
t' € R such that 0 < t' <t;. The state at position (i,t"), denoted by w(i +t'), is
given by (s;,v; +t'). Given a path w, i,j € N and ¢,¢ € R such that ¢t < ¢; and
t' < t;, then we say that the position (j,t’) precedes the position (i,t), written
(7,t') < (i,t), if and only if j < i, or j =4 and ¢’ < t.

For simplicity, as in [19], we add time successor transitions from each state
of the probabilistic timed structure determined by G in which time may diverge.
We omit the details of this approach to time divergence from this extended
abstract.

Due to the presence of both non-deterministic and probabilistic choice, we
use the notion of an adversary, based on e.g. [3]. The role of an adversary is
to select, for each finite path of G, the time point ¢ and one of the probability
distributions p enabled in the last state of the path.

Definition 7 (Adversary of G). An adversary (or scheduler) of G is a func-
tion A mapping every finite path w of G to a pair (t,p) where t € RZ° and
p € u(S) such that if last(w) = (s,v) then p € prob(s), v+’ satisfies inv(s) for
all 0 <t <t, and v+t satisfies 75(p).
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For an adversary A of a continuous probabilistic timed automaton G we define
the following sets of paths: Pathﬁ,L(s, V) (Pathﬁﬂs, v)) is the set of finite (infi-
nite) paths such that step(w,i) = A(w®) for all 1 < i < |w| and first(w) = (s, V).

We now turn to the definition of a probability space over the set of infinite
paths Pathﬁl<s,u> of a given adversary A and state (s,r). When we use an
adversary to resolve the nondeterminism we obtain a dense Markov process,
whose path space is defined in Section 2.1. Each element of the sample set is
an infinite chain of paths; however, it is easy to see that such chains can be
replaced by their limits under prefix, i.e. an infinite path. We denote by Pa, s
the probability space over Path}iﬂs, V).

Below we give an idea of how an adversary A and state (s, v) generate a dense
Markov process (@, F, qo, { Py }qeq)- The set of states @ is the set Pathﬁ,L(s, V)
and the initial state qg is (s, ). The o-field F is the o-field generated by all the
sets of the form

Cosz={q 5 (s V)eQ|V (x)€I(x)forallz € N(s')},

where ¢ € Q, s € S, A(q) = (t,p) and Z denotes a function mapping clocks to
closed intervals. Finally, if ¢ € @ and A(q) = (¢,p), then P, is defined on the
sets Cy o7 as follows:

Py(Cpoz)=37F () ( [T Jr dens(s’, o) d"’”) ifg=q

zEN(s')
0 otherwise

and then extended to F using [5, Theorem 1.3.6].

4 Probabilistic Timed Computation Tree Logic (PTCTL)

We now introduce Probabilistic Timed Computation Tree Logic (PTCTL) as
our logic for the specification of properties of probabilistic timed automata.
Before we can define our logic formally, we will need to appropriately restrict
the notion of an adversary of a continuous probabilistic timed automaton G.
Due to the unlimited power that we have given to an adversary, it is easy to
provide adversaries that would not guarantee the measurability of trivial events
such as the occurrence of a single action. On the other hand, such adversaries
would be extremely unnatural, and therefore we think it reasonable to rule out
such pathological adversaries by definition. Thus, for the rest of this paper, we
consider only feasible adversaries, that is, those that ensure the measurability of
all the events identified by PTCTL formulae.

A further restriction on adversaries that we shall require is that of time-
divergence; it is commonly imposed in real-time systems so that unrealisable
behaviour (i.e. corresponding to time not advancing beyond a time bound) is
disregarded during analysis. We say that an infinite path w is divergent if for
any t € RZ0, there exists j € N such that 7,(j) > t.
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Definition 8 (Divergent adversary). An adversary A for a continuous prob-
abilistic timed automaton G is divergent if and only if for each state (s,v) of G
the probability Py s,y of the divergent paths of Pathﬁtxs, v) is 1. Let Ag denote
the set of all divergent adversaries of G.

We now define the syntax and semantics of PTCTL. We have omitted the treat-
ment of reset quantifiers and clock constraints, the addition of which is straight-
forward, see [19].

Definition 9 (Syntax of PTCTL). The syntaz of PTCTL is defined as fol-

lows:

pu=true | a | dAS | ¢ | [¢IUkdlas | [0 VU Plos
where a € AP, k e N, § € [0,1], ~e {<,<,>,>}, and 3 is either > or >.

Definition 10 (Satisfaction Relation). For any continuous probabilistic
timed automaton G, state (s,v) of G, set of divergent adversaries Ag of G, and
PTCTL formula ¢, the satisfaction relation (s,v) Fa, ¢ is defined inductively
as follows:

(s,v) Ea, true for all s € S and v € I'(G)

(s,v) Ea, a < a € L(s)

(s,v) Fae &1 A P2 & (s,v) FEa, ¢ for alli € {1,2}

($,v) Fag 9 s Fag ¢

(5,v) Eag (61 IU~k d2]05 © Pa,(s.0y{w € Pathjy (s, v)|wEas ¢1 Uk 2} 36

for some A € Ag

(5,v) Fag [61V Uk ¢2]05 € Pa (s ) {w € Pathpy(s,v)|wiag ¢1 Uk ¢2} 36
for all A € Ag

wEAs 1 Uk P2 & there exists a position (4, 1) of w such that
T,(0) +t~k, wi+t) =a, ¢2,and for all
positions (j,t') of w such that (j,t") < (i, 1),
w(j+1) Fac o1V d2 .

Note that the feasibility condition we impose on adversaries ensures that the set
{wlw € Pathﬁtl“s, V) & w Ea, ¢1 Uk d2} is measurable with respect to the
probability space Py (s, induced by A and (s, v).

5 The Refined Region Graph

As already observed, the standard region construction applied to a continuous
probabilistic timed automaton fails in the case of quantitative probabilistic tem-
poral properties. We propose to quotient over smaller intervals of clock values,
and to this end subdivide each unit interval into n intervals of the same size
for some n € N. The intuition is that, as we subdivide into smaller regions, we
obtain an improvement of the minimum/maximum probability bounds, which
in the limit tend to the exact bounds as the number of subdivisions increases.
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We deal with the inevitable loss of information caused by the finiteness of the
construction by providing a bound on the error.
We first refine the equivalence relation of [1] to intervals of size L.

Definition 11. For any x € X, let k, be the largest constant x is compared to
in any of the invariant and enabling conditions of G. For any v € I'(G) and
x € X, define x to be relevant for v if v(x) < k.

Definition 12 (Clock equivalence). For clock assignments v and v' in I'(G)
andn € N, v =, V' if and only if the following conditions are satisfied:

1. Yo € X either |n-v(zx)| = |n-v'(z)| or x is not relevant for v and v';
2. Va,x' € X relevant for v:
(i) fract(v(z)) < fract(v(z")) if and only if fract(v'(z)) < fract(V'(z')).
(i1) fract(v(z)) > fract(v(z')) if and only if fract(V'(x)) > fract(v'(z')).

Let [v],, denote the equivalence class to which v belongs under 22,. The following
lemma allows us to extend the notion of satisfaction of clock constraints to
equivalence classes of clocks.

Lemma 1 ([4]). Let v,v' € I'(G) such that v =, v'. Then, for any clock con-
straint ¢ € Cx, v satisfies C if and only if V' satisfies (.

We now define a probabilistic graph R, (G, ¢) (where ¢ is a PTCTL formula)
whose vertices are pairs consisting of the nodes of G and the equivalence classes
with respect to 2,. As in [3], to improve the complexity of the model checking
algorithm, we keep track of the time elapsed when passing through sequences of
regions by adding an extra clock x to X and setting kx to be the maximal time-
bound appearing in the formula ¢. We start with some preliminary definitions
following the construction in [3,19].

Definition 13. Let o and 3 be distinct equivalence classes of I'(G).

— The equivalence class [ is said to be the successor of a, denoted succ(a), if
for allv € «, there exists t > 0 such that v+t € 8 and v+t € aUS for all
0<t <t.

— The class « is said to be an invariant class of s if succ(a) violates the in-
variant condition inv(s).

— The class « is an end class if, for all x € X, x is not relevant for a. If a is
an end class then, for any s € S, (s,«) is an end region.

Thus, if we are in an invariant class of s then we cannot let time advance
sufficiently to move into a new equivalence class without the invariant condition
being violated. If we are in an end class then we can remain in this region and
let time diverge.

The next step is to define the transition relation over regions. As in the
standard approach, there are two types of transitions, due to passage of time
and change of state respectively, which we consider in turn.

Transitions due to passage of time are straightforward using Definition 13: the
region that can be reached from (s, &) due to passage of time is (s, succ(«)). State
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transitions are more complex to deal with. Suppose that we are in a region (s, &)
and a state transition occurs. Then, by definition of the model, the following two
choices are made in succession:

— a discrete probability distribution ps € prob(s), where ps € u(S), such that
the enabling condition 74(ps) is satisfied by «, is selected non-determin-
istically;

— then, supposing ps is chosen, a transition is made according to ps.

In order to establish which equivalence classes the system moves to, we con-
sider what happens to the values of all the clocks when the transition is made.
Consider a transition from a region (s, a) to some node s’. To understand the
possible equivalence classes of clock assignments associated with s, we consider
the equivalence classes separately for the clocks of O(s’), denoted o, and of
N(s), denoted oy.

The equivalence class ay, is the restriction of a to the clocks of O(s’), since
the clocks of O(s") remain unchanged. The clocks of N(s') are assigned new
values at random, and thus the new equivalence class oy is determined by a
probability distribution that can be computed through simple integrations. We
call Py the joint probability measure for the clocks of N(s’).

The problem is how to combine the equivalence classes of ap, and oy to
obtain a unique equivalence class of clock assignments, since we have no way of
stating the relative orders between the clocks in O(s") and N(s'). Indeed, there
are several possible equivalence classes that work correctly. Since we have no
way of determining which one is correct, we introduce a nondeterministic choice
between them all, and consequently an error which we analyze in Section 6. The
definition below can be used to determine all the possible equivalence classes
that are consistent with o, and oy.

Definition 14. If a1 and as are equivalence classes of clock assignments defined
on some subset of clocks X1 and X3 respectively such that X1 N Xy = 0, then we
let ay U ao be the set of equivalence classes over X1 U Xo such that v € aq U g
if and only if v X1 = aq, v X2 = aa, where | denotes restriction.

Based on the discussion above, we introduce the notion of a union region, which
is a triple (s, ap,an), where ap is an equivalence class of O(s), and ay is an
equivalence class of N(s).

We are now ready to formulate the region graph for a continuous probabilistic
timed automaton G and PTCTL formula ¢.

Definition 15 (Region Graph). The region graph R,(G, ) is defined to be
the graph (V, Rstep). The vertex set V is the set of regions and union regions
(satisfying the corresponding invariant condition). The probabilistic edge func-
tion Rstep : V. — B (u(V')) consists of three types of steps:

— (passage of time) if (s,a) € V and « is not an invariant class of s, then
the point distribution over (s, succ(a)) is an element of Rstep(s, ).
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— (transitions of G) if (s,a) € V, ps € prob(s) and 75(ps) is satisfied by
«, then the distribution p such that the probability of each union region
(s, 0, ah) is ps(s')Pnsry(ay) when of = aO(s) and is 0 otherwise is an
element of Rstep(s, ).

— (division) if (s, a1,a2) € V, then for each o € ayUaq, the point distribution
over (s,a’) is an element of Rstep(s,ay,as).

The definition of a path for a region graph is similar to the definition of a path for
a continuous probabilistic timed automaton with the exception that the labels
of the arrows do not contain time values.

Definition 16 (Adversary of R,). A (randomized) adversary B on the region
graph is a function B mapping every finite path m of R, (G, ¢) to a distribution
over Rstep(last(m)).

The definition of a probability space Pg,, on Pathﬁl(v), given a randomized
adversary B and a region v, is standard [10,20]. The definition of divergent
adversaries can also be adapted easily to region graphs (see [19]).

6 Model Checking Continuous Probabilistic Timed
Automata

The aim of this paper is to extend the result of [19], which we now recall.
Suppose G is a discrete probabilistic timed automaton and the mapping ¢ — &
from PTCTL to PBTL [38] is as defined in [19]. Then, for any (s,v) € G and
¢ € PTCTL, we have

(s,v) Fag ¢ if and only if Ri(s,v) Fa,, @

where R;(s,v) denotes the unique state (s’,a’) € R1(G, @) of the region graph
such that s’ = s and a = [v[x := 0]];. In particular, the formula [¢1 ¥V Uk ¢2]7s
is mapped to [@1 VU (P2 A ax~k)] 35, Where ax~y is the atomic proposition which
encodes the time bound subscript ~ k, and labels a region (s, «) if and only if
a E x ~ k. By abuse of notation, we abbreviate &1 U (P2 A ax~k) to @1 Ui Po.

Let G be a continuous probabilistic timed automaton, ¢ be a PTCTL for-
mula, and R, (G, ¢) be the region graph for G and ¢ with each unit interval
refined into n parts. The region graph R, (G, ¢) does not preserve the validity of
¢ in general since its construction does not preserve the probabilities of events.
In particular, it is not the case that a state (s,v) € G satisfies ¢ if and only if
the corresponding state R, (s,v) of R, (G, ¢) satisfies ®.

To understand the problem better, let ¢ = [¢1 V Ui ¢2]>s. Suppose that
there is a known upper bound A on the error that we introduce by evaluating
the probability of @1 U, P2 on R, (s, ) rather than on (s,v) (see Section 6.1 for
the method to compute )), and that the minimum, over all B € Ag, (g,4), of the
probability of the paths of B starting from R,,(s, v) and satisfying &1U i P2 is p;1.
Then we can deduce that, from (s,v), there exists an adversary for which the
probability of paths from (s, v) satisfying ¢1 U, @2 is in the interval [p1, p1 + Al
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If § < p1, then we can conclude that ¢ is valid; if 6 > p; + A, then we can
conclude that ¢ is not valid. If 0 is in the interval (p1,p1 + A], then @ is valid
in R, (s,v); however, ¢ may or may not be valid in (s,v). In this case we have
three possible choices for how to proceed:

1. consider a more refined graph in the hope of solving the uncertainty;

2. say that we do not know the correct answer (“don’t know”);

3. say that the formula is valid and warn the user that there may be an error
of A in the determination of the probability bound.

The first case has obvious complexity implications. In the second case we need to
deal with a three-valued logic, which would involve propagating the “don’t know”
values to the higher levels of the parse tree of the PTCTL formula in question.
In the third case the difficulty is that we cannot quantify the propagation of the
error to super-formulae of ¢. This is because in the worst case we may estimate
wrongly the validity of ¢ on most of the states of G. Thus, the only thing that
we can say safely in this case is that at each level we may be wrong by some
value X in the estimation of probabilities.

The results we obtain allow us to adopt the third solution, namely, to calcu-
late an interval of probabilities to which the actual probability bound belongs,
together with an estimate of error, for a given number of subdivisions n, and
refine the region graph further in case “don’t know” outcomes have resulted.

6.1 Main Results

Before we can state our results we need some auxiliary definitions. For the rest of
the discussion we fix a continuous probabilistic timed automaton G and a formula
¢. Let s, s’ be nodes of G and let a, @’ be sets of clock assignments for the clocks
of G. We say that (s,a) is contained in (s',a’), denoted (s,a) < (s',a’), if
s =¢" and a C /. Given two region graphs R,,, R,,, we say that R, refines R,
denoted by R,, < R,, if each region of R,, is contained in a region of R,,. The
next lemma implies that the probability bounds do not increase with further
subdivisions of the region graph.

Lemma 2. R,,(G,¢) < R,(G, ) if n divides m.

The next notion plays an important part in estimating the error. Let R,,, R,
be two region graphs such that R,, < R,, and v = (s,a1,a2) a union region
of R,,. We say that v is homogeneous with respect to R, if there exists a unique
region v’ of R, that contains each region of {(s,7) | v € a1 U az}.

Fix a refined region graph R,, for GG, ¢ and some n € N. For any A € Ag,
(s,v) € G, B€ Ap,, (s,a) € R, and ¢1, p2 € PTCTL we let:

def

P(fl“~k¢2 (5,V) = Pasuy{w|w e Pathﬁl<s,u> and w FEa, ¢1 Uk P2}
PP oy (8,0) = Pp (s ay{m| 7 € Pathy, (s, o) and w =4, 1 Uk P2}

Suppose that ¢1,¢s € PTCTL are such that for any (s,v) € G:

(5,7) Fag &1 € Ru(s,v) Fag, @1 a0d (5,0) Fag d2 & Ru(s,v) Fag, P2
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Then we can show the following correspondence holds between adversaries of
the automaton G and its region graph R,, (see [18]).

Proposition 1. For any A € Ag, (s,v) € G and n € N, there exists B € Ap,
such that Pg g, (s, o) = P(;;‘luNmz (s,v) where Ry (s,v) = (s,a).

Proposition 2. For any n € N, B € Agr,, (s,a) € R, and (s,v) € G with
R,(s,v) = (s,a), there exists A € Ag such that qu‘luwkd)? (s,v) and
Pﬁuwk% (s, ) differ by at most the probability of reaching a non-homogeneous
region before satisfying or violating @1 Uy Po.

As a corollary of Proposition 1 and Proposition 2, we obtain the following crucial
correspondence between the probability bounds calculated on R,, and those on G.
Its importance is in stating that the probabilities of a PTCTL until formula
over the divergent adversaries of G are bounded by the probabilities for the
corresponding PBTL formula over the divergent adversaries of the region graph.
The latter probability calculation is standard and proceeds via reduction to a
linear programming problem [10,3]. Moreover, since the difference in these values
can be no more than the probability of reaching a non-homogeneous region before
satisfying or violating @1 U x P2, this yields the estimate of error. This error can
also be calculated by standard methods [10,8].

Corollary 1. For any (s,v) € G and n € N, if R,(s,v) = (s,a) and the
mazximum probability of reaching a non-homogeneous region before satisfying or
violating @1 Uy, P2 from R, (s,v) is A, then

. A . B : B
Alenjc P¢1uwk¢2 <S7 V> € [Bgir;n P¢’1L{Nk¢’2 <S7 04>, Bm}tr;n P¢’1U~k¢’2 <S’ a> + )‘]

A
sup Pjy, o (s,v) €
Acdo A1l P2\

B B
Brélj;fn Poyvt o, (8, 0) = A, Bfgjﬁn Pau e, (5 04)] :

6.2 Example

We illustrate the working of our method with the help of an example. Consider
the automaton H in Figure 1. From sy we enable a transition that moves to s;
and sets z uniformly in the interval [0, 1]. From s; we enable two transitions: one
transition, 77, moves to node ss and sets y uniformly in the interval [0, 1], while
the other transition, To, moves to s3 with probability % and to s4 with probability
%. From s, we enable a transition to s4 if y > 2. We consider the upper bound
on the probability of reaching of s4, i.e. the formula [true V Usg as,]os. The
adversary that gives the highest probability (%) is obtained by scheduling T
immediately in s; if x < % and T5 otherwise.

From sy to s; the possible regions that can be reached are % <x < %
for k =0,...,n — 1, each with probability % In the region (sl,% <z< %)
there is a choice between letting time advance, taking the transition T; or the
transition Ts. It follows that the maximum probability of reaching s; equals:

ko g - max (275, 5)
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Fig. 1. The continuous probabilistic timed automaton H

To reach a non-homogeneous region, y must be set, then supposing x has
been set already, this has probability % Therefore, the maximum probability of
reaching a non-homogeneous region is %, which yields the following;:

Ry: upper bound is 1, error % and estimate of error 1;
1

— Rs: upper bound is %, error 3—76 and estimate of error 3;
. g 31 13 i 1.
Ry4: upper bound is 45, error 177 and estimate of error ;

— Rigo: upper bound is 15055090, error 988(1)0 and estimate of error

1
100°
7 Conclusions

We have proposed a model checking method for continuous probabilistic timed
automata against PTCTL specifications. In the formalism we propose, we can
specify timing properties such as “at least 80% of packets will be delivered
within & units of time assuming the packets arrive according to f” where f is a
continuous-time probability distribution (for example, uniform or normal) with
support within a closed interval of RZ°. The model checking algorithm runs on a
finite region-like graph, obtained through subdividing the unit intervals. We show
how to approximate the probability to within an interval, where approximations
improve with further subdivisions, and estimate the error of the approximation.

It is known that the complexity of the verification of real-time systems is ex-
pensive, and the method proposed here is no exception. Research into improving
the complexity of our procedure, for example using symbolic methods, would be
necessary before it can be applied to real-world problems.
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Abstract. In this paper we define and study the class of stopwatch au-
tomata which are timed automata augmented with stopwatches and un-
observable behaviour. In particular, we investigate the expressive power
of this class of automata, and show as a main result that any finite or
infinite timed language accepted by a linear hybrid automaton is also ac-
ceptable by a stopwatch automaton. The consequences of this result are
two-fold: firstly, it shows that the seemingly minor upgrade from timed
automata to stopwatch automata immediately yields the full expressive
power of linear hybrid automata. Secondly, reachability analysis of linear
hybrid automata may effectively be reduced to reachability analysis of
stopwatch automata. This, in turn, may be carried out using an easy
(over-approximating) extension of the efficient reachability analysis for
timed automata to stopwatch automata. We report on preliminary ex-
periments on analyzing translations of linear hybrid automata using a
stopwatch-extension of the real-time verification tool UPPAAL.

1 Introduction

Hybrid systems. Hybrid systems [ACH 95, AHHI6,Hen96] are a strong extension
of timed automata [AD94] used to model systems which combine discrete and
continuous evolutions. The reachability and w-language emptiness problems (RP
and LEP) are key problems for the verification of hybrid automata: these prob-
lems are decidable for timed automata (TA) [AD94] (and PSPACE-complete) but
not for linear hybrid automata (LHA) [ACH " 95] for which the reachability prob-
lem is only semi-decidable. Decidability of RP and LEP have been extensively
studied for subclasses of hybrid automata [KPSY93,AR95,Cer92,JP94,AP94]
[HKPVI8]. We investigate here a related issue which is the characterization
of the expressive power of various subclasses of hybrid automata.

Related work. Concerning expressiveness of timed automata as timed language
acceptors, it was proven in [AD94] that Timed Muller Automata (TMA) are as

* This work is partially supported by the European Community Esprit-LTR Project
26270 VHS (Verification of Hybrid systems) and by the FIREworks Esprit WG
23531; it was carried out while the first author was visiting BRICS@Aalborg during
the fall 1999.

C. Palamidessi (Ed.): CONCUR 2000, LNCS 1877, pp. 138-152, 2000.
© Springer-Verlag Berlin Heidelberg 2000



The Impressive Power of Stopwatches 139

expressive as Timed Biichi Automata (TBA), which in turn are more expressive
than Deterministic TMA (DTMA), which are themselves more expressive than
Deterministic TBA (DTBA).

More recent results concern the expressiveness of clocks and the power of
(silent) 7-transitions:

— In [HK'WT95], Henzinger and al. investigated the power of timing restrictions
on finite automata and showed that clock constraints together with time
divergence enables one to express Biichi, Muller, Streett, Rabin acceptance
and fairness conditions for finite automata; In [ACT94] Alur and al. studied a
variety of (un)timed equivalences for timed automata and the distinguishing
power of clocks as observers.

— there are also papers devoted to the expressive power of 7-transitions for
timed automata; in [BGPI06] it is proven that 7-transitions strictly increase
the power of timed automata (as timed language acceptors) if they reset
clocks; moreover timed automata with 7-transitions are more robust than
timed automata without in the sense that any language recognized when the
time domain in N remains recognizable when the domain is R. The expressive
power of 7-transitions which reset clocks is settled in [DGPI7]; [BDGPIg] is
a synthesis of the two above mentioned papers.

— other relevant results [[TIK97,ITIX96] concern a subclass of hybrid automata:
rectangular hybrid automata (RHA); in [HIKPVI8] it is shown that initialized
RHA (IRHA) are equivalent to timed automata and thus RP and LEP are
decidable for this subclass. The initialization property states that whenever
a slope of a variable changes it must be reset. The authors showed that
relaxing either the rectangular or the initialization assumptions leads to
undecidability of RP and LEP, thus proving that IRHA are at the border or
decidability and undecidability.

Our contribution. We compare the expressive power of linear hybrid automata
(LHA) and certain of its subclasses. More precisely, we show that, in terms of
expressiveness, one important class is the one obtained by a simple addition of
stopwatches to the class of timed automata (TA)!: we refer to the resulting class
as the class of stopwatch automata (SWA).

Extending hybrid automata with unobservable timed transitions?, we prove
that SWA with unobservable delays are as expressive as LHA. That is, every (w-)
language accepted by a LHA is also accepted by some SWA with unobservable
delays. We consider this result interesting for two reasons:

1. it indicates that undecidability of RP and LEP originates from the ability
to stop time, and
2. it has a practical application to verification of linear hybrid systems.

The application to verification is based on an easy extension of algorithms
for model-checking (safety properties of) TA to (over-approximating) algorithms

! here TA refers to timed automata with simple constraints as defined in [AD94].
2 i.e. some durations are unobservable for this class of hybrid automata.
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for model-checking SWA. In particular, this extension may apply the full range
of efficient data-structures [LLPY97,ABK 97, BLP " 99] currently applied in ver-
ification tools for timed automata [Yov97,LPY97]. Analysis of a LHA may now
be reduced to a similar analysis on the equivalent SWA, avoiding the need for
representing and manipulating general polyhedra.

Outline of the paper. In the next section 2 we give the definitions of LHA and
of the subclasses of hybrid automata we will be interested in and we define
unobservable delays. Section 3 states the main result: the fact that SWA have
the same expressive power as LHA. In Section 4 we focus on the practical interest
of this equivalence and give examples of LHA we are able to verify using our
translation and the SWA-extension of UPPAAL. Finally we conclude in section 5.

2 Linear Hybrid Automata

2.1 Preliminaries

For a given alphabet X', X* denotes the set of finite words and X* the set of
infinite words over Y. Also X*>° = X* U X*. We also use the set of booleans
B = {tt, ff}.

A waluation is an element of RV, where V is a finite set of variables. If |[V| = n,
a valuation v can be interpreted as a vector 7 of R™. If V/ C V and v € RV, we
denote by projy+(v) the valuation ' € RV defined by v/(z) = v(x),Vz € V.

A linear expression ¢(v) over V is of the form Y a;v; with a; € Z,v; € V.
A linear constraint is a propositional formula using the connectives V, A, = over
atomic formulee of the form ¢(T) > ¢, where e {<,=,>}, ¢(T) is a linear
expression and ¢ € N. LC(V) is the set of linear constraints. If we restrict the
linear expressions to one of the simple forms v —v' < c or v i< ¢, v,v" € V we
obtain the set SC(V') of simple constraints over V. A linear assignment over V
is of the form T := AT + b where A is a n x n matrix with coefficients in Z
and b is a vector of Z". LA(V) is the set of linear assignments over V. A simple
assignment is such that all entries of A are either 0 or 1, and every row of A has
at most one non-null coefficient.

Given a valuation v and a constraint 7, the boolean value y(v) describes
whether -y is satisfied by v or not.

A continuous change of the variables is defined w.r.t. an element d of Z"
corresponding to the first derivative of each variable: given ¢ € R>, the valuation

v+ d.t is defined by (v + d.t)(z) = v(x) + d(z).t.

2.2 Hybrid Automata

Hybrid automata [ACH 95, AHHI6,Hen96] are used to model systems which
combine discrete and continuous evolutions. For general hybrid systems the ac-
tivities can be any continuous functions. However, we restrict our attention to
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the subclass of linear hybrid systems®. Moreover we assume that the initial value
of each variable is 0 (the corresponding initial valuation is denoted vyp).

Definition 1 (Linear hybrid automaton). A linear hybrid automaton (in
the sequel LHA) H is a 7-tuple (N,lo,V, A, E, Act, Inv) where:

— N is a finite set of locations,

— lg € N is the initial location, vy is the initial valuation,

— V is a finite set of real-valued variables,

— A is a finite set of actions,

— EC NXLC(V)xAXLA(V)x N is a finite set of edges; e = (l,v,a,a,l') € E
represents an edge from the location | to the location I' with the linear guard
v, the label a and the linear assignment o.

— Act € ((Zx Z)V)N where Act(l)(x) = [u1, uz] means that the first derivative
of x in location | lies in the compact bounded interval [uy,us] of Z.

— Inv € LC(V)N assigns a linear invariant to any location.

To this standard definition we add the following features: the set of locations N
is partitioned into two subsets N, U N,; N, (resp. N,,) is the set of locations
where time-elapsing is observable (resp. unobservable). We also denote the un-
observable action T and consider hybrid automata with T moves. We denote AT
the set AU {1} and A7 the set R>o U {7(t),t € R>o} O

Ezample 1 (Water-level monitor [ACH" 95]). As a running example, we consider
the water-level monitor described in [ACH"95] and illustrated * in Figure 1. The
aim is to control the water level in a tank with a monitor. A pump can be turned
on and off to control the level. When the pump is off (locations ¢ and ¢3) the
water level falls by two cms per second; when the pump is on (locations ¢y and
£1), the level rises by one cm per second. The delay to turn the pump on and
off is 2 time units (measured by the variable x). Time elapsing is observable in
each location of the water level monitor. m]

2.3 Semantics

Definition 2. The semantics of a hybrid automaton H = (N,ly,V, X, E, Act,
Inv) is a timed transition system Sy = (Q,qo, >, —) where Q = N x RY,
qo = (lo,vo) is the initial state (vo(x) =0, Vo € V) and — is defined by:

~v(v) = tt, v = a(v) and
Inv(l") (V') = tt
e=difleN, e=7(d) ifleN,
(L) ——= ",y iff {1 =1" and 3d € Act(l) s.t. v/ = v+ d.t and
VO <d <dv+d.telnvl)

(Iv) =2 (I, V'Y iff 3(1,y,a,0,1') € E s.t. {

7(d) stands for an unobservable delay of duration d. O

# The example of the thermostat in [ACTI"95] is a hybrid automata which is not
linear.
1 automata designed with GasTeX (http://www.liafa.jussieu.fr/ gastin/gastex).
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r=y=1
y =10 <2
T 0
4y
=2
y=5 !
T =
12
T=1,9=-2 t=1,9=-2
r <2 y>5

Fig. 1. The water-level monitor

A run from a state sy of a linear hybrid automaton H is a sequence of
alternating discrete and continuous transitions of Sy:

—3 %0 gl a0 5 9; o %
p = s0 0 S8 i

where a; € A™ and d; € A”. Intuitively time ;11 elapses between the actions a;
and a;+1. We also introduce the following derived notations:

s == ¢ iff 3d € R>ps.t.s @

s = s iff s(— U %)*s’

s o iff 5 = B,E 2 g ey with d =73, d;

s == s iff s =-"5¢

2.4 Timed Languages and Bisimulation for Hybrid Automata

The definition of hybrid automata may be extended with two sets of states:
F C N being a set of final states and R C N being the set of repeated states.

The finite (resp. infinite) run p is accepting if p ends in a final state (resp.
if there are infinitely many states from R in p). With every finite (resp. in-
finite) run we associate a finite (resp. infinite) 7-timed word: with every ac-
tion a; we associate a timestamp t;, which is the accumulated observable time
since the initial instant. Formally ¢; = >, _{6x € Rxo}. Thus the run p
accepts the 7-timed word (ag, o) ... (an,tn)... € (A7 x R>¢)> and since 7-
transitions are unobservable we remove all pairs (7,¢) to obtain a timed word
(aio,tio) . (ain,tin) ... € (A X Rzo)oo

The timed language L(H) accepted by the hybrid automaton H is the set of
timed words which have accepting runs from the initial state of Sy.

A symmetric relation B C Q x Q is a weak timed bisimulation if whenever
(s,t) € B, the following holds: (1) s€ F < t€ F (resp. s€ R < t € R), and

(2) whenever s =45 %, ¢ then t ==— ¢’ for some t' with (s',t") € B. We say
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OO0 Oan®
i—0 r=1 r=1

zell?] =1 y<t y<t
(a) Initial LHA: H (b) Corresponding SWA: H’

Fig. 2. Two equivalent linear hybrid automata, H and H'.

that s and ¢ are weakly timed bisimilar (s = t) provided (s,t) is contained in
some weak timed bisimulation B. It follows easily that our chosen definition of
weak timed bisimilarity between states s and ¢ implies equality in terms of timed
words accepted.

Ezxample 2. Consider the linear hybrid automaton H in Figure 2. Assuming
that m is final and both £ and m are observable, the timed language accepted
by H is the set {(a,d) |1 < d < 2}. For the linear hybrid automaton H' a typical

run is of the form?:

(t=02=0y=0)-5"5(l,t=dz=0y=0)
) mlt=d,e = d,y = 0)
() (m't=d,x=2y=4d)

X (mt=dxz=2,y=4d)

for d < d and d’ + d = 2. Assuming again that m is accepting, and removing
the unobservable part of the above run, yields (a,d) as an accepted timed word.
In fact it is not hard to see, that the timed words of the form (a,d), where
1 < d < 2, are precisely the words accepted by H'; hence that L(H) = L(H'). O

Remark 1. Invariants are not useful when considering timed language acceptance
for hybrid automata: we may remove every invariant®, by translating every tran-
sition (I, v, a, a, ') into two consecutive transitions: (I, yAInv(l), 7, a.[t := 0], m)
(m,t =0 A Inv(l'),a,Id,l"), where t is a fresh clock with { = 1 in m. Leaving
the set of final (resp. repeated) states unchanged we obtain the same accepted
language. In the sequel we will not consider invariants anymore but assume that
this simple translation has already been done for any LHA. O

5 assuming that ¢, m are observable and ¢, m’ are unobservable.

5 this works only for convex invariants as pointed out by an anonymous referee; for a
union of convex invariants in £ we may add copies of £ with convex invariants and
apply our translation schema.
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2.5 Subclasses of LHA

In the sequel we will consider the following subclasses of LHA (or extended
classes of TA)":

TA: the class of timed automata is the one defined in [AD94]; that is, only simple
constraints are allowed, the derivatives of the variables (clocks) are all equal
to 1 and only linear assignments (A,b) with A =0 and b > 0 are allowed.

SWA: the class of TA extended with stopwatches; that is the derivative of a
variable in a location can be either 0 or 1.

LSWA: the class of LHA, where the derivative of a variable in a location can be
either 0 or 1. Alternatively, this class is the extension of SWA which allows
linear constraints and assignments.

The set of timed languages accepted by a class C' of hybrid automata is
denoted TLc.

Remark 2. For SWA we can allow assignments of the form x := 2’ + k as they
can be written as a shorthand for (1) reset z; (2) let an unobservable delay of
2’ + k elapse while stopping all the other variables. We will use this shorthand
in section 3.1. Notice that allowing this type of assignments in TA make RP and
LEP undecidable [BDEP00].

We also point out that stopwatches allow us to use unbounded integers: it
suffices to use a variable which is stopped in every location. O

3 From LHA to SWA

In this section we will show that every language accepted by a LHA is also
accepted by a SWA with unobservable delays.

Theorem 1 (Expressiveness of SWA). The classes LHA and SWA are
equally expressive in the sense that TLswa = TLrpga- O

The proof of theorem 1 is implied by the following two proof steps: (1)
TLSWA = TLLSWA7 and (2) TLLSWA = TLLHA- ACCOI‘ding to remark 1 we
will only consider LHA with tt invariant in every location.

3.1 From LSWA to SWA

Let L = (N, 1y, V, X, E, Act, Inv) be a LSWA (with tt invariants). We show how
to translate the linear guards and linear assignments of L into simple guards
and simple assignments thus obtaining a SWA. However, to prepare these trans-
lations, we first transform L in order to ensure that no (stopwatch) variable will
ever obtain a negative value.



The Impressive Power of Stopwatches 145

-3zt +327>0

zt = -3a2"+327;27 =0
(=20 (o— =
it =1 32t +327 <0
=1 T =0 g7 :=0;2" =327 —3.2"
(a) Initial LHA: L (b) Corresponding SWA: L

Fig. 3. Translating assignments to avoid negative values

Awvoiding negative values. As L is a LSWA, the stopwatch variables are guar-
anteed never to decrease in any location. However, variables may obviously be
assigned negative values when transitions are taken (a simple example is given in
Figure 3). First, any transition (¢, a, g, z := ¢(T), ¢')® is split into two transitions
<£ a,gN(T) >0,z := ¢(T), £’> and <£ a,gN\¢(T) <0,z := ¢(T), ). Obviously,
this translation does not alter the behavior of L but provides the knowledge of
the sign of the value assigned to z. Now for each variable x we introduce two
new (stopwatch) variables ™ and 2~ intending that x = 27 — 2~ and 27 > 0
and = > 0 will hold invariantly. To ensure this, we do the following;:

1. in each location [ of L where & =1 we set (&+,27) = (1,0); if 2 = 0 we set
(&%, &7) = (0,0);
2. we add the (obvious) assignments
— (zt,27) = (¢o(T ) 0) for transitions where ¢(T) > 0 is in the guard, and
— (z*,27) := (0, —¢(T)) for transitions with guard ¢(T) < 0.

Finally, we may completely remove the old variable by replacing it with z+—
2~ in all terms (in guards or assignments). Figure 3 shows an example of the
transformation.

Translating linear guards. Now we focus on transforming linear guards in transi-
tions into simple ones. Thus consider a general transition (I, a, ¢(T) < ¢, a, l'): a
is the label, and « the linear assignment; the guard ¢(Z) < ¢ is a linear constraint
over V with i€ {<, =, >}. Notice that it is possible to rewrite this guard in the
form Y7 | a;x; _Z?Zn_u a;x; > ¢ with ¢ € Nand Z 3 a; > 0. We demonstrate
how to compute these two sums with two new fresh variables u and v. After this
it only remains to replace the guard by the simple u — v < .
The translation® works as follows (see Figure 4'9):

7 the notion of unobservable delay is included in all of those classes.

8 For simplicity we only consider transitions with a single assignment.
9V =0 means Yo € V, o = 0.

9 when no label is written on a transition this is a silent 7-transition.
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1. we introduce the new stopwatch variables u and v to sum up the terms
a;xzi,i € [1...n] and a;x;,1 € [n+ 1...2n| respectively, B

2. between the locations [ and !’ we introduce new locations l; where time
elapsing is unobservable to perform the computations of u and v.

Note that this translation only works because we (by over previous prepara-
tion step) may assume that x; will not have non-negative values: in particular
in location I; we let time z; elapse which is possible only if z; > 0.

Let V = VU {u,v,t} and v,/ € RV, 0,7/ € RY s.t. projy(¥) = v; we
then have the following: (,7) 2, ¢, (v iff {1,v) LN (I, V") whenever
projv (v') = v/; thus <l~ ,U) and (I, v) are weakly timed bisimilar and consequently
accept the same timed words.

t=x1ANk>1
k:=k—1

t=xz;, Nk>1
k:=FkFk—1

k=t=0Au—vxc;aa

ll

Fig. 4. Computation of u and v before evaluating the guard v — v 1 ¢

Linear assignments. For translating linear assignments we apply the exact same
technique as above when dealing with linear guards. Let A = (a;;) and b = (b;)
with 4, j € [1..n]. We introduce n new fresh variables u; to compute Zj<n a;jT;.
At the end we perform the assignments x; := u; + b; (this is possible according
to remark 2). Notice we need n new fresh variables as for two simultaneous
assignments z := y and z := x we have to keep track of the old value of x
needed in z := x. For a general transition with a guard and an assignment we
perform the computation of the guard described previously and after the last
unobservable state we update the variables according to the assignment using
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new unobservable states. Time elapsing is unobservable in all the intermediate
locations. Thus we have the following theorem:

Theorem 2. The classes LSWA and SWA are equally expressive in the sense
that TLswa = TLswa. O

Complezity. We do not consider the addition of integer variables. For a LSWA L
with n states, m transitions and k stopwatches, the resulting SWA has at most
3k + 3 stopwatches at most n + 4m(3k + 3) states.

3.2 From LHA to LSWA

Let H = (N,lo,V, X, E, Act, Inv) be a LHA (with true invariants). In the fol-
lowing we show how to transform H into a LSWA accepting the same timed
language.

Integer slopes. We first deal with integer positive slopes: [ € N is a location of H
and x a variable of V' s.t. Act(l)(z) = up € N. We translate location [ as follows:

1. we introduce a fresh variable ¢ which is reset when entering il and will
measure the time the automaton stays in [y,

2. an auxiliary variable v used to update =,

3. 2 locations l; where time elapsing is unobservable.

The translation is given in Figure 5 within the dashed rectangle (automaton S).

Note that if we enter Iy with the value z° for z and t° for t we reach I
with = 2% + u;.t°. So we can easily prove the following: if v,/ € RV and
v, 0 € RVUIEYE gt projy (9) = v and d € R then

({,0) =5 (1,0 iff (Lv) =% (') (1)

Then it suffices to replace location [ in H by the sequence described by the
automaton S on Figure 5 to obtain an automaton which accepts the same timed
language as H.

To allow for negative slope, we introduce!! two new variables + and z~: for
locations where the slope of z is u > 0, we set @7 = u and 2= = 0. When the
slope of  is u < 0 we use the slopes 27 = 0 and ©~ = u. Then the actual value
of x is T — 2. It remains to replace any occurrence of z in H by 2T — 2~ to
obtain a LHA with only positive slopes.

Interval slopes. We now upgrade the previous construction to deal with slopes
belonging to closed integer intervals. We assume Act(l)(z) € [u1,uz],u1,us €
Z>¢ (for the case one of the value is negative we split the interval into a pos-
itive part and negative part and apply the translation of z in 2™ — 2~.) The
construction is given on Figure 5 (ignore the dashed transition).

Statement (1) also holds in this case. Finally we obtain the following theorem:

1 Very similar to the handling of negative values.
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Fig. 5. Translating positive integer slopes

Theorem 3. The classes LHA and LSWA are equally expressive in the sense
that TLga = TLswa- O

This ends the proof of theorem 1.

Complezity. The translation from LHA to LSWA does not require any new
variables as we may use those introduced in the translation from LSWA to
SWA. We only need to add two states per variable in each location. Then for
a LHA with n states, m transitions and k variables the resulting SWA has at
most 3k + 3 variables and at most 2(3k + 3).(n + 4m(3k + 3) 4+ 1) states. The
translation is then in O(k) for the number of variables and in O(n.m.k?) for the
number of states.

4 Application to Symbolic Analysis of Hybrid Automata

Theorem 1 suggests a potential practical application as reachability analysis
for a LHA L may effectively be transformed into a reachability analysis on the
corresponding SWA L. Indeed, it follows from our translation'? that for any
w e (Z U Rzo)*

(lo,vo) =5 (Lw) iff (o, 7o) =% (I, D) 2)

whenever projy () = vy and projy (v) = v[V/(VT — V)] where v[V/(V*T —
V)] stands for v with all the variables # € V replaced by 2™ — z~. Thus
reachability properties of L and L are in a one-to-one correspondence.

12— * gtands for the transitive closure of =.



The Impressive Power of Stopwatches 149

4.1 Termination of Symbolic Analysis

Despite the close correspondence in (2), the usual forward reachability algo-
rithm [AT1196]' may behave differently on L and L with respect to termination.
Ideally, we want the algorithm to terminate on L whenever it terminates on L.
This is not always the case with the rough translation we have given.

A solution'* is to ensure that every variable has a single representative
(x%,27) in each location.

4.2 Approximate Analysis — Preliminary Experiments

We have successfully analyzed a number of LHA using a stopwatch-extended
version of the tool UPPAAL. The extension offers an approximate reachability
algorithm for SWA obtained as a rather immediate extension of the existing
reachability algorithm for TA. In particular, the existing efficient data-structures
of UPPAAL have been reused.

When analyzing SWA using difference bounded matrices (DBMs [LLPY97]),
the only operation applied during (symbolic) state-space exploration requiring
redefinition is that of computing the future of a DBM.

The DBM-based algorithm for SWA yields an over-approximation of the
reachable state-space as DBMs only allow to encode the difference between 2
variables. In general, an exact characterization of the reachable state-space of a
SWA may require constraints involving several variables. Nevertheless, we have
implemented a DBM-based, stopwatch-extension of UPPAAL. Combined with
our translation from LHA to SWA we have successfully analyzed a number of
examples demonstrating that the prize of over-approximation is not too high.

The examples include the water-level monitor [ACH"95] of Figure 1 for which
the SWA is depicted in Figure 6. Another example is the parameterized ver-
sion of Fischer’s protocol [ACH"95]. Other successfully investigated examples
include the gas burner [ACIH "95] and the scheduler of [AIH96]. Also, we are
currently investigating the tools applicability to case studies such as the ABR
protocol [BF99] and the water-tank case study [KKLPW] of the VHS project.

5 Conclusion and Future Work

In this paper we have extended hybrid automata with the notion of unobserv-
able delays. We have proved that stopwatch automata (SWA) with unobservable
delays (timed automata extended with stopwatches) are as expressive as linear
hybrid automata (LHA) in the sense that every language accepted by a LHA is
also accepted by a SWA. A practical application of this result is that reachabil-
ity analysis for LHA may be reduced to reachability analysis for SWA. We have
extended the real-time verification tool UPPAAL to SWA reusing its efficient
data-structures, allowing for rather large SWA to be analyzed. Combined with

13 as used in HyTech

14 \e cannot develop the proof in this paper.
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yp<=ym+10,
ym’== X<=2,ym’==
S1

S8 S0 —
ym:=0.yp:=1x:=0 /7 yp=—ym+10

X20 x:=0,yp:=10,ym:=0

X<=2,
x’==0,yp’==0,
ym’==0,t'==0

yp'==!

v==t

S6
x<=2,x’==0,
yp’==0,t’==

S3
X'==0,yp’==0,’==

x:=0,t:=0,ym:=0,yp:=5 S4

el yp==ym+5 vps
X<=2,yp == ym<=yp->,
X’==0,yp’==0,ym’==

Fig. 6. The SWA water level monitor with UPPAAL

our translation result this offers a completely new method for analyzing LHA.
However, the analysis is based on an over-approximation which for some cases
may be too coarse to settle a given reachability property.

The translation given in this paper demonstrates that SWA equals LHA in ex-
pressive power. However, several alternative translations might have been given
and from a practical point of view there are good reasons for looking at such
alternative translations as they may be superior in various ways: (1) the transla-
tion may well have an impact on the accuracy of our tool’s approximate analysis
on the resulting SWA; (2) from a performance point of view it is important to
limit the complexity of the translated stopwatch version of a LHA; in partic-
ular, translations introducing few additional variables are to be preferred; (3)
we want our translation of LHA to SWA to preserve termination when applying
non-approximating verification tools such as HyTech.

Our future investigations include: (1) rather than performing an approximate
reachability analysis on the SWA (resulting from a translation), it might be
possible (and performance-wise superior) to extend the DBM’s data-structures
to encode exactly the region of a SWA automaton and to perform an exact
reachability analysis; (2) as a theoretical aspects we are currently studying the
expressive power of unobservable delays for LHA and trying to extend our result
to more general classes of hybrid automata (e.g. linear derivatives).
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Abstract. We describe a family of optimizations implemented in a
translation from a linear temporal logic to Biichi automata. Such op-
timized automata can enhance the efficiency of model checking, as prac-
ticed in tools such as SPIN. Some of our optimizations are applied during
preprocessing of temporal formulas, while other key optimizations are ap-
plied directly to the resulting Biichi automata independent of how they
arose. Among these latter optimizations we apply a variant of fair simu-
lation reduction based on color refinement. We have implemented our op-
timizations in a translation of an extension to LTL described in [[2te99].
Inspired by this work, a subset of the optimizations outlined here has
been added to a recent version of SPIN. Both implementations begin
with an underlying algorithm of [GPVWO95]. We describe the results of
tests we have conducted, both to see how the optimizations improve the
sizes of resulting automata, as well as to see how the smaller sizes for the
automata affect the running time of SPIN’s explicit state model checking
algorithm. Our translation is available via a web-server which includes a
GUI that depicts the resulting automata:
http://cm.bell-labs.com/cm/cs/what/spin/eqltl.html

1 Introduction

This paper describes a collection of optimizations implemented in a transla-
tion from an extension of linear temporal logic to Blichi automata. Such w-
automata find wide spread use as modeling and specification mechanisms for
reactive systems, and form the backbone of a family of model checking tools,
such as SPIN [Hol97], which are based on explicit state enumeration.

In SPIN, a linear temporal logic formula ¢, used to specify an undesired prop-
erty of the system', is first converted to a Biichi automaton, A,. The accepting
runs of A, represent executions in which the undesirable property holds. This au-
tomaton is “producted” with the system model M, in order to determine whether
the system has executions exhibiting this property, as first suggested in [V W&6].
The worst case running time of the producting algorithm is O(|M | x |A,|). Typi-
cally, M is far larger than A, particularly because M itself arises as the product
II; M; of many state machines M; describing the concurrent components of the

! The fragment of LTL used in SPIN normally does not allow the “next” operator. This
assures that the property specified is stutter-invariant, and hence enables partial
order reduction, [HP94].

C. Palamidessi (Ed.): CONCUR 2000, LNCS 1877, pp. 153-168, 2000.
© Springer-Verlag Berlin Heidelberg 2000
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system. Since the size of A, is a multiplicative factor in the running time, and
yet A, is relatively small, it makes sense to put substantial computing effort
into minimizing A,. Unfortunately, A, is nondeterministic and finding a mini-
mal equivalent nondeterministic automaton is a PSPACE-hard problem?. Thus,
we can not hope in general to obtain an exact optimal automaton without pro-
hibitive running time. Even a log factor approximation to the optimal size can
easily be shown to be PSPACE-hard. We must be content with applying efficient
algorithms and heuristics which, in practice, tend to yield small automata.

This paper describes such a collection of optimizations. We have imple-
mented these optimizations atop a translation from an extension of LTL called
(SI-))EQLTL studied in [Fte99] which allows the expression of precisely all
(stutter-invariant) w-regular languages. Our optimizations do not depend on the
details of the temporal logic, beyond ordinary aspects of LTL, so readers only
interested in LTL can confine their attention to the LTL fragment. There is a
translation from this logic to Biichi automata ([Etc99]), based on the translation
of LTL due to Gerth, Peled, Vardi, and Wolper [GPVW95]. That algorithm in
practice does not incur the worst-case exponential blow-up necessarily incurred
by a naive tableaux construction. However, the algorithm alone still produces
automata that are sometimes vastly suboptimal. Thus the need for optimization.

SPIN’s LTL translation, also based on [GPVW95], includes some mild forms
of optimization. Inspired by this work it was further modified to incorporate
some of the rewrite rules discussed here and others listed in [SB00]. We will
compare the results of the EQLTL translation with those obtained with SPIN in
section 4, both before and after the rewrite rules were added to SPIN.

We partition optimizations into three classes. Figure 1 gives a schematic for
the different classes of optimizations. First, before the translation algorithm is
applied, the temporal formulas themselves can be simplified and optimized, by
applying, e.g., rewrite rules. Secondly, various aspects of the translation algo-
rithm can be “tightened”. In this paper we do not discuss any optimizations
in this second class. See, e.g., [DGV99]. Third, the resulting automata can be
reduced by applying automata theoretic optimizations, including those related
to bisimulation and particularly fair simulation reduction.

We assume the reader is familiar with the basic notions of Linear Temporal
Logic, and w-automata. For a general reference on temporal logic the reader is
referred to, e.g., [Eme90]. For w-automata, the reader is referred to [Tho90]. We
assume our LTL formulas are defined over a set P = {p1, ..., p,} of propositions,
with our word alphabet given by X = 2. We use ¢V to denote the dual of
the until operator, i.e., oV = =(=pU-)).

In tools such as SPIN, Biichi automata use a more concise labeling nota-
tion. Rather than having a distinct transition labeled with each character a
of the alphabet ¥ = 27, the labels consist of boolean formulas over the atomic
propositions of P. Formally, denote by B(P), the set of boolean formulas over the
atomic propositions P. We assume a Biichi automaton A is given by (Q, 6, qo, F).
Here @ is a set of states, and § C (@ x B(P) x Q) is the transition relation with

% See, e.g., [SM73], from which this result follows, or see also [[K0z77].
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TEMPORAL LOGIC extended Buchi
FORMULA [GPVW’95] Automaton
algorithm

N N N

"automata
theoretic"
reductions

'proof theoretic"
reductions
(rewriting, etc)

to remove operators

"tightening"
the

algorithm (bisimulations,

etc.)

Fig. 1. classes of optimizations

labels given by the more concise formulas rather than individual characters from
Y = 2P, Sometimes, the only formulas we will allow on transitions are terms,
which are conjunctions of literals. gy € @ is the initial state, and F' C @ is the
set of final states. The language L(A) is defined as the set of those w-words w
which have an accepting run in A, where a run on w is the sequence of adjacent
states that one can visit while traversing the states according to w, and the run
is accepting if it infinitely often goes through a state in F'.

In translating from LTL to a Biichi automaton (BA), on the way we pass
through a generalized Biichi automaton (GBA), which rather than one accepting
set F', has a family F of accepting sets, and a run is then said to be accepting
if for each ' € F the run goes infinitely often through a state of F'.

In section 2, we describe our proof-theoretic reductions. Section 3 covers our
automata-theoretic reductions. In section 4 we discuss our experimental results.
We conclude with discussion is section 5.

Note: A preliminary description of this work was presented in July of 1999
at the SPIN workshop on model checking [SP199]. Independently, F. Somenzi and
R. Bloem developed a similar set of optimizations, in a work [SB00] to appear at
CAV’2000. Their translation produces generalized Biichi automata rather than
ordinary Biichi automata. Their optimizations include a large number of ordi-
nary rewrite rules, but do not include the general rewrite rules we outline using
notions of left-append and suffix closure. In addition to simulation reduction,
they outline a clever “reverse” simulation reduction, which we do not have. They
kindly provided us with their manuscript prior to this submission. Our EQLTL
translation was not modified after receipt of their manuscript, however, a version
of SPIN’s translation (version 3.3.10), tested here against EQLTL, does include
some of the rewrite rules from their paper. We have indicated below in which
experiments the additional rules were used, and it which they were disabled. In
addition to the mentioned web site for the EQLTL translation, as always, the
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source to the SPIN system is available from the Bell Labs web server for further
experimentation.

2 Proof Theoretic Reductions and Rewriting

We begin by describing some simple proof theoretic reductions. These consist of
a family of rewrite rules that are applied to formulas recursively, reducing the
number of operators and/or connectives. Many such rewrite rules with a similar
flavor can be found, e.g., in the text by Manna and Pnueli [MP92]. Since the
output size in the translation of [GPVW95] is closely correlated with the number
of operators, these reductions can pay off well. From now on, we assume all LTL
formulas are in negation normal form, meaning negations have been “pushed in”
so that they are only applied to atomic propositions.

Definition 1. A language L of w-words is said to be left-append closed if for all
w-words w € X¥, and v € X*: if w € L, then vw € L.

The property of left-append closed languages we will exploit in order to
reduce the size of our automata is the following:

Proposition 1. Given an formula iy such that L(1)1) is left-append closed, and
any formula v, the following equivalences hold: (1) YUiyn = 1, (2) Oh1 = hy.

The proof of the first equivalence is straightforward. The second follows from
the fact that G = trueUt. Unfortunately, there is no efficient procedure to
determine if a property defined by a formula is left-append closed (it is in fact
PSPACE-complete). However, there is an easy to check sufficient condition for
being left-append closed:

Definition 2. The class of pure eventuality formulas are defined as the smallest
set of LTL formulas (in negation normal form) satisfying:

1. Any formula of the form O is a pure eventuality formula.
2. Given pure eventuality formulas 11 and s, and v an arbitrary formula, each

of 11 Nba, Y1 Vg, 1 Uy, Oy, 1 Vibe, and O, is also a pure eventuality
formula.

Lemma 1. FEvery pure eventuality formula ¢ defines a left-append closed prop-
erty L(y).

Note: Every LTL definable property that is left-append closed is definable by a
pure eventuality formula: If L(y) is left-append closed, then L(yp) = L(<yp), and
< is a pure eventuality formula. However, there might be formulas that are
not pure eventuality formulas and yet still define left-append closed properties.
Proofs must be omitted.

Just as we defined left-append closed properties and pure eventuality formu-
las, we can also consider suffix closed properties and pure universality formulas
(formulas are always in negation normal form):
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Definition 3. A language L is suffix closed if whenever w € L and w' is a suffix
of w, then w' € L.

Proposition 2. For a formula ¢ with a suffizx closed language L(v), and an
arbitrary formula v, the following equivalences hold: (1) vV =, (2) Oy = 1.

Definition 4. The class of purely universal formulas is defined inductively as
the smallest set of formulas satisfying:

1. Any formula of the form Oy is purely universal.
2. Given purely universal formulas 11 and v, and an arbitrary formula v, any

formula of the form: 1 N\ g, 1 V o, 1 Ve, Oy, 01U, and Oy is

also purely universal.
Lemma 2. FEvery pure universality formula defines a suffix closed property.

From lemmas 1 and 2, and propositions 1 and 2, the following lemma follows,
describing our basic rewrite rules:

Lemma 3. (Basic Operator Reduction Lemma) For all LTL formulas o,
¥, and 7y, the following equivalences hold:

(Up) A (YUY) = (p A7) Uy

- (UP) V (9Ud) = oU(y V 9)

- O(pUy) = Oy

Whenever 1 is a pure eventuality formula (pUt) = 1, and O = 1.
Whenever ¢ is a pure universality formula (oVi) = 1, and Oy = 1.

G L e~

Note that in each of the equivalences above the right hand side has at least one
fewer temporal operator than the left hand sides. A formula (or subformula) that
fits the pattern on the left hand side is replaced by the one on the right. The
first three equivalences each have corresponding duals which are also applied.

There are, as you can imagine, many other rules one could use (see,
e.g., [MP92]). Our aim has not been to list exhaustively all such rules, but
to list a few that have direct impact without excessive cost.

3 Automata Theoretic Reductions

In this section we describe the reduction techniques which are applied directly
to the Biichi automata produced by the algorithm of the previous section. The
main algorithm in this section is a variant of “fair” simulation reduction, which
itself is a natural generalization of bisimulation reduction. Before that algorithm,
however, we first describe some other reductions. The reductions covered in this
entire section are complementary, in the sense that applying one reduction can
subsequently enable further gain from another reduction, until a “fixed-point”
is reached where we can gain no more.
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Simplifying Edge Terms The concise notation for automata, namely term
(or formula) labeled transitions, gives us an opportunity to perform some opti-
mizations to reduce the number of edges further, by combining terms, or more
generally, reducing formulas. For example, whenever we encounter two transi-
tions: (g1, (p1 A p2),q2) € 0 and (g1, (p1 A —p2),q2) € d, we can combine the two
into one simplified transition: (q1,p1,¢2) € 9, using the obvious propositional
rule: (p1 A p2) V (p1 A —p2) < p1. Again, we can perform a vast family of such
reductions, this time based on propositional logic proof rules rather than tempo-
ral proof rules. We will not elaborate further on these optimizations since they
are a standard part of elementary propositional logic. See, e.g., [End72].

Removing “Never Accepting” Nodes This is a trivial optimization, but
nevertheless quite important in the context of the other optimizations. In a
Biichi automaton A, a node ¢ that does not have any accepting run leading
from it can safely be removed without changing L(A). We compute the set of
states with a run leading infinitely often to an accepting state by computing
the strongly connected components of A, and retaining those states that lead to
non-trivial SCCs containing an accept state.

Removing Fixed-Formula Balls This interesting reduction is not correct for
ordinary finite automata, but is correct for Biichi automata. We assume we have
removed “never-accepting” nodes. The idea of the reduction is that, if in a Biichi
automaton we are ever stuck in a component from which we can not get out, and
the only transition labels in this component are «, and there is some accepting
state in the component, then we can treat the entire component as a single
accepting state with a self-transition labeled by «. Formally:

Definition 5. For o € B(P), a fixed-formula a-ball inside a Biichi automa-
ton A is a set Q' C Q of nodes such that

1. « is the unique formula which labels the transitions inside Q', i.e., if ¢}, ¢b €
Q' and 6(q1, €, 4h) € 9, then & = a.

2. The nodes Q" form a strongly connected component of the underlying graph G
of A, where Vg = Q and Eg(q1,q2) < 3o (q1,0,q2) € 4.

3. There is no transition leaving Q', i.e., no (¢',&,q) € §, where ¢ € Q' and
¢ Q"

4. Q' contains an accepting state, i.e., Q' N E # ()

Proposition 3. Given a Biichi automaton A = (Q, 4, qo, F), suppose Q' C Q 1is
a fized-formula a-ball of A. Let A" = (Q\ Q") U{anew}, 9, ¢, (F\ Q) U{tnew}),
where the transitions involving qnew are (q1,&, qnew) € 0 whenever there was
some ¢’ € Q' such that (q1,¢,4") € 8, and (Gnew, @ Gnew) € ', and all transitions
inside Q \ Q' remain the same. Moreover, q) = qnew if qo € @', and otherwise
4y = qo- Then L(A) = L(A").
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Although this looks like a rather specialized reduction, fixed-formula balls
are frequently introduced into Biichi automata as a result of the translation
from a GBA, A’, to a BA, A. Consider, for example, the simple situation where
there is an accepting state ¢ with the unique transition (g, true,q) € &' leav-
ing ¢ in A’. Then, if there are k generalized Biichi accepting sets in A’, there
will be k copies of ¢, call them qq,...,qx_1, in A forming a k-state loop with
(i, tTUe, (i1 mod k)) € 0. This is a fixed-formula ball which can be collapsed to
one state and one transition, potentially enabling further reductions.

3.1 Reductions Based on Bisimulation and Simulation

In this section we describe what, algorithmically, is our most elaborate reduc-
tion: a version of fair simulation reduction, with an algorithm based on color
refinement (see, e.g., [HU79]). There are several distinct notions of fair simula-
tion in the literature (see, e.g., [HIKR97]). The “weaker” the notion, the more
reduction it potentially enables. The notion we chose to implement is by no
means the weakest available notion, but its advantage is that it admits an easy
to implement and reasonably efficient algorithm which is a very natural modi-
fication of the ordinary color refinement algorithm. [[TIKR97] describe a weaker
notion of fair simulation, and give a polynomial time algorithm for computing
the relation. But their algorithm, which employs an algorithm of [HHIK95] for
computing a maximal simulation relation and then resorts to tree automata and
their emptiness problem to deal with fair simulation, is apparently impractical,
requiring a worst case running time of O(n°).?

Review: Basic Partition Refinement We first review the standard bisim-
ulation reduction algorithm (see, e.g.,[[X590]), based on color-refinement parti-
tioning of the states, accounting now for the fact that edges are labeled by terms
rather than individual characters of the alphabet. The fact that labels are terms
rather than arbitrary formulas helps us when we switch to simulation reduction.

The basic algorithm is given in Figure 2. On input A = (Q, 0, qo, F'), the
algorithm proceeds as follows to create an output A’, such that L(A) = L(A’).
It creates a coloring function C* : Q — {1,...,|Q|} which initially incorporates
the acceptance condition by assigning one color to accept states and a different
color to reject states. It is refined after each iteration ¢ until a fixed point is
reached, namely, no new colors are created. We use C*(Q) to denote the set of
colors after round 7. Although during the algorithm our notation assigns tuples
as colors, these tuples can easily converted to numbers again after each iteration,
by the usual lexicographic sorting and renaming.

This algorithm is correct for NFAs as well as Biichi automata. For NFAs
this is because the following inductive invariant is maintained by the algorithm.
Let S? = {s € Uj<; X7 | ¢>:¢" ,q" € F} be the set of strings of length at most i
with which one can reach an accept state from state q.

3 There is a typographical error in the conference version of [HKR97] which indicates
a running time O(n*), but this typo has been corrected in more recent versions.
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proc BasicBisimReduction(A) =

/* Initialize: Vg € Q C™(¢q) := 1, and Vg € F C°(q) := 1, Vg € Q\ F C°(q) := 2. */
i:=0;
while |C(Q)] £ |C"}(@)| do

=1+ 1

foreach q € Q do .

(@) = (€™ (@), Ugman sl (C (@), D))

od

Rename color set C*(Q), with {1,...,|C*(Q)|}, using lexicographic ordering.
od
C:=C"% return A’ == (Q' := C(Q),d, ¢, := Clqo), F' := C(F));
/* &' defined so that (C(q1),7,C(q2)) € */
/* if and only if (q1,7,q2) € 6 for q1,q2 € Q */

Fig. 2. Basic Bisimulation Reduction Algorithm

Proposition 4. For all q,q' € Q, if C'(q) = C(q') then S} = Sf/.

After at most |@| iterations, the color refinement reaches a fixed point, and
thus if C'(¢) = C(q’) at this point, then VI > 0, S} = S/ . For w-automata, in
particular for Biichi automata, the proof is only slightly more subtle.

Theorem 1. (see, e.g., [[590]) Given a Biichi automaton A, the BasicBisim-
Reduction algorithm produces a Biichi automaton A’ such that L(A) = L(A’).

Modifying the Refinement Algorithm, Simulation: We first illustrate the
weakness of the ordinary color refinement. Consider the automaton in Figure 3.
From the initial state qg, reading p; in the first character of the input, wg, we
can go directly to the accepting state ¢;, in which we can stay regardless of the
rest of the w-word, wyws . ... Therefore, the transition from ¢y to g2 labeled by
the term pj Aps is completely redundant. Thus, in fact we can eliminate both the
state g2, and all the subsequent states reachable from ¢, without affecting the
language of the automaton. The trouble with ordinary bisimulation reduction is
that it doesn’t recognize this situation, nor the more complicated situations like
it where one transition from a state “subsumes” another.

Using simulation reduction instead of bisimulation immediately remedies this
weakness. Algorithmically, this corresponds to not just partitioning the states
into equivalence classes, but maintaining a quasi-order on the states (a reflexive,
transitive relation), which essentially defines which classes of states “subsume”
others.

Our algorithm amounts to computing a strong version of a fair simulation
relation, one that works for both finite and w-automata.(This kind of fair simu-
lation is termed direct simulation and used in the independent work of [SB00],
and as they point out, had been previously used in [DHWT91].) As pointed out
before, algorithms with better complexity ([[TITIX95]), as well as algorithms that
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Fig.3. Why simulation based reduction is better than bisimulation based re-
duction

yield greater reduction but have worst complexity ([HHI<R97]) exist in the recent
literature. We chose our implementation based on its simplicity and relatively
good performance in practice.

The algorithm we implement is a natural revision of the basic partition al-
gorithm in Figure 2, but rather than refining a partition of the vertices, induc-
tively refines a quasi-order on the vertices. Instead of maintaining the entire
quasi-order, we can keep a partial order, po (z,y), on the equivalence (color)
classes that exist in the quasi-order after round i. We associate with the neigh-
bors ¢’ of each node ¢, such that for some o, (¢,0,q') € §, a neighbor i-type
(C'(q"), o). Consider the i-types (C'(q"”),7) and (C?(q’),o) where 7 and o are
terms labeling transitions. We say that (C%(q’), o) i-dominates (C*(q"),7) if
pol (C¥(q"),C%(q")) and o is a subterm of 7 (i.e., as a boolean formula 7 implies
o). For a node ¢, and an edge (q,7,¢') € &, we say that the pair (C?(¢'), )
is i-mazimal for g, if there is no ¢” with (¢, 0,¢") € 8, such that (C*(¢"), o) i-
dominates (C¥(q’), 7). Given q € Q, let the set of i-maximal neighbor i-types of ¢
be given by Ni(q) = {(Ci(¢'),7) | (¢,7,¢") € 6 and (C*(¢'), ) is i-mazimal}.
We will say that N*(¢') i-dominates N'(q), if for every (¢, 7) € N(q) there is a
pair (¢, o) € N¥(¢') such that (¢, o) i-dominates (c, 7).

Now, consider the algorithm in Figure 4. The algorithm first initializes the
coloring and the partial order, so that accept nodes get a “greater” color than
reject nodes. It then iteratively refines this partition, using the fact that, in
the interim, when one neighbor is dominated by another, only the dominating
neighbor needs to be considered in the next round of coloring. The partial order
itself is upgraded using the fact that, if the neighbors of color class ¢ dominate
the neighbors of class ¢/, and the “old color” of class ¢ is greater than the “old
color” of ¢/, then in the new coloring, ¢ dominates ¢’.

The algorithm halts when, neither the number of colors nor the partial order
on the colors changes from one iteration to the next. There is however, a trick
used to speed up this check: rather than checking that the entire partial order
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proc StrongFairSimulationReduction(A) =

/* Initialize: Vg € Q C™(¢q) := 1, and Vg € F C°(q) := 1, Vg € Q\ F C°(q) := 2. */
/* Initialize the partial order on colors: */
po<(2 1) := true; po%(l, 1) := true; po%(2,2) = true; po%(1,2) := false;
1= 0
while [C(Q)] # € (@) or [po’| # [po’!| do

=141

foreach ¢ € Q do C'(q) := (C""'(¢), N""'(q)) od

/* now we update the partial order, creating pok */

foreach (ci = (c{™', Ni™")) € C*(Q) do

foreach (c’2 (cé_l Ni7Y) € CH(Q) do

ifpo; (e Y and Ni7t (i — 1)-dominates Ni™!
then po<( i ,cl) == true;
else po’ (ch ; ,ci) ;= false;
fi
od
od
Rename color set C*(Q), with {1,...,|C*(Q)|}, using lexicographic ordering.

Adapt pog to these renamed colors.
od
C:=C"% return A’ == (Q' := C(Q),d, ¢, := Clqo), F' := C(F));
/* &' defined so that (C(q1),7,C(q2)) € */
/* if and only if (C(g2),7) € N*(q1) */.

Fig. 4. Reduction based on strong fair simulation

remains the same, all we need to do is check that the number of pairs, |po’|, in
the partial order do not change. This is so because the effect of the loop on the
underlying quasi-order is monotone, meaning edges are only being removed from
the quasi-order during this fixed-point computation and never added. The cor-
rectness of the algorithm for finite and w-automata, respectively are the following
two claims (we omit proofs):

Proposition 5. If C'(q) < C(q') then Sé C Sé,

Theorem 2. Given a Biichi or finite automaton A, the StrongFairSimulation-
Reduction algorithm constructs A’, such that L(A) = L(A’).

Complezity: An upper bound for running time of the algorithm can be obtained
as follows: the main while loop dominates the running time. It can iterate at
most m times, where m is the number of transitions in the original automaton.
The body of the loop requires O(n+ k?c) time, where n is the number of states in
the input automaton, k& is the number of states in the resulting output automa-
ton, and c is the time required to compute the i-dominates relation on neighbor
sets. Thus, the total worst case running time is bounded by O(mk?c + mn).
This is by no means the best possible: [HHK95] show that a maximal sim-
ulation relation can be computed in time O(mn), and the same algorithm can
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be modified to accommodate acceptance conditions as in our setting. The main
benefit of our algorithm is that it is easy to implement. Also, it rarely requires
the worst case time: often the while loop will iterate far fewer than m times. In
practice, we find this algorithm runs fairly quickly.

4 Experimental Results

We now describe a number of experiments we have conducted on three different
implemented translations to Biichi automata:

1. GPWYV95: The first translation is based solely on the algorithm of
[GPVWO5], implemented in ML by Doron Peled. To be compatible, the
resulting GBA from this translation is converted to a BA using a straight-
forward construction, and the labels are moved from states to transitions.

2. SPIN version 3.3.10: SPIN’s LTL translation is based on [GPVW95], with
a number of relatively simple additional optimizations in the third phase
of the algorithm. They consist primarily of merging identical states, and
removing simple cases of two-node balls. This version of SPIN uses some
additional rewrite rules from the current paper and some taken from [SB00].
For comparison, we also include in Table 1 results, marked SPIN-, for the
same version of the tool with all new rewrite rules and optimizations disabled.

3. EQLTL: This is the algorithm which includes all the optimizations we have
mentioned in this paper, implemented in ML on top of the [GPVW95] al-
gorithm. Although the logic used in this algorithm, (SI-)EQLTL ([[te99]),
allows us to express strictly more properties than LTL, namely all (stutter-
invariant) w-regular properties, we confine our experiments to the standard
LTL fragment in order to be able to compare our results to the other
two translations. Table 1 includes measurements for 4 versions of EQLTL
with specific classes of optimization enabled or disabled. The version ti-
tled “EQLTL” performs all reduction, “EQLTL-auto” performs only the
automata theoretic reductions, “EQLTL-rewr” only the rewrite rules, and
“EQLTL-none” performs only bare-bones trivial reductions, like removing
dead states after converting from a GBA to a BA.

We performed two sets of measurements. In the first set we randomly gener-
ated 500 LTL formulas with up to 10 temporal operators and/or boolean connec-
tives, and 3 propositions. This set is generated by randomly choosing grammar
rules from LTL’s context-free grammar, expanding a formula up to its maximum
length. Similar random formula generation was also used in [DGV99], [Tau99],
and [SB00]. For comparison, the second set includes 12 hand selected formulas,
shown below Figure 5, including many that are in common use.

Table 1 shows the total number of states and transitions generated by the
three main translations for the 500 random formulas, and the averages for each.
The graph on the upper left in Figure 5 shows, along the x axis the 500 formulas,
sorted by the number of states in the output of the EQLTL algorithm for each
formula, and on the y axis the number of states for each formula for EQLTL.
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Table 1. 500 random and 12 specific formulas

Random formulas 12 formulas version
states|average states|average
GPVW 13400 26.8 183| 15.25 basic algorithm
SPIN- 4069 8.1 T 6.4 minus rewrite rules
SPIN 3419 6.8 72 6 with rewrite rules
EQLTL-none 6473 12.9 117 9.8| no non-trivial optimizations
EQLTL-rewr 5599 11.2 114 9.5 rewrite rules only
EQLTL-auto 2709 5.4 51 4.3|automata optimizations only
EQLTL 2564 5.1 49 4.1 all optimizations
transitions|average|transitions|average
GPVW 42185 84.37 2321 1934 basic algorithm
SPIN- 13982 27.9 161 13.4 minus rewrite rules
SPIN 11245 22.5 156 13 with rewrite rules
EQLTL-none 18511 37.0 232 19.3| no non-trivial optimizations
EQLTL-rewr 14774 29.5 228 19.0 rewrite rules only
EQLTL-auto 4952 11.0 86 7.2|automata optimizations only
EQLTL 4952 9.9 81 6.75 all optimizations

The graph on the upper right in this figure shows the formulas in the same
order, but with on the y axis the difference between the numbers of states in the
automata generated by the most recent version of SPIN and by EQLTL. A value
of zero means that the two automata have the same number of states. Negative
numbers mean that the EQLTL automaton is smaller than the SPIN automaton
by the amount shown. In most cases the automata are fairly close in size, but
there are notable exceptions, predominantly in favor of the EQLTL algorithm.

The graph in the lower left of Figure 5 shows the number of states that is
generated by the three algorithms for the 12 hand selected LTL formulas from
our second test set. Three bars are shown for each formula, the first give the
number of states generated by EQLTL, the second by SPIN, and the third by
GPVW. The graph in the lower right of the figure shows the same data for the
number of transitions in each automaton. In both cases the y axis is plotted on
a logarithmic scale.

We have also measured how the sizes of the automata affect the running
time of SPIN’s model checking algorithm, to test the hypothesis that reducing
automata size should help reduce expected running time of the model checker.
Each formula was tested against randomly generated systems with 50 states each.
Propositional values were changed randomly along the edges in each of these
systems, similar to [Tau99]. A standard model checking run was performed for
each formula from our test set against 10 such randomly generated systems. The
model checking runs halted when the formula was either shown to be satisfied or
not satisfied for the system. Figure 6 compares the number of combined states
that were explored in the product of the automaton with the system for each
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model checking run. The graphs show the difference between the number of
states explored for the EQLTL automaton and the number of states explored
by SPIN’s automaton on the y axis. A negative number (on the left side of the
graphs) represents the cases where more states were explored for the EQLTL
automaton than for SPIN’s automaton. Positive numbers (on the right side of
the graphs) represent cases where the EQLTL automaton allowed the model
checker to explore fewer states.

The graphs illustrate that for system models without violating runs the num-
ber of states explored, as expected, is larger when the size of the property au-
tomaton is larger (this must be so because without violating paths all states will
be explored). However, somewhat surprisingly, when there are violating runs,
the benefit of smaller property automata is not clear. In particular, although
the EQLTL translation produces smaller automata, in most cases it explores as
many states as SPIN, and in a few it explores more. We have no adequate ex-
planation for this phenomenon. Since the SPIN automata on average have about
twice the number of transitions of the EQLTL automata, it is possible that for
a given number of states an increase in the number of transitions can contribute
positively to model checking performance, but this needs to be explored.

The running times for all the EQLTL optimizations are in most cases faster
than SPIN’s and GPVW’s.

5 Conclusions

The realm of possible heuristic optimizations for Biichi automata is vast: the
PSPACE-hardness of finding the optimal (or even approximately optimal) sized
automaton leaves an opening for any number of optimizations. We have outlined
those optimizations we have found most useful. There is, however, plenty of room
for improvement, and we anticipate adding incremental improvements to our
translation in the future.

The optimized (SI-)EQLTL translation is available, with a GUI that draws
the resulting automaton and provides the corresponding SPIN code at
http://cm.bell-labs.com/cm/cs/what/spin/eqltl.html. The implementa-
tion is in the language ML, based on an implementation of the algorithm of
[GPVWOI5] by Doron Peled. SPIN’s LTL translation is written in C.
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Abstract. We discuss the problem of model checking temporal proper-
ties on partial Kripke structures, which were used in [BG99] to represent
incomplete state spaces. We first extend the results of [BG99] by showing
that the model-checking problem for any 3-valued temporal logic can be
reduced to two model-checking problems for the corresponding 2-valued
temporal logic. We then introduce a new semantics for 3-valued tem-
poral logics that can give more definite answers than the previous one.
With this semantics, the evaluation of a formula ¢ on a partial Kripke
structure M returns the third truth value L (read “unknown”) only if
there exist Kripke structures M; and M, that both complete M and
such that M; satisfies ¢ while Ms violates ¢, hence making the value
of ¢ on M truly unknown. The partial Kripke structure M can thus be
viewed as a partial solution to the satisfiability problem which reduces
the solution space to complete Kripke structures that are more complete
than M with respect to a completeness preorder. This generalized model-
checking problem is thus a generalization of both satisfiability (all Kripke
structures are potential solutions) and model checking (a single Kripke
structure needs to be checked). We present algorithms and complexity
bounds for the generalized model-checking problem for various temporal
logics.

1 Introduction

Many approaches have been proposed to deal with the problem of model checking
large state spaces, among them partial-order methods, symbolic verification, and
abstraction techniques. But often these approaches do not suffice. Lacking a
means to model check the entire state space of a system, one may settle for
considering only part of the state space, hoping errors can be found there. The
selection of a part of the state space can be done in various ways: randomly,
breadth-first, according to general heuristics (i.e. prefer states in which process
queues are filling), or according to what could be called “ad-hoc abstraction”, in
which one ignores certain states, or certain details of states, believed irrelevant
to the property of interest.
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The result of applying traditional model checking to such a “partial state
space” will show that a property does or does not hold. However, one would like
the partiality of the state space to be taken into account. Thus, a search should
return true if the property definitely holds because of information in the partial
state space, false if the property definitely fails to hold because of information
in the partial state space, and unknown (denoted L) if the truth or falsity of the
property depends on information not contained in the partial state space.

In [BGY9] partial Kripke structures were used to represent partial state
spaces. A completeness preorder was defined for partial Kripke structures, a
3-valued temporal logic for reasoning about such structures was defined, and
this logic was shown to characterize the completeness preorder. A corollary of
the characterization result is that interpreting a formula on a more complete
Kripke structure will give a more definite result.

In this paper, we first extend the results of [B(G99] by showing that the model-
checking problem for 3-valued temporal logic can be reduced to two model-
checking problems for the corresponding 2-valued temporal logic. Specifically,
we show that any partial Kripke structure can be completed into two “extreme”
complete Kripke structures, called the optimistic and pessimistic completions,
and that model-checking a partial Kripke structure can be reduced to model-
checking its optimistic and pessimistic completions. This implies that the prob-
lem of model-checking partial state spaces can be solved using existing tools.

The 3-valued semantics of [BG99] does not behave exactly as one might
expect. Informally, one would like the model checking algorithm to return value
L for a partial Kripke structure and a formula only if there exist a more complete
structure for which the formula is true and another more complete structure for
which the formula is false. However, by the 3-valued semantics of [BG99], it is
possible to get result | even though only results L and true can be obtained
when making the given structure more complete.

We introduce in this paper a new semantics that gives value L only when
there exist a more complete structure for which the formula holds and a more
complete structure for which the formula does not hold. The main question
we consider is whether model checking under this semantics is more expensive
than model checking under the semantics given in [BG99]. We give algorithms
and complexity bounds for several temporal logics showing that it is indeed
more expensive. The problem of model checking under the new semantics is
interesting on its own because it generalizes the problems of model checking
and of satisfiability checking. Solving the problem means determining if some
structure more complete than a given structure satisfies a formula. If the given
structure is fully incomplete, the problem reduces to satisfiability checking. If
the given structure is fully complete, the problem reduces to model checking.

2 Two-Valued Modal Logics

In this section we briefly review Kripke structures and propositional modal logic
(PML). Let P be a nonempty finite set of atomic propositions.
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Definition 1. A Kripke structure M is a tuple (S, L, R), where S is a set of
states, L : S x P — {true, false} is an interpretation that associates a truth
value in {true, false} with each atomic proposition in P for each state in S, and
R C S xS is a transition relation on S.

For technical convenience we require of every Kripke structure that its tran-
sition relation be total, i.e., that every state has an outgoing transition. We also
assume that the number of outgoing transitions from a state is finite. We write
(M, s) to refer to state s of Kripke structure M, or just s if the structure to
which s belongs is clear. Also, we write s — s’ as shorthand for (s,s’) € R.

PML (e.g, see [Var97b]) is propositional logic extended with the modal op-
erator 0. Intuitively, formula O ¢ holds at a state s if ¢ holds at all states that
can be reached from s in a single transition. Formulas of PML have the following
abstract syntax, where p ranges over P:

pu=pl|-¢|d1 Ag|Do

Definition 2. The satisfaction of a formula ¢ of PML in a state s of a Kripke
structure M = (S, L, R), written (M, s) = ¢, is defined inductively as follows:

(Ms)p  ifL(s,p) = truc

(M,S)':—‘QS Zf(M,S)I}'é(Zﬁ

(M,S)':(Z51/\¢2 Zf(M,S)':¢1 and(M,sH:ng

(M,s) =EO¢ if (M, s") | ¢ for all 8" such that s — '

We define ¢ V ¢o as = (=1 A —¢2) and O ¢ as —(0 ).

PML can be used to define an equivalence relation on states of Kripke struc-
tures: two states are equivalent if they satisfy the same set of formulas of the
logic. It is well known [HMN85] that the equivalence relation induced in this way
by PML coincides with the notion of bisimulation relation [Mil89,Par&1].

Definition 3. Let My = (S1,L1,R1) and Ms = (Sa, La, Re) be Kripke struc-
tures. The bisimilarity relation ~ is the greatest relation B C S1 x So such that
(s1,82) € B implies the following:

- Vp eEP: L(slvp) = L(327p);
— if 81 — s} then there is some s € Sy such that so — s and (s}, sh) € B, and
— if s9 — s then there is some s} € Sy such that s1 — s} and (s}, s5) € B.

The following result (from [HMS5]) shows that PML logical characterizes the
bisimulation preorder: two states are bisimilar just if they satisfy the same set
of PML formulas.

Theorem 1. [ITM85] Let My = (S1, L1, R1) and My = (Sa, La, R2) be Kripke
structures such that s € S1 and so € Sz, and let @ denote the set of all PML
formulas. Then

s1~ sz iff (Vo € @ [(My,s1) = @] = [(Mz, s2) = ¢)).
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3 Partial Kripke Structures and Three-Valued Modal
Logic

3.1 Background

In this section we present background information on partial Kripke structures
and a 3-valued modal logic interpreted over them. The definitions and results of
this section come from [BG99).

We model partial state spaces as partial Kripke structures, in which propo-
sitions can take a third truth value 1. We then define a 3-valued modal logic
whose semantics is defined with respect to partial Kripke structures. We pro-
ceed by presenting an equivalence relation and preorder implicitly defined by
this logic. As before, let P be a nonempty finite set of atomic propositions.

Definition 4. A partial Kripke structure M is a tuple (S, L, R), where S is a
set of states, L : S x P — {true, L, false} is an interpretation that associates a
truth value in {true, L, false} with each atomic proposition in P for each state
in S, and R C S xS is a transition relation on S.

A standard Kripke structure is a special case of partial Kripke structure. We
sometimes refer to standard Kripke structures as complete Kripke structures to
emphasize that no propositions within them take value L.

In interpreting propositional operators on partial Kripke structures we use
Kleene’s strong 3-valued propositional logic [[K1e87]. In this logic L is understood
as “unknown whether true or false”. A simple way to define conjunction (resp.
disjunction) in this logic is as the minimum (resp. maximum) of its arguments
under the truth ordering on truth values, in which false is less than L and L is
less than true. We write ‘min’ and ‘max’ for these functions, and extend them
to sets in the obvious way, with min()) = true and max(()) = false. We define
negation using the function ‘comp’ that maps true to false, false to true, and
1 to L. These functions give the usual meaning of the propositional operators
when applied to values true and false.

Definition 5. The value of a formula ¢ of 3-valued PML in a state s of a partial
Kripke structure M = (S, L, R), written [(M, s) = ¢|, is defined inductively as
follows:

[(M,s) = p|] = L(s,p)
(M, s) E =] = comp([(M, s) = ¢])
(M, s) lz ¢1 A ¢2] = min([(M, s) = ¢1],[(M, s) |= ¢2])
| =

(M, s) =0 ¢] = min({{(M, s") |= ¢] | s —5'})

This semantics generalizes the 2-valued semantics for PML.

This 3-valued logic can be used to define a preorder on partial Kripke struc-
tures that reflects their degree of completeness. Let < be the information
ordering on truth values, in which L < true, L < false, x < z (for all
x € {true, L, false}), and x £ y otherwise. The operators comp, min and max
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preserve information: if © < 2z’ and y < ¢/, we have comp(z) < comp(z’),

min(z,y) < min(z’,y’), and max(x,y) < max(a’,y’).

Definition 6. Let My = (S1,L1,R1) and My = (S2, Lo, Re) be partial Kripke
structures. The completeness preorder =< is the greatest relation B C S X S
such that (s1,s2) € B implies the following:

- vp eEP: L(Slap) < L(SQap);
— if s1 — s} then there is some sh € Sy such that so — sh and (s}, sh) € B, and
— if s9 — s} then there is some s} € Sy such that s1 — s| and (s}, s5) € B.

Intuitively, s; =< s3 means that s; and so are “nearly bisimilar” except that
the atomic propositions in state s; may be less defined than in state so. Ob-
viously, s1 ~ so implies s;1 = so. Also, any partial Kripke structure can be
completed to obtain a complete Kripke structure.

The following result shows that 3-valued PML logically characterizes the
completeness preorder.

Theorem 2. [BG99] Let My = (S1,L1,R1) and My = (Sa, Lo, Ra) be partial
Kripke structures such that s; € S1 and sy € So, and let & be the set of all
formulas of 3-valued PML. Then

s1 =X s iff (Vo € @1 [(Mi,51) | @] < [(Ma, s2) | ¢]).

In other words, partial Kripke structures that are “more complete” with
respect to < have more definite properties with respect to <, i.e., have more
properties that are either true or false. Moreover, any formula ¢ of 3-valued
PML that evaluates to true or false on a partial Kripke structure has the same
truth value when evaluated on any more complete structure.

Results similar to those of this section were presented also for extended tran-
sition systems in [BGO9]. Extended transition systems are labelled transition
systems with a divergence predicate on states (e.g., see [Wal88,5ti87]). A con-
nection made in [BG99] between 3-valued and 2-valued modal logics on extended
transition systems partly inspired the following new results.

3.2 Positive PML

In the following sections we shall use a positive form of PML, which we refer
to as PML™ . Here we define 2 and 3-valued semantics for PMLT and observe
that every formula of PML can be expressed in PML™T . The abstract syntax of
PML" is as follows, where p ranges over P:

pu=plor N2 1V g2 |T0|Co

Definition 7. The value of a formula ¢ of 3-valued PML" in a state s of a par-
tial Kripke structure M = (S, L, R), written [(M, s) =T ¢], is defined inductively
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as follows:

(M, 5) =" p] = L(s, p)

(M, ) ET d1 A o] = min([(M, 5) =T 1], [(M, 5) =T ¢2])
(M, 5) =T 61V ¢a] = maa([(M, s) =" ¢1], (M, 5) T ¢2])
(M, 5) =" D] = min({[(M,s') " ¢] | s —s'})

(M, 5) =" O ¢ = mas({[(M, ') E" ¢] | s —5'})

min

We define 2-valued PML™ using this 3-valued interpretation as follows: a
PML™ formula ¢ holds at a state s of a complete Kripke structure M, written
(M, s) E* ¢, just if [(M,s) ET @] = true.

We can translate every formula of PML to an equivalent formula of PML™T if
we consider only the partial Kripke structures M = (S, L, R) in which, for every
p € P there exists a ¢ € P such that L(s, p) = comp(L(s, q)) for all s in S. In such
structures we refer to a proposition that is complementary to a proposition p as
Pp. We refer to such a partial Kripke structure as a complement-closed structure.
Our translation 7' from PML to PML™" is then as follows: T'(p) = p, T'(-p) = D,
T(~(91 A 62)) = T(=1) V T(=a), T(~(D6)) = X(T(~4)), T(—e) = T(®),
(¢ A 62) = T(é1) A T(e2), and T(0 6) = O(T(®)).

Proposition 1. Let M be a partial Kripke structure that is complement-closed
and ¢ be a PML formula. Then

(M, 5) = ¢] = [(M,s) =" T(9)).

3.3 Model Checking 3-Valued Modal Logics

In this section we show that model checking 3-valued modal logic is no more
expensive than model checking standard modal logic, and can be performed
using existing model checkers.

From a 3-valued labelling L of a partial Kripke structure we can derive a pair
of 2-valued labellings, one of which treats L as true, while the other treats | as
false.

Definition 8. Given a 3-valued labelling function L, we define the derived op-
timistic labelling function L, and pessimistic labelling function L, as follows:

def [ true if L(s,p) =L
Lo(s:p) = {L(s,p) otherwise

def [ false if L(s,p) =L
Ly(s,p) = {L(s,p) otherwise

Given a partial Kripke structure M = (S, L, R) we write M, = (S,L,, R) for
the derived pessimistic structure and M, = (5, L,, R) for the derived optimistic
structure.

The 3-valued interpretation of a PML™ formula at a state s in a partial
Kripke structure can be computed from the classical 2-valued interpretations of
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the formula using the optimistic and pessimistic structures. The formula is true
at s if it is true under the pessimistic interpretation, is false at s if it is false
under the optimistic interpretation, and is L otherwise.

Theorem 3. Let M = (S,L,R) be a partial Kripke structure with s in S, let M,
and M, be the derived pessimistic and optimistic structures, and let ¢ be a for-
mula of PML™ . Then

ot true if (M,,s) E' ¢
(M, s) =Y ¢] = 4 false if (Mo, s) =+ 6

1 otherwise

Thus, one can do 3-valued model checking by running a standard 2-valued
model checker at most twice, once with the partial Kripke structure transformed
to a complete, optimistic Kripke structure, and once with the partial Kripke
structure transformed to a complete, pessimistic Kripke structure. These trans-
formations are linear with respect to the size of the structure, so 3-valued model
checking for PML has the same time and space complexity as the 2-valued case.

3.4 Adding Fixed-Point Operators

PML can be extended with a fixed-point operator to form a modal fixpoint
logic, also referred to as the propositional p-calculus [[Koz83]. This very ex-
pressive logic includes as fragments linear-time temporal logic (LTL) [MP92]
and computation-tree logic (CTL) [C'E81]. In this section we extend PMLT with
fixed-point operators and show that model checking for this extended logic can
also be reduced to standard 2-valued model checking.

PML* extended with fixed-point operators has the following abstract syntax,
where p ranges over the set P of atomic propositions and X ranges over a set
Var of fixed-point variables:

pu=plor Nd2|[¢1V ¢ |09 [Co| X |vX.g|uX.g

In fixed-point formulas ¥ X.¢ and puX.¢ the operators v and p bind free occur-
rences of X in ¢. We refer to this version of the modal mu-calculus [Koz83]
as pL.

We now define a 2-valued semantics of pL. For the case of the fixed-point
operator it makes sense to use a semantics that interprets a formula as the set
of states for which the formula holds. We can derive such a set-valued semantics
for PML™ from the semantics given in Section 3.2 as follows:

1M, 6| € {s € 5| (M,s) E ¢}

To interpret pL formulas we need not only a labelling to interpret atomic propo-
sitions but also a wvaluation to interpret fixed-point variables. A valuation V
maps a fixed-point variable to a set V(X)) of states. Thus pL formulas are inter-
preted relative to a Kripke structure M and a valuation V. The new semantic
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clauses for ﬁxed point variables and formulas are as follows: || M, X|,, def V(X),

| M, VX.¢HV = Vf, and || M, ,uX.¢HV = ,uf, where vf (uf) denotes the greatest
(least) fixed-point of function f: S — S, defined as

FA) E M, by
Here V[X := A] stands for the valuation that is like V except that X is mapped
to set A. Function f is a monotonic, set-valued function, so by the Knaster-
Tarski theorem [Tar55] we know it has a greatest fixed point, namely (J{A C
S| AC f(A)}, where S is the set of states in Kripke structure M. Similarly, its
least fixed point is (J{A C S| f(4) C A}.

Now consider a 3-valued interpretation of pL. Here a formula ¢ is interpreted
as a pair (S, S2) of disjoint sets of states, where Sy is the set for which ¢ is known
to be true and S5 is the set for which ¢ is known to be false. A valuation function
VY now maps a fixed-point variable to a pair of disjoint sets of states. Given a
pair (S1,52) of sets we write 71(51,S2) for the first set and m3(S7, S2) for the
second.

Definition 9. The 3-valued interpretation [M, ¢|,, of a pL formula relative to
a partial Kripke structure M = (S, L, R) is defined as follows:

[M.ply, < ({s € S| L(s,p) = true}, {s € S | L(s,p) = false})
(M. 61 A b2l (mi([M, d1y) N (M, daly,). ma([M dn)yy) Uma((M, 02),,))
M, 61 V ¢alyy E (m1(IM, 1)y,) Umi([M, daly,), ma(IM, $nlyy) N ma([M, 62],,)
M, 0], < ({s|Vs's = s' = 5" € m([M,¢],)},
{s]3s'.s—=s" N e€m(M,¢l,)})
M, 0 ¢, & ({s] 35— A s €m(M, g}
{s|Vs's—s" = em(M,],)})
[M, X1, = V(X)
[M,vX.¢l,, € vf
(M, uX.0, < pf
In the fixed-point clauses f(S1,S52) = et [M, d)]v[X = (51,83)]" We know f has great-
est and least fixed-points by the Knaster-Tarski Theorem [Tar55] because pairs

of sets ordered by

(SlaSQ) (51752) d—Ef Sl C Si and SQ :_) Sé

form a complete lattice with meet and join operators defined as \/{(S;,T;) | i €
1} € (US,NT) and A{(S:,T) | i € T} % (NS5, UT,). The function [M, ¢],,
is order-preserving according to this order on pairs of sets.

For the PML™ fragment of uL, this semantics is equivalent to the semantics
given earlier for 3-valued PML™ | in the sense that [(M,s) ET ¢] = true just
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if s is in w1 ([M,¢,,), [(M,s) =T ¢] = false just if s is in w2 ([M, ¢],,), and
[(M,s) =T ¢] =L just if s is in neither 71 ([M, ¢],,) nor mo([M, ¢],,).

Now we show a result for L analogous to that of the previous section for
PML™ . Given a valuation V over a partial Kripke structure with state set S, we
write V, for the valuation that maps X to 7 (V(X)), and V, for the valuation
that maps X to S — m(V(X)).

Theorem 4. Let M = (S,L,R) be a partial Kripke structure, V be a valua-
tion, M, and M, be the derived pessimistic and optimistic structures of M, and
¢ be a formula of uL. Then

M. 6}y = (1M 8], . S — [ Mon 6]ly,).

4 The Generalized Model-Checking Problem

4.1 Problem Statement

We have said that our three-valued semantics gives a value of L for some formula
and some state in a partial Kripke structure just if the partial Kripke structure
does not contain enough information to give answer true or false. However, it
could be argued that our semantics returns | more often than it should. Consider
a partial Kripke structure M consisting of a single state s such that s — s and
the value of proposition p at s is L. If we interpret formula p V —p at s we get L,
although in all complete Kripke structures mo